
    

    

      

Sent: Saturday, September 10, 2022 7:08 PM 

we) (e) SUISTHAYTS: CHORE) 
(WIORO)      

  

(b)(6).(b)(7)(C) 
Subject: West Texas CAP Twitter account 

  

The @CBPWestTexas Twitter handle is an OPA account assigned to field PAOs. | arn referring the inapnropriate pasting 

conduct to OPR. 

Qur current problem trying te correct the issue is the two-factor authentication goes to an old @dhs.gov account which 

no longer exists. CoSiahas directed we delete the account so we have reached out to Twitter via email; | have 
included in case she has a contact that can help us accomplish this. 

Here is the OC approved statement for any inquiries: 

“US. Customs and Border Protection has become aware of Inappropriate content which was posted to the 

@CBPWestTexas Twitter account. CBP is taking action to delete the accaunt and has referred the matter to it's Office of 

Professional Responsibility.” 

  

Deputy Assistant Commissioner 

Office of Public Affairs 

U.S. Customs end Border Protection 
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US. DEPARTMENT OF HOMELAND SECURITY 

U.S. Custems and Border Protection 

CEP INTERTM POLICY DATE: December 10, 2019 

ORIGINATING OFFICE: OPA 
  

CEP Public Affairs Official Use af Social Media 

PURPOSE. This interim policy establishes U.S. Customs and Barder Protection (CBP) official 
public affairs use of social media platforms and tools. It deseribes the official use by CBP 
offices and components of a social media account as a menns of communication and public 
enpapement, This policy serves as the primary policy on official public affairs use of social 
media for all offices and components within the Agency. 

  

SCOPE. This interim policy applies to all CBP offices and components. This poliey does not 

apply to ihe Operational Use of Social Media nor online engagement in a personal capacity, 

except where such personal engagement gains national public attention. 

POLMOY, Sacial media toals are intended to be used as part of a larger, integrated 
communications program or project developed under the leadership of the CAP Office of 
Public Affairs (CBP OPA). itis the polley of CHP that social media toals he aecessed and used 
in aresponsible manner. Official ase of social media to communicate and engage with the 
public must be in accordance with all applicable Federal laws, regulations, and policies 
including those regarding accessibility: records management: information quality: and 
intellectual property. 

BACKGROUND, CBP encourages the use of social media to enhance the Agency's 
communication efforts. The use of social media ¢ enables enhanced awareness and education 
about CBP, its mission and operations. Social media facilitates mnproved communications that 
are relevant, timely, credible, and responsive to the CBP mission and public interest. 

  

AUTHORITIES. Authorities applicable to this poliey are provided below. Additional federal 

policies, regulations, and laws that guide how digtlal/social media tools can and should be used 
are provided in the Appendix. 

A. The President's January 21, 2009, Memorandum on Transparency and 
Open Government 

B. Presidential Memorandum on Building a 2ist Century Digital 
Government. May 23, 2012 

C. OMB M-10.06, Open Government Directive, December 8, 2009 
BD. OMB Memorandum M-10-23, Guidance for Use of Agency Third-Party 

Websites and Applications, June 23 2010 

BE. OMB Memorandum forthe Heads of bxecutive Department Agencies, and 
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Independent Regulatory Agencies, Social Media, Web-Based Interactive 
Technologies 

Po OMB Memorandum M-17-165, Policies for Federal Agency Public Websites and 
Digital Services. 

G. Appropriate Lise of the Intemet 
H. Rules of Behavior for Computer Network Users 
i The Standards of Ethical Conduct, 3 C\P IR, Part 2635 
i CBP Directive $1735-013.4 Standards of Conduct 

CNP Directive 91713-O11 Anti-Discriminatory Harassment 
L. CRP Directive #1440-0264 Reporting Allegations of Employee Misconduct 
M. CSP Directive #31735-010C Administrative Inquiries 
N. LER Supervisor's Reference Guide 

©, CBP Directive #3410-0018 OPA Roles, Functions, and Responsibilities 
CBP Directive #$23(-03 1A Limited Personal Use of Government Office 
Equipment 

OG. CHAP Meme - Social Mec dia Posts 

BR. CBP Directive #5220-038 Purchasing Seals, Logos, and Branding-Related 
Merchandise 

&  Ant-Diserimination and Anti-Harassment, June $, 2019 

TY. OGE Legal Advisory LA-13-03 
Ul BP RIM Directive (2110-040) 

  

DEFINITIONS, 

Social Media ~The sphere of websites, applications, and web-based tools that connect users to 
engage in dialogue, share information and media, callaboratc, and interact. Social media takes 
many different forms, including but not limited to: web-based commumities and hosted services, 
eocial networking sites, video and photo sharing sites, blogs. virtual worlds, social bookmarking, 
ard other emerging technologies. This definition dacs not apply to internal intranets or 
applications. 

  

Operations, Office of F ield d Operations, Office of met, Eneioe 8 Office of of Operations Support 
Olive of Trade, Ol ice of Protessional Responsibility, and US. Border Patrol, 

Personally identifiable Information (PID Any information that permits the identitv of an 

individual to be directly or indirectly inferred, including olher information that is inked or 
linkable fo an individual 

Account Manager ~ CBP employee who manages an atlicial CBP social media account, 

OFFICIAL USE OF SOCIAL MEDIA. CBP offices and components use social media ta 
communicate their missions to the public. CP OPA provides current guidance on the use of 
social media, including specific types of social media pletfonms available fer use. 
7.1 CBP offices and components may use only aoproved social media platforms. Sacial media 

  CBP-OPA-2022- 12965 1-000002



platlorms are approved for use following official review by CAP OPA. 
7.2 Employees must be granted approval by CBP OPA to use social media, or other third-pariy 

services, in an official capacity to directly support or enhance activities being undertaken. 
‘This mncludes receiving approval to create social media accounts for looations, programs, 
offices, and employees thal are to be used for official work. Content created in an official 

capacny may constitute a federal record and is subject to relevant information related laws 
and regulations, including the Freedom of Information Act. 

7.3 CBP offices and components must follow the approval process detailed in the Standard 
Operating Procedures when creating social media accounts. Any social media account that 
has not been approved via the approval process detailed is subject to immediate 
termination. Approval is required to ensure: 

# Cross-departmental allenment of social media efforts and reduce duplication in 
accounts; and 

® When appropriate, information is delivered to the general public in the context of 
unified themes or messages. 

7.8 Official social media accounts (both new and already existing) must have a primary point 

ef contact who is responsible for managing account security and overseeing activity on the 
account, The contact must be a full-time, permanent federal employee, 

7.6 Helore gaining access to an olficial social media account, employees must take CBP OPA‘s 
social media training. 

7.4 CBP will maintain a het ofall official sacial media accounts on its public website. 

. 

7.7 Content published to official sacial media accounts must be semroved through appropriate 

communication channels before publication or distribution. Por more information, contact 
CBP OFA’s Director of Digital Engagerent. 

7.8 Records must be maintained for original or unicue content created or published to sacial 
media accounts or platiorms, inchidimg information posted by muividuals acting on hehall 

al the Agency. 

8. GUIDING PRINCIPLES POR OFFICIAL USE OF SOCLAL MEDIA. The inllowing 
principles should be employed when using social media platforms in an official capacity 
wilhin CRP: 

i. Do not post any information that is considered non-public information and 
has not been approved for release through the procedures set forth. The posting af internal 
fe, For Oficial Use Only}, sensitive (e.g. Law Enforcement Sensitive), proprietary, or 

classified information is strictly orohibited. Failure te comply may result in disciplinary   

action. 
id. Do net use social media platforms as the sole venue for conducting official 

povernment business or dissenvinating information related te official CBP functions. Press 
releases and other official announcements should also be provided im another publicly 
available format such as the CBP website. 

i. When representing CBP in an official capacity, the account owner is 
responsible for the content gublished. Any content posted te a social media platform while 
acting in an official capacity is considered public content, regardless of amy privacy controls 
that restrict access to that content, Always assume the content will be avaliable to a large 
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audience, may be published and discussed in the media, and is subject to FOIA, discovery, 
aml other rules requiring public disclosure. 

ry. When using social media in an official capacity (when cither managing an 
official organizational account or an official individual account). know and Follow all 
applicable laws, regulations, and guidelines, such as the Agpropriate Use of the Internet, 
Rules of Behavior for Computer Network Users, and the Standards of Ethical Conduct for 
Employees of the Executive Branch. Restrictions include, bat are not limited to: 

1, Do not use vulgar or abusive language, personal attacks of any kind, or 
olfensive terms targeting individuals or groups. 

Do not endorse products or services. 
De not solicit donations of any kind. 

Do nol engage in activity directed toward the success or failure of political 
prirlies, candidates, or groups. 

3. Do not advoeate for a policy or particular piece of legislation. 

* 
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PERSONAL (NOS-OFFICIAL) USE OF SOCIAL MEDIA. Official CBP social media 
accounts should remain distinctly separate trom personal social media accounts. The Federal 
siandards of Ethical Conduct prohibit employees from using their official titles, positions or 
any authority associated with their public office for private gain. The CBP Standards af Conduct 
further require that“... employees will not use the authority of their position in any way that 
might result in adve arsely affecting public confidence in the integrity of CBP and of the 
goverment.” Staternents intended as personal opinion can be mistaken for official expressions 

of ageney policy or position. Care must be taken to ensure that personal use of social media does 
not create the appearance of official use of social media, such as by the use of a government title 
or position ina manner that would create an appearance that the Government sanctions or 
endorses one’s activities. Employees should refrain from ulilizing Agency iisignia, uniforms, 

and titles in personal postings because of the likelihood of confusion that could arise among the 
public or the appearance of government endorsement that could he created. Identifying an 
official title or position in an area of a personal social media account designated for biographical 
information, though, is ordinarily permissible. Employees should also avoid supplemental 
Gilations to their job or tile, or using their Insignia or uniform or similar images, when posting 
personal content. Additionally, many ethics laws, regulations, and policies that apply to an 
employee's official activities also apply to employee activities in their personal lives. Where 
confusion or doubt is ikely to arise regarding the personal nature of social media activities, 
employees should include a clear and conspicuous disclaimer on their personal social media 
page clarifying that their social media communications reflect only the employee's personal 
views and do not represent the views of CSP or the United States. An example of an appropriate 
disclaimer: 

  

  

   

      

   

This post represents my own opinion and does not represent the positions, strategies, or 
work of the US. Department of Hameland Security, Customs and Border Protection, or 
the Federal Government. 

Such a disclaimer does not mitigate the employee's professional responsibilities under the 
alorementioned regulations and policies, nor does if eliminate the Ageney’s authority to take 
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disciplinary action against the employee, Employee conduct, whether on-duty or off-duty, 
whether online or in person, must consistently embody CP's core values, service to our nation, 
and commitment to each other. By doing so, if protects against nolicy and ethical viclations. 
while alse protecting the integrity of the Agency. 

in the event an image, video, or other posting of CBP emplovees regarding CAP-related topics 
gains public attention or popularity, affected employees must promptly report and coordinate 
responses through OPA (cbpmediarelationsWcbp.dhs gov). Employees shall not respond on 
behalf of CHP without explicit authorization, 

Questions concerning ethics restrictions applicable to the personal use of social media should be 
directed to the Office of Chief Counsel, 

1G, PRIVACY, While CRP may use social media, most platforms are controlled and operated by 
third parties that maintain and provide their own privacy and use policies. CBP employees shall 
make every effort to protect the privacy of the public, self and others. 
10.1 CBP will engage on these platforms in a manner that protects privacy, reapects the intent of 
users and does not solicit or collect personally identifiable information (PLD. 

10.2 The creation and use of official CBP accounts on third-party websites and applications may 
cause personally identifying information to become available or aecessible to the Agency. Such 

information may become available to the Agency when a user provides, subrnits, communicates, 
links, posts, or associates information with official CBP accounts (e.¢., through “king,” 
“following,” responding to tweets, or commenting on content prov ded by the Agency). The 
Agency does not control, moderate, or endorse the comments or opinions provided by social 
media users on official CBP accounts. 
10.3 Anyone can follow a Micial CRP accounts. Official CBP accounts shall only follow verified 
accounts, includmg lacal, federal and state agencies, Departments, White House, POTUS, VP, 
FLOTUS, Second Lary, “official Adrninistration accounts, news outlets, and reporters. 

LL COMMENT POLICY, CBP reaneots different opinions. CBP does not pre-moderate users’ 
comments on social media accounts. This means that users’ comments are automatically 

published, but they may be removed by a CBP official if they violate the helow comment policy. 

Comments miay be removed from CBP social media accounts if they: 

® Contain obscene, indecent or profane language, 

# Contain hate speech directed at: race, _ color, sex, sexual orientation, national origin. 
ethnicity, age, religion or disability; 

» Contain sensitive or personally identifiable information: 
* Multiple successive off-topic posis by a single user or repetitive posta copied and pasted 

by multiple users, or spam: and/or 
» Promote or endorse specific commercial services or products. 

Questions concerning the removal of comments should be directed te the Office of Chief 
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Counsel and CEP OPA. 

12, RECORDS MANAGEMENT. All content generated by CBP is subject to the National Archives 
and Records Administration (VARA) records retention schedules for retention, storage and 

publication. Same official records may exist on third party social media platforms. itis the 
responsibility of the account manager and/or creator of the social media post to capture and 
preserve these records, along with relevant metadata such as the time, date, and author. The 
NAB A-appreved DUS E nterprise-wide records retention scnedule requires social media records 
be retained for at fea ast 3 years: be 

‘nehodules/d omartmens 
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os: 

Federal Policies Anplicable to the Official Use of Social Media 

  

es using social media for official public alfairs purposes are required to comply with 
all relevant federal laws, regulations, and policies, including, but not limited to, Section 508, 
Reeords Management, the Privacy Act, and the Freedom of Information Act. 

Publicity, Propaganda, and Anti-Lobbying Provision 

Aual appropriation acts typically contain provisions that generally prohibit the use of funds for 
publicity or propaganda purposes or in a way that tends to promote public support or oppasition te 
any legislation pending before Congress. Exceptions to the general prohibitions include official 
presentations of the agency's stance on pending legisistion when briefing Congress or in 
Congressional hearings, and certain actions undertaken by Senate confirmed Presidential 
appoinices, The use of government resources, including social meslia accounts and employee time, 
to posi social media messages that constitutes sublicity, propaganda, or lobbving activities violate 
these provisions, Agencies directly appealing for members ofthe public to contact Congress is also 
prohibited. 

Additionally, the Government Accountability OMice G7 AQ) has determined that social media 

campaigns that promote agency messaging bul conceal or otherwise mislead the public as to the 
agency's role in creating the campaign is prohibited activity. (AQ has also found agency 

hyperlinks to external websites that contain calls to contact members of Congress in support or 
opposition of pending legislation is Wkewise prohibited. 

Resources: 13 LSC. 8 1913 for the genera) Anti-Lobbying Act 

Section 508 (Accessibility) 

Seetion 508 of the Rehabilitation Act of (974, (as amended), requires that electronic and 
infarmation technologies purchased, maintained, or used by the Federal Government meet certain 

accessibility stardards. These standards are designed to make online information and services fully 
available to the $4 million Americans who have disabilities that would otherwise prevent them from 
having access to that content. Agencies are already required by Federal Acquisition Regulations to 

modify acquisition planning procedures to ensure thal ihe seetion 308 standards are properly 
considered and to include the standards in requirements documents. The OMB reminds agencies to 
disseminate information to the public on a timely and equitable basis, specifically mentioning 
meeting the Section 508 requirements in OMB Mermorandum M-05-02. Agencies emploving non- 
Federal social modia platforms are required to ensure that persons with disabilities have equal 
aceras to those services as defined in the Accessibility Standards. Third-party services have a 
varving degree of accessibility support, therefore i is incumbent upon offices to make their content 
as accessible as possible on those services. However, equivalent access to the same Information 
should be made available on any CAP website. 
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All content displayed on CBP websites must adhere to section 508 standards regardless of whether 
or nut the content is created and hosted by CBP. Content created and hosted by a third party and 
displayed on a CBP website via a widget is subject to 508 compliance standards, 

in January 2017, the federal government revised existing section 508 standards with the more 
comprehensive requirements of the Web Content Accessibility Guidelines CVCAG) 2.0, level AA 
standards. All CBP websites must conform to WCAG 2.0 Level AA standards. 

      

   

Section 808 of the Behabildeation Set, About the Section S08 

  

Resources: 29 | 

Standards nel ou 

LSC. § PO4id) 
vent and ftw 
       

  
  

Records Management 

When using electronic media, whether if is a blog, a website, social media, or any other type of 
electronic communication, the | aws and regulations that g govern Proper management and archiving 
at f records sull nobel The N i OS 5 
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Information Quality 

The public places a high degree of trust in government content and considers if an authoritative 
source. Uncler the Policies for Federal Agency Public Websites and Digital Services, agencies 2 are 
required to maximize the quality, objectivity, ulliity, and integrity of information and services 
provided ta the public. With regard to digital products, agencies must reasonably ensure sanable 

information and service quay consistent with the level of importance of the information. 
Reasomable steps include: (1) clearly identifying the henefits and limitations inherent in the 
information dissemination product (e.g., po sibility of errors, degree of rellability, and validity), and 

(2) laking reasonable steps to remove the limitations mherent in the product or information 
produced. Agency management must ensure that tac ageney nesition is reflected in all 
communications rather than one person's opinion. 

i eal Asency Pal 

      

    

     ¢ Uneual Services Section 1] 

  

a for Pec ic Websites     Resource: Me 17-06: } t 
  

Availability of Information to Persons Without Internet Access 

Agencies are required to provide members of the public who do not have internet connectivity with 

timely and equitable access to information, for example, by providing hard copies of reporis and 
forms upon request. 

  

Resources: OME Circular 4-150 (See 3eWN} 
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Usability of Data 

Many digital technologies allow users to take data from one website and combine it with data from 
another, commonly referred to as “mashups.” Agency public websites are required, to the extent 
practicable and necessary to achieve intended purposes, to provide all data in an open, industry- 
standard format that permits users to ageregatc, disaggregate, or otherwise manipulate and analyze 
the data to moet their needs. Agencies need to ensure that these open industry-standard formats are 
iollowed toe maximize the utility of their data. 

  

  

Resource: CAM Als 
  

intellectual Property 

CHP employees and components must comply with Copyright Law of the United States of 
America and Related Laws Contained in Tile 17 of the United States Cade and other Federal 
policies and directives when posting images, text, video, audio files in blogs or on third party 
social media websites. 

Generally, U.S, Government works are not protected by intellectual property law. However, the 
absence of intellectual property protections does not mean that all Government works are 
considered Public Domain and public dissemination may he restricted by other authorities. 

    In addition, where an employee generates a joint work with outside entities pursuant to a contract or 
other agreement, the outside enilly may have intellectual property rights to the final product as 
governed by the agreement. Lomloyees should be careful about the nature of the work before 
posting to social media. 

2 
Resources: (lenci, Coovris!       

Privacy 

Federal public websites and digital services are required to comply with all relevant Peders! laws 
anal policies, inchiding the Privacy Act of 1974, FO   sovernment Act of 2002, amid Office of 
Management and Dudget (OMB) policy. Agencies must provide privacy policies on websites, 
mobile applications and digital services, implement privacy controls to protect individual privacy, 
and post a privacy notice or “Privacy Act Statement” when personally identifiable information (PTT 
is collected that describes the legal authority for the cellection, the purpose, and how the data will 
be used and shared. Privacy policies must be written in plain language and in a standardized 
machine readable format, and ackdress the nature, purpose, use and sharing of information collected 
from individuals through websites or digital services. 

  

individuals may provide PIL to CBP when communicating, posting, blogging, linking, submitting, 

eo eet   
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or other comparene functions. Employees 1 must sttake ¢ care eto » Him any collection of PH to ul at w which 

priv acy notic 2 should be provided at the point of f colle ection or prominently displayed o on pages: 
where PIl may be made available so individuals have an opportunity to read the notice and make 
informed choices about what information they wish to provide ar how they want to interact with the 
agency. The provision of information should be voluntary in aceardance with Federal law and CBP 
privacy policy. Alternatives should be provided (where possible) for individuals seeking 
information, assisianee, or who do not want to provide PIL 

   
Resources: Privacy 
Caudance for Goline | 

Meemorondom MeL). 

  

  

OG, Policies for Pedersl 
  

information Collection & Paperwork Reduction Act 

Agencies are required, when possible, to use electronic forms and filing to conduct official business 
with the public, and social computing technologies can be used in many cases to meet thisneed. 
Federal public websites must ensure that information collected from the public minimizes burden 
and maximives public wility. The Paperwork Reduction Act (PRA) covers the collection of data 
from the public. The PRA requires OMB approval of all surveys given to ten (10) or more 
participants. This includes any sort of survey in which ident ical questions are given to ten (10) or 
more participants, regardless of the format. The exception te the survey rule is an anonymous 
submission form where users can provide open-ended comments or suggestions without any sortof 
Government guidance on the content. 

o
e
 

    

Resources: Paperwork Recduc . 

interactive Technologies, and the Paperwork & 

  

  

  

Freedom of Information Act (FOTA} 

Governmert-sourced content posted via social media sites ar on public Government Web servers 
becomes part of the public domain uson osting With limtled exceptions, such content is therefore 
not exempt from FOLA requests. 

Resource: FOTA (S USC. 8882) 

Ethics 

When writing lor, posting or participating on social media, an employee is either acting in their 
official capacity as a CRP employee or acting in a personal capacity. Typically, an activity is 

undertaken in official capacity when if is consistent with statutory authority and agency or office 
mission and assigned duties. 

In particular there are specific rules around the use of personal social media with regards to political 
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activity. HW you have concerns that your personal use of social media may be interpreted as official 
use, please contact the Office of Chief Counsel, 

All Govermment-wide and CBP standards and codes of ethical behavior for employees apply 
to employees! use of social networking and social media tools for both official and personal 
ase inchuding: 

D Hetch Act Fy    
   

anc Bernat! 
  

x 
2} Mandards of Conduct as Apnlied 
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