Sent: Saturday, September 10, 2022 7:08 PM

(b1 (6) I
(0)(6)(b)(7)(C)
(b)(6).(0X7)(C)

(b)(6).(b)7)(C)

Subject: West Texas CBP Twitter account

The @CBPWestTesas Twitter handle is an OPA aeeount assigned to feld PAD:. | am referring the inappropriate posting
conduct to OPR.

Cur current problem trying to correct the issus is the two-factor authentication goes to an old @dhs.gov account which
no longer exists. CQSW?}&S directed we delete the account so we have reached out to Twitter via email; | have
inciﬁdamin case she has 3 contact that can help us accomplizh thiz

Here is the O approved statement for any ingquiries:
11,8, Customs and Border Protection has become aware of inappropriate content which was posted o the

@CBPWestTexas Twitter account. CBPR iz taking action to delets the account and has referred the matter to it's Offive of
Professional Responstbility”

Deputy Assistant Commissionsy
(ffice of Public Affairs
115, Customis and Border Protection
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LR, DEPARTMENTOF HOMELAND SECURITY
{15, Customs and Border Proteetion

CBP INTERIM POLICY DATE: December 20, 2019
ORIGINATING OFFICE: OPA

CBRP Public Affirs Officinl Use of Social Media

PURPOSE. This interim gméz% establishes ULS. Customs and Border Protection (CBP) official
public affhirs use of social media plarforms and tools. Tt deseribes the official use by CRP
offices and components of a social media gecount as a1 means of communication and public
engapgement, This policy serves as the primary polioy en official public affairs use of social
media for all offices and components within the Agenoy.

ROCOPE, This inverim policy applies to all CBP offices and components. This policy does not
apply to the Operational Use of Sovial Media nor online engagement in g personal capacity,
except where such personal engagement gaing national public attention.

POLACY. Social media tools are intended 1o be used as part of a larger, integrated
communications program or project developed under the leadership of the CBP Office of
Public Affairs (CBP OPA). 11 is the policy of CBP that social media tonls he accessed and used
i aresponsible manmer. Officlal use of social medis 1o communicats and engage with the
public must be in aveordance with all applicable Federal laws, regulations, and policies
inchuding these regarding acoessitality; records management; information quality: and
mtellectal property.

BACKGROUND. CBP envourages the use of social media to enhance the Agency's
communication efforis. The use of social media enables eubanced awareness and education
about UBP, its mission and operations. Social media facilitates oproved communications that
are relevant, tdmely, oredible, and resporsive w the CBP mizsion and public interest.

AUTHORITIES. Authorities applicable to this policy are provided below. Additionad federsd
poheies, regulations, and kews that puide how digiial/social media wols can and should be used
are provided in the Appendix,
A The President's January 21, 2009, Memorandum on Transparcney and
Open Governmeont
B, Prestdential Memorandum on Building a 21st Century Digital
Grovernment, May 23, 2012
T OMB M-10-08, Open Government Directive, December 8, 2009
B OMB Memorandom M-10-23, Guidance for Use of Agency Third-Party
Websites and Applications, fune 22 2010

B OMB Memorandum for the Heads of bBxeoutive Department Agencigs, and
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Independent Regulatory Agencies, Spcial Media, Web-Based Interactive
Trechnologies

Foo OMB Memoranduwm M-17-08, Policies for Federal Agency Public Websites and
Ingital Serviees.

(. Appropriate Lise of the Intermet

H, Rules of Behavior for Computer Wetwork Users

L The Srandards f;gf'fjﬁzimf Conduct, 5 CF R, Part 2633

L CBP Directive 51733-0134A Standurds of Conduct

K. UBP Directive #31713-011 Anti-Disoriminatory Harassment

Lo CBP Directive #1440-0284A Reporting Allegations of Emplovee Misconduct

M. CBP Directive #31735-010C Administrative Inquiries

N. LER Supervizor’s Reference Guide

{3 CBP Divective #3410-0018 OPA Roles, Functions, and Responsibilities

' CBP Directive #5230-031A Limited Personal Use of Government Office
Eguipment

3. UBP Memo - “%a;}s:*if,zi M dia Posis

B OBP Divective #5220-038 Purchasing Seals, Logos, and Beanding-Related
terchandise

S Ant-Diserimioation snd Anti-Herassment, June 8, 2019

1. OGE Legal Advisory LA-13-403

UL UBP RIM Directive (21 10-040

DEFINITIONS,

Social Media — The sphere of websites, applications, and web-based tools that connect users to
engage In dinlogue, share information and media, colleborate, and interact. Social media takes
many different forms, meluding but got mited o0 web-hased communities and hosted services,
soeial networking sttes, video and photo sharing sites, blogs, virtual worlds, social hookmarking,
and other emerging technologies. This definition does not apply to imternal intranets or
applications,

fj}p&rmm& {}ﬁz% Qi F mkﬁ if%;*zs.,xms:ms Office of izzzdhguzm, {}iim fni i“‘?pa.sczi;mm ‘mpgmrz
Office of Trade, Oifice of Professional Responsibility, rod U8, Border Patrol,

Personally ldentifiable Information (P — Any Information that permits the identity of an
mdividual o he directhy or tndirectly inforred, including other information that is Hnked or

linkable o an individual
Aceount Manager — CBP employee who manages an official CBP social media accouns,

OFFICIAL USE OF 8OCIAL MEDIA. UBP offices and components use socia] medinto
copynunicate their missions o the public, CBP OPA provides current puldance on the use of
social media, inchuding specific types of social media platforms availsble for use.

7.1 CBP offices and components may use only approved sooial media platforms. Social media
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platforms are approved for use following official review by CBP (OPA.

7.2 Employees must be granted approval by OBP OPA o use sovial medis, or other third-party
services, iu an official capacity to directly support or enhance activities being undertaken.
This includes recetving approval 1o ereate social media gooounts for lovations, programs,
offices, and eonplovess that are to be used for official work, Content crested in an official
capanity may constitute a federal record and 1s sulyect o relevant information related laws
andd regulations, including the Freedom of Information Act,

.3 CBP offices and components must follow the approval process detailed in the Standard
Operating Procedures when creating social mediz seeomis. Any social media account that
has not boen gpproved via the approval provess detatled s subject to immediate
termination. Approval s required to ensure:

s Cross-departmental alignment of social media elforts and reduce duplication in
socoumntsy and

*  When appropriate, inforomtion is delivered o the genersd public in the context of
unified themes or messages.

7.5 Official sovigd media accounts (both new and already existing) roust have g privaary point
of contact who is responsible for managing sceount security and overseeing activity on the
actount, The contact must be o full-time, permuanent federal eraplovee,

7.6 Belore gaiming access 1o an official secial media account, smplovees must ke UBP OPA's

social media raining.

Congent published to official social media accounts must be approved through appropriste

coppnunication channels before publication or distribution. For more information, contact

CRP OPFA’s Director of Digitad Engagoment.

7.8 Becords must be maintained for original or unigue content created or published 1o social
media secounts or platforms, including information posted by tadividuals acting on behal!
of the Agency.

7.4 CBP will maintain g Hat of all official scecial medin accounts on ifs public website,
x

3

el
¥
F.d

B GUIDING PRINCIPLES FOR OFFICIAL USE OF 3001AL MEBIA. The following
prinviples should be emploved whon using social media platforms in an official capacity
within CBP:

i. Do not post any information that is considersd nor-public information and
has not been approved for release through the procedures set forth. The posting of internal
{e.g., For Official Use Onlv), sensitive {e.g, Law Enforcement Sensitive), propristary, oy
classified information is sivictly prohibited. Fallure to comply may result in disciplinary

action.
i, Do not use social media platforms 23 the sele venue for conducting official

povernment business or disseovnating information related to official CBP functions. Press
relesses and other offivial anncvncements shoudd also be provided in another publicly
gvailable format such as the CBY website,

i When representing CBP in an official capacity, the account owner i3
responsible for the content published. Any content posted to a3 social media platform while
acting In an official capacity is considered public content, regardless of any privacy controls

that resirict avcess to that content, Always assume the content will be available to o large
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audience, muy be published and discussed in the media, and is subject to FOIA, discovery,
and other nules requiring public disclosure,
1V, When using social media in an official capacity (when either managing an

official organizational account or an official ndividua aceounty, know and follow all
apphicable laws, regulations, and guidelines, such as the Appropriate Use of the Internet,
Rules of Behavior for Computer Network Users, and the Standards of Ethical Conduet for
Bmployees of the Exeeutive Branch, Restrictions include, but are not Himited o

1. Do nol use vulgar or sbusive language, personal attacks of any kind, or

otfensive terms targeting individuals or groups,

2. Do oot endorse products or services,
3. Do not solicit dongtions of any kind.
4. Do not engage in sctivity directed toward the success or fatlure of political

parties, candidates, or proups,
5. Do not advorate for a policy or particular plece of legisiation.

PERSONAL (NON-OFFICIAL) USE OF SOCTAL MEDIA. Official CBP social media
sceounts should remaln distinaly separate from personad social media accounts. The Federal
Standards of Ethical Conducy probibit cmployess from using their officiad titles, positions, or
any authority assoclated with their public office for private gain. The UBP Standards of Conduct
further require that “. . employees will not use the authority of their position in any way that
sght result in adversely affecting public confidence in the Imtegrity of CBP and of the
government.” Shmements infended as porsonal opinion can be mistaken for official expressions
of ageney policy or position. Care must be taken 1o ensure that personal use of social media does
not create the appearance of official use of social medis, such as by the use of a government title
or position in a manner that would create an appearance that the Government sanchions or
endorses one’s activities. Employees should refrain from utilizing Agency insignin, uniforms,
and titles in personal postings because of the likelihood of confusion that couldd arise among the
public or the appearance of government endorsement that could be created. Identifying an
afficial fitle or position n an area of a personal social medis avcount designated for biographical
information, though, is ordinarily permissible. Employees should also avoid supplemental
vitations 1o thelr job or thile, or using thelr Insignda or uniform or similar images, when posting
personal content. Additionally, many ethies laws, regudations, and policies that apply to an
emplovee’s official activities also apply to emploves activities in thelr porsonad lives. Where
confusion or doubt is hkely w arise regarding the personal nature of social media activities,
employees should mclude a clear and conspicuocus disclaimer on their personal social media
pags clarifying that thelr social media communications reflect only the employes's personal
views ard do not represent the views of UBP or the United States. An example of an appropriate
disclaimen

This post represents my own opinion and does not represent the positions, stirategies, or
work of the UK. Department of Homeland Sccurity, Customs and Border Protection, or
the Federal Goverrunent,

Such a dizsclaimer does not mitigate the eoaplovee’s profossional responsibilitios under the
aforementioned regulations and policies, nor does i elirminate the Agency’s authority 1o take
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disciplinary action against the employee. Emplovee conduct, whether on-duty or off-duty,
whether onling or in person, must consistently swbody CBP’s core values, servive to vur nation,
andd commitment 1o each other. By doing so, it protects againgt policy and ethical vielations,
while also protecting the integrity of the Agency.

In the event an ymage, video, or other posting of UBP emplovees regarding CRP-related topies
gaing public attention or popularity, affected employees must promptly report and coordinate
responses through OPA {(chpmediarclations@ebp.dhs gov). Employees shall not respond on
behalf of UBP without explicit suthorization,

Questions concerning ethics restrictions applicable to the personal use of social media should be
directed o the Office of Chief Counsel,

1 PRIVACY, While UBP may use social media, most platforms are controlled end operated by
thard parties that maintain and provide thelr own privacy and use policies, CBP employees shall
make cvery effort 1o protect the privacy of the public, self and others.

16,1 CBP will engage on these platforms In a manner that protects privacy, respects the intent of
users and does not solicit or colleet personally identifiable Infermation (PID.
10.2 The creation and use of official CBP aceounts on third-party websites and applcations may
canse personally identifying information to bucome available or avcessible to the Agency. Such
information may become avatlable to the Agency when a user provides, submits, communicates,
finks, pmia or associates information with official CBP accoums {e.g., through “liking,”
“ollowing,” responding to tweets, or commenting on content proy gdmﬁ by the Agenoy) The
Agency does not control, moderate, or eadorse the comments or opinions provided by social
media users on official CBP sccounts.
10.3 Anvone can follow ;;; fhcial CBP sceounts, Official UBP accounts shall only follow verifled
accounts, including locsl, federal and state agencies, Departments, White House, POTUS, VB,
FLOTUS, Second Lady, @fﬁmaé Administration accounty, news osutlets, and reporters,

HCOMMENT POLICY. CBP respects different opinions, UBP does not pre-moderate usery
comments on social media accounts. This means that users’ comments are automatically
published, but thev may be removed by a CBP official if they violste the below comment policy,

Comments may be removed from CBP social media sccounts if they:

» {f’ﬂm‘;aim ﬂ%‘*ﬁ%f:fmff 'ii'ﬁéf:i:x?:m of m’a:;f’cma §'mm1a.gf:;

® imzmm iza’ie spf:mh i:’z:zma,wﬁ a,?: race, wl@z sex, sexpal orientation, national origin,
ethnicity, age, religion or disability;

»  Coniain sensitive or personally ilentifiable information;

»  Multiple successive off-topic posts by a single user or repetitive postas copled and pasted
by muadtiple users, or ﬁgﬁamg mé or
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Counse and CRP OPFAL

12, RECORDS MANAGEMENT. All content generated by UBP i3 sublect to the Mational Archives
and Records Administration (NARA) records retention schedules for retention, storage and
publication. Some official records may exist on thied pacty social media ;ﬁz&if{)mfm ftis the
responsibility of the account manager andfor creator of the social media post 1o capture and
preserve these records, along with relevant metadata such as the thme, date, and author, The
NARA-approved DHE E merpmﬁ;,»mﬁc rw«ardz retention schedule mqmrm social media records

i}emmmd ?:e:*sz* '&EE ant 3 vears: by
' { cuidenariments’

LG EEE T E e .»Emmu

B w.é .
{Acting}. T DTS IOET

Offics of Public Affairs
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Federal Policles Applicable to the Offivial Use of Social Media

UBP emplovees using social media for official public affsirs purposes are required to comply with

all relevant federal taws, regulations, and policies, including, but not Hmited to, Section 308,
Records Managemoent, the Privacy Act, and the Freedom of Information Act,

Publicity, Propaganda, and Anti-Lobbying Provision

Arnmuad appropriation acts typically contain provisions thet generally prohibit the use of funds for
publicity or propaganda purpoeses or in a way that tends to promote public support or opposition to
any legislation pending before Conpgress. Exceptions to the general prohibitions include official
preseniations of the agency’s stance on pending legislstion when briefing Congress or in
Congressional hearings, and certain actions underteken by Senate confivmed Presidential
appoeintees. The use of government resources, including social media accounts and emploves time,
o post social media messages that constitades publicity, propagands, or lobbying activities viclate

these provisions, Agencies directly appealing for mmembers o the pubhic to contact Congress s also
prohibited.

Additionally, the Government Accountabslity Office (ALY has determined that social media
campaigns that promote agency messaging but conceal or otherwise mistead the public a3 v the
apeney's role in creating the campaign is prohibited activity, AL has also found sgency
hvperlinks o external websiles that vontain ealls (o comtact members of Congress in suppart or
opposition of peading legislation is likewise prohibited.

Resowees: 18 LLS.0 § 1913 for the geveral Anti-Lobbying Act
Sectinn 5308 (Accessibility)

Scotion 508 of the Rohabilitation Act of 1973, (as amended), reguires that eloctronic and
information technologies purchased, maintained, or used by the Federal Government mest certain
accessibility sturdards. These standards are designed to make online information and services fully
available to the 54 million Americans who have disabilities thet would othorwise provent thom from
having aceess 1o that content. Agencies are already required by Federal Acquisition Regulations to
modify sequisition planming provedurey fo ensure that the seetion 308 standards are properdy
considered and o inchude the standardy in regquirements docaments, The OMB rominds agoneies ©
disseminate information to the public on a timely and eguitable basis, specifically mentioning
meeting the Rection 508 requivements in OMB Meomorandum M-06-02. Agencies employing non-
Federal social media platforms are reguired 1o ensure that persons with disabilities have egual
acoess to those services a3 defined in the Accessibility Standards, Third-party services have s
varving degree of accessibility support, therefore 1 1s incumbent upon offices to make thelr content
as accessible a3 possible on those services, However, equivalent access 1o the same information
should be made available on any UBP website.
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Al content displayed on CBP websites must adbere 1o section 308 standards regardless of whether
or st the content is created and hosted by UBP. Conlent created and hosted by g thied party and
displaved on & CBP website via a widget is sublect to 508 compliance standards,

In January 2017, the federal government vevised existing section SUB standards with the more
comprehensive requirements of the Web Content Accessibility Guidelines (WCAGH 2.0, level AA
standards. All CBP websites must conform to WCAG 2.0 Level AA standards,

Respurces: 29 US.CL§ 784 § { the Behmbilitation Act, About the Bection 308
Standards, snd gurrent and fotwre OMEB memos,

Hecords Manasgement

When using electronic media, whether it is a blog, a website, social media, or any other type of
clectronic commumication, the laws and regulations that govern gﬁmgxw m&mgpumm mxd m&kz Ving
of records still am}iv The National Srohoves and Rovords Adminisirnaic
guidance 1o agencies o ensure proper records mwanagement,

B Corcudar 8130 "Manssement of Feders s Bevonrces ™ Toee gection
Fecens Wab Toehnolomies for WAR A Giddanes

Rcza(samg,sz 3
Hadh In

Information Quality

The public places a high degree of rust in government content and considers it an suthoritative
source, Under the Policies for Federal Agency Poblic Wehsites and Digital Services, :zgpg,mus are
reguired 1o maximize the quality, objectivity, utility, and ntegrity of Information and services
provided o the public. With regard to digid g’:mdu 5, agencios must reasonably cnsure suttable
information and service qu;ﬁm consstent with the level of tmportance of the information.
Reasonable steps invlude: {1 clearly identifving the hensfits and Bmitations inherent in the
information dissemination product {e.g., po wa%sim of errors, degree of reliability, and validity), and
{2} wking reasonable steps to remove ﬁw Hmitations inherent in the product or information
produced. Ageney management must ensure that the agency position 1 reflected n all
communications rather than one person's opinion.

; el A oeney Pul

¢ Ihoiial Rervices Section 11

i Webuites

s for Feg

Regowree: 217001 1 1

Awvailability of Tnformation to Persons Without Internet dovesy

Agencies are required fo provide members of the public who do not heve internet connectivity with
timely and cguitable access to information, for example, by providing hard copies of reports and
forms upon reguest.

Hesources: OMB Curoular A-130 (See Se2¥WD
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Usability of Datn

Many digital wechnologies allow users to take data from one website and combine i with data from
another, commeonly referred to as "mashups.” Agency public websites are required, to the extent
practicable and necessary to achieve intended purposes, to provide all data in an open, industry-
standard format that permits users to aggregate, disaggregate, or otherwise manipulate and analyze
the data to roeet their needs. Agencies need fo ensure that these open industry-standard formats are
followed to maximize the utility of thelr data

Hesourve: UIME M

intellectusl Property

CHP emplovees and components must comply with Copyright Law of the United States of
America and Related Laws Contained in Titde 17 of the United States Code and other Federal
policies and directives when posting images, text, video, audio files in blogs or on thisd party
social media websites,

Generally, US, Government works are not protecied by intellectual property law, However, the
absence of intellectual property protections does not mean that all Government works are
considered Public Domain and publie dissemination may be resuricted by other anthorities,

in addition, where an employee generates a jolnt work with outside entities pursuant 1o a contract or
ather agresment, the oulside enlity may have intellectual property rights to the final product as

governed by the agresment. Emplovees should be careful about the natire of the work hefore
pasting to sovisl media.

Besources: Lendi, Convris

Privacy

Federal public websites and digital services are requived 1o comply with all relevart Feders! laws
andd policies, including the Privacy Act of 1974, BE-Uovernment Act of 2002, and Office of
Management and Budget {OMB) policy. Agencies must provide privacy policies on websites,
mobile applications and digital services, implement privacy controls to protect individual privacy,
and post a privacy notice or "Privacy Aot Statement” when personally identifiable information (PID
15 collected that describes the legal authority for the collection, the purpose, and how the data will
be used and shared. Privacy policies must be written in plain language and in a standardized
machine readable format, and address the nature, purpuse, we and sharing of information collected
from individuals through websites or digital serviges.

%

Individuals may provide PI o UBP when conununicating, posting, blogging, Hnking, submilting,
e i i
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or other comparable functions. Emplovees must take care to limit any collection of P 1o that which
15 authorized and necessary for the performance of official duties in support of the URP niission. A
privacy notice should be provided at the point of collection or prominently displaved on pages
where PI may be made available so individuals have an opportunity 1o read the notice and make
informed choives about what information they wish to provide or how they want to intersct with the
agency. The provision of information should be voluntary in accordance with Federal law and CRP
privacy policy. Alternatives should be provided (where possible) for individuals seeking
tnformation, assistance, or who do not want 1o provide PIL

Resources: Privagy

amgsﬁms for Oinly
Semorandom M. %

Information Collection & Paperwork Reduction Act

Agencies are vequired, when possible, o use electronic forms and filling to conduat official busingss
with the public, and social computing technelogies can be used in many cases fo meet this need.
Federal public websites must ensure that information collected from the public minimizes burden
and maximives public wility. The Paperwork Reduction Act (PRA)Y vovers the eollection of data
from the public. The PRA requires OMB szg;:sz‘m’;ai of all survevs given to ten (18} or more
participants, This includes any sort of survey in which ident ical guestions are given 1o ten {1 or
more participants, vegardless of the format. The exception o the survey rule is an anonvmous
submission form where users can provide open-ended comments or suggestions withowt any sortof
Government guidance on the vontent.

Resources: Pug 4 Wi, &
Irgeractive Teg ;;s:.:s_ia:k;;a s, and the Paperwork

Freedom of Information Act (FOIA)

{overnment-sourced content posted via social media sites or on public Government Weh servers
beoeomes part of the public domain upon g}zmmg, With limited exceptions, such content 1s therelore
not exempt from FLLA requests.

Resource: FOIA (8 USLC §5530)

Ethies

When writing {or, posting or participating on social media, an emplovee s either af::iézzg in thelr
official capacity as 2 CBP employes or acting in a personal capacity. Typleally, an activity is
undertaken in official capacity when it is consistont with statutory authority and agency or office
mission and assigned duties.

in particular there are specilic rules around the use of personal spcial media with regards to political
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activity. I you have concerns that your personal use of social media may be interpreted as official
use, please contact the Office of Chief Counsel.

All Government-wide and CBP standards and codes of ethical behavior for emplovees apply
to employees’ use of social networking and social media tools Tor beth official and personal

use inchuding:

1 Haleh Ao &y

s o Fedey

and Bt

~

2% Sewerds of Conduct ag Annlind
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