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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector
General conducts audits, investigations, inspections, and special studies. Its
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations,
provide intelligence oversight, protect against fraud, waste, and mismanagement of
resources by the Agency and its affiliates, and ensure that NSA activities comply
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and
organizations. Performance audits evaluate the effectiveness and efficiency of
entities and programs and their intemal controls. Financial audits determine the
accuracy of the Agency's financial statements. All audits are conducted in
accordance with standards established by the Comptroller General of the United
States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in
response to those complaints, at the request of management, as the result of
irregularities that surface during inspections and audits, or at the initiative of the
Inspector General,

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions
comply with federal law, executive orders, and DoD and NSA policies. The 10
mission is grounded in Executive Order 12333, which establishes broad principles
under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS
(U) Inspections are organizational reviews that asscss the effectiveness and
efficiency of Agency components. The Field Inspections Division also partners

with Inspectors General of the Service Crypiologic Elements and other IC entitics
to jointly inspect consolidated cryptologic facilitics,
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L SUMMARY

. J had misused the Signals Intelligence (SIGINT) System."

S EESSUANES On 7 and 9 May 2013, the OIG received allegati | d'y‘ S—
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any law or regulation because, many of them told the OIG, they did not understand the work
erformed, The OIG found that oversight officials an management
lacked an undéritimding of his work, did not believe that was doing shything

improper, and continved 10 apprové Ais taskings. Several officials, incldding.spme in SV , |
stopped looking into the allegations after they learned 'of the 0IG’s inyestigation, ‘evon.though- , |
the OIG had advised them 10 proceed in whatever manner they befieved appiobtiate. . . St

FSHSHREL.) CONCLUSION: Substantiated, [y pt=t-ttetitt LA LAk "

Eﬁauivities resulted in, or were at Jeast reasonably likely to result in, the unauthorized

collection of commanications to or from USPs or persons in the United States, or both, The
preponderance of the evidence supports the conclusion that, by doing so, and failing to report the
non-compliant activity, T viojuted the, classifjed apnex of DoD Regulation 5240.1-R,

Procedures Governing the Activities of Dol Intelligence Components that Afiect United Stateés” * e

* 8BGO, NSA/CSS Signals Inteliigence Directorate - Ovgrsightdnd Compliance Policy.* e

~CFSH#SHARER) In sddition; CoEEs=Talso violated USSID DA3S1 1, Dara Acquisition oF

2 %’rcaomu‘ and Data Flow Managemen,| ] .' -
cds -] -

),Finally, the pre rance of the evidence su the conclusion thge "1
violated N dnd USSID
SPOOI9 when he[ " effected Collection that

resulted or was at least réusonably likely to result in the unauthorized collection of )
communications to o from| Jand did stot report the noa-
compliant activity.” o

(USFEH0; OIG Investigations (D14) referred this matter 1o OIG'm'tclIigenoc Oversight (DI 1),

with a recommendation that D11 notify the NSA SIGINT Di of practices discovered during

. T 95 %0

. ® e e,
D I I R T S A &
-

A

Persons and its classified anncx, NSA/CSS Policy 1-23, United States Signals Intelligepees = * * NCE
Directive (USSID) SPOGI8, Lega! Compliance and 1/, Minimization Frooedres, and USSID Sl
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(U/AF©6) A copy of this NE will be provided to Employee Relations. A summary of our

findings will be referred to supervisor and the Associate Directorate for Sccurity
end Counterintelligence, Special Actions (Q242).

.
-

oy 13)-P. L. BO-DC
(o) 16}

Relosse 2022-90
NSA 21923



Doc [D: 6789456
—TFOPSECRETH/SHNOFORN—
V-13-0077

1L (U) BACKGROUND

B! {3 -F. L. B6-16
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(U) Introduction
\ras been amgnod to the . |
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~FRUSMREL) The following is an organizational chant shov-mﬁ wheee ———Jwere [+ -

located within the Signals Intelligence Dircctorate (SID) and where T was assigned at

the time the OIG initisted this investigation,
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. (UHF8UQ) Employees from the fo!lo;:i;ué drpandzations were involved in trying to determine
p ' yiplated any law or regulation] 1

) (M-F.L.

-o-‘o-oooooconlnl---c-l-t' Sesseee
.

¢ Signals Intelligence Directorate (SID]J at various organizational levels
* SID Oversight and Compliance (SV)

* Office of the Director of Compliance (ODOC)

* Office of the General Counsel (OGC)

Wi

e DR AN ) ]

(UHFGUR) In addition to interviewing ==, th¢ OIG ghtaineg) swarp testimony from the

=9y
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[ Fi.. [Senior Exccutive, Senior Technical Leader] ]

-
-
.
-
-
-
.-

. - - .

C e _JGGIS; $1aff Officer and Compliance Offfcer,
B GG 3, Staff Officer and Complisnce Office

(U/AFOH6) The 0IG also attended mectings with the tollowing employees regarding the meatter
under investigation und memorialized relevant information in Memoranda for the Record:

e _Mr. Ronaid Moultrie, Senior Exccutive, Deputy Director, SID

Senior Exceutive, Senior Technical Dircctor ] ]
Senior Execytjve, Deputy Geaerd! Codnsel for Litigation and

R o R Rl apageme, Ol hocof the Leneral Counsel (OGC

WP L. et

KA ??????&hroe Exetuitivé, Diepuity Giéneral Counsel for Operations, 0GC

.
L]
Lsacmianice @ Senior Executive, Chicl, SID Oversight and Compliance, SV
N '{n—lﬂu;u. Managcr.]l_a_LISID Office of

Oversight and Compliance (SV)

6
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. GG12, Intelligence Analysis Techniciun, T g
. GGI4, Intelligence Analysis Technician =
oo . i 80.’ -
..,-'.'.... ..O.n.o'..l.n,o.oq e
.lkl'{-::.:coocoa'o WMI“W" :
f‘ T8 .-.0.-...-’..o rogram M,‘W :;
b . =
.; o Bs ...,...o.c's"':.
S Pttt e P — —] Deputy, Office of Direstor of Compliance S
s (UHFOEO) Due 1o the complexity of the work performed by o=, the OIG elso reccived -
~. assistant from the following subject matter experts: P LR e
“ T .. N - .. é 5
., : . b -
v . '. n .o i .'
(L#OLQ) Additidally, the OIG obtained and reviewed relevant cmails, data and metadaty® A
pertaining to = standard operating procedures for and 5
e L 1 2 AR I -

L e L R

(U) Applicable Authorities

{See Appendix Al for a full table of authoritics)

(U) Executive Order (EO) 12333, United Stutes Intelligence Activities, as amended
* (L) Department of Defense Dircctive (DoDD) $240.01, DoD Inelligence Activities,
27 August 2007
*  (U) Department of Defense (DoD) Regulation 5240.1-R, Procedures Governing the

Activities of Dol) intelligence Components that Affect United States Persoms, and its
Classified Anncx

« * (U) United States Signals Intelligence Directive (USSID) SP001S, Legal Compliance and
% ULS. Persons Minimization Procedures, 25 January 201 |

*®  (U) USSID SPO0IS, NSA/CSS Signals Intelligence Directovate - Oversiyht and

“.  Compliance Policy, |3 November 2012, revised 7 May 2013

= (U)USSID DA3S511, Data Acquisition Divectorate Targeling and Data Flow

*«  Management, 28 November 2006

s, (U)NSA/CSS Policy 1-23, Procedures Governing NSA/CSS Activities Thar Affect U.S.
e Lersons, 11 March 2004, revised 30 July 2013
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= (U) USSID SD4000, Signals Intelligence Development, 6 Apeil 2011 (USSID SD4000

was superseded by SID [mplementing Dicective, Anmex F Governance of the Signais
Intelligence Mission, 25 February 2013)
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g ML  FINDINGS

3 . ALLEGATION: DidC Lmisuse the SIGINT sysiem, in violation of

2 Y. LoD 3240 1-R and its C‘““‘qu‘- NSAACSS Policy 1-23, LISSID SP0018, USSID SPO0IY
Saa ' Wk
888 o =% 1

o'-..'.-" l.o...lno.o.. .:::‘.
«* His mi'vi}iea.mnhe'tf in, or were reasonably likely to result in, the unauthorized collection

L0t of commundiCations 1o or from USPs oe persons in the United States, or both. The preponderance
e+ * T of the evidence supports the conclusion that, by doing <o, and failing to report Jhe non-¢omplisng . .. . ...

(8 Qi

‘a=ichiql

9t-9¢ 72

- activity, T violdted the classificd anaex of DoD Regulation $240.1-R, Procedures
o ra Governing the Activities of Do intelligence Components that Affect United States Persons and
e its classified anncx, NSA/CSS Policy 1-23, United States Signals Intelligence Directive (USSID)
gy" SPO0IS, Legol Compliance and U.S. Minimization Procedures, and USSID SPO319, NSA/CSS, . ovvvery
ol Stgnals Intelligence Directorate - Oversight and Compliance Policy, , .coneev="""
3338 ~FSHSHARER) In addition, CmTals5 violated USSID DA3S11, Data Acquisition S
8330 i ) — oL
'u::—-v P N L I.. ..
.'.-"". . * -
-WREL) Finally, the nderance of the evidence 115 the conclusion that
viola and USSID
SPOO1S when he [ ffected cotlection that
resulted or was at leasf reaspnably likely to result in the unauthorized collectionof
communications o or from and did ngr report the non-
compliant activity,"’ o’
i
e 5"
e :3 “ (LW=E3A0) The sverarching muoriss =’«w are Excovsive Onder (EO) 12333, Liived Shoves 'm«w

e s oo JAginties sad Departme uofDeialeoOlD'vmhc smm‘wu numzm.lm'm&:.

9
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(U) Documentary Evidence

(UAFEHOY Oversight and Compliance Trlinin'g

(UHFOHO) L rining record revealed that he had completed the following oversigiv
and compliance training: " - ., :

* USSID SPO018 Training for Analyric Persbranel (OVSC1800), 6 May 2014,
20 Junc 2013, and 19 July 2012;" R

*  Owverview of Signals Imtelligence Authorities (OVSC1100), 10 Fébruan 2004,
10 April 2013, 2 August 2012, and 18 October 2011
NSA FISA (OVSCI201), 13 January 2014 and 12 February 2013;
NSA/CSS Inveiligence Oversight T raining (OVSCi000), 4 November 2013 and 13
June 2012; and

* Special Training on FISA (OVSC1206), 15 May 2013,

(U/A6H0) Complaints Made to the O1G and Supporting Data
—W& The Source provided emails and data spreadsheets to the OIG in support of the

alkegations. o

(V/#FO60) Information provided to the OIG by T " et

.
-

{SHSHRERE) During his interview with the OIG on 27 June 2013, =T provided a copy of -

a paper he had written entitled, The paper is at Appendix G1. He afso «
pmVidM‘“ﬂ Ofw 'a

also provided s latof]  *
L —] The list izat Appendix G4,

) (3i=r. L, B8-36 ®) (13 .
) (3 ~-1R UsC 790 R
) 13) 30 USC 02412) -
)M =P L. 5¢=38 -

. N

-

9) =)

ITd=-(E) (@)

YL98

S (UAFOLG) OVSCIA00 was provisusly entided, Lego! Compliance amd Mumiesizanen Procedares, which et completed

ed 17 Ociober 2011 and 16 November 2010,

: "'E.wre_uo) Sex ma F for ewail; peraining 1o the sliepatiors. The data flks the Source provided w the OIG in suppon
| -

Jhe daga files were oo volumisout 10
inzlisde s attached Appendices and ave retained in clestronic Sormat i Be OIG 25 Appendices B30 theough R315. A chant
sammarizing the allegations 13 &t Appendix D).

10
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(UHFOE0) Information provided to the OIG by] _chier

L
C 322400
EE-36

“18 U5C
S0 U

“P.L.

L n...o'-...o.n...\\~~~
(UAFQLQ) In 2 26 June 2013 email to the OI pmvoded a copy of bricfing slides 2
entitled The slides, which are at Appendix HI, v
provide information on the R S L L o
~(8#REE) In 2 28 June 2013 email to the OIG, [ Jprovided a copy of & Stendard Processing g
Form fSPF) that he called a drafl “Standard Operating Procedure™ for work performed in the -
(U) Testimonial Evidence g 8T
(UHFOUO) The Source, Global Network Anatyst'” ggsss
(UHFOUO) The Soured | was interviewad on 14 May 2013 and proviced the following TSRS
sworn lestimony. o1 T 3
—$5/SHRBE) The Source| ’ w
The Source belicves that, since Febnuary 2013, Com===Yhis Bed in Violatidior * ** * * e
USSID SPO01§ because he bas been collecting or attempting to collect United States phone £z
numbers without proper authorities and without a foreign intelligence purpose. Sx
~FSHHAREE) The Source also believes that DT3¢ Bebs, ¢ ccling or atemptingto |
11 | Jwithout spproval fror an appeopriate :
und without a foreign intelligence purpose, in violation of o =
L
—(FSHSEREE) The collection or attempted collection, the Source said, was done usin a8 +*
'C.:’-'l,iu‘v s
"*+, _tasked to the SIGINT system. The tasking records L2 ]
| Jin viclation of USSID SPOOI& Shce October 2011 and in "
violation of USSID SPO0IS, the Source believes that T has collccted or attempted to ¥
collect a large volume of telephone numbers without any forcign intelligence purpose. The =
= {U) See Apgendix H3 for SPF. Al see Appendix H2 foe comald from[Jio the OIG dsed 31 ol 2013 perminieg to e |
See. o
L4 ({n Akhough Be Sowce wulved confidertiality, we bave chosen 1o prosect the Source's identity in Se main body of this f‘
repont -~

I
TTOPSECRETSHNOFORN—
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v oo oo SOYTES belioves thiat

which harms NSA mission, the

o tasking docs hot qualify . |
£ ?: TTTS#SEREL) On |8 March 2013, the Squrce asisefi.t.‘chlcam]:wuld essist with their .. ...
RE" worsea 0K Anather mployee told the Saurce that she had been trying to get Y15 e
ot B el 2 T F R TR N Jowt be had refused to do so.'* The Source began o
e to research problems nponcg:nd found that .. 3
Res [ imvertdlhal: B S
288 .+ * " collection coming from S =
‘_‘.-‘......-... s rT Yy :-
if = =] when i should not have been,
: L
o E — m_ e —— — "
yus gy
5 . A
we LI'.'
i :
; 2 &8 -
el A -
- .‘.........l‘i..n"c'.ll-""..‘
» 3 The Source called o discuss the fact that some thhem
\ nied to alert §im, have .
* him clean it u file an Inteiligence Oversight incident report. : . ot
: i 2 et
—EFSHSHREL) The Source said that, according to an[_Janalys ad told the unelysf
*_that he was Based on some of the comment ul in . <
Syl - A
) (1)
() (%) -19 USC 798
" (U) See Appendix C1 for related emails (D) (3)-53 OO 202¢45)
12 )i =«pP.L. 85-38
“FOP-SECREFTHSHNOFORN
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—CESFSHREL) After the Source spoke with =1,__I’.a'll'cé OGC Tor ui.d::t;cc on how to »

get T tgsking shut down and the OGC suggesicd s ] ¥

Compliance Officer. The Source emgiled ﬁm‘ﬁg@qu*w G e
soon lhcruﬂc-r.:rercned the matierte Corflpliuqc.()fﬁcet_. T w v

* a0 3 V7, .
L. S After the Source called, "N seny pq cmail t the Soutcts Sigocvilon . . " * » .
Bl and " hopervison e [T s Fochided the cvidea
email 1o Division Chicfand L ___1Deputy Division _*

Chief.* The Source did not see the email, but [ J7old the Source thet it seid that the,*
Source had called 0t tell him therg wes, & problem with-his tasking of Urted States®
umbecanddm='h'adﬂu§g!:?3n'tu'zo'ufé:,& AT e A

. 1430

* e

| SHSEREL) After X s¢nt his email to Tvarious Clhinanggers - .

() (3)=P.2

-

) (q)
14-48) ()

-2

c et e MR ipchyding | and peérfiapd e {3 T
! Technical Director and Intelligence Oversight Officer. There were no arthe « O NGl e
mecting, and the management officials were expected to come to an agreement o 10 whether * * * * = © ¥#
there was a compliance problem and if so, to inform the NSA Office of Complifince (SV). The
Source believes that "] does not undeestand what === is doing said only repeats
whatever T2 tc!ls him. B o T A Ay

Tee
A

'....'.-.-..‘.'.......u.'.....'..v ..Ql-n':\"ooallitltl!
T ESASHREL) On two o theeé 0acasions [ Jtold [iiir—a— ]
) The Sodreedid not think[___Jundegicod that 0

*F.L. Eb-

L)) -1R s
2143 ~50 VST M5!

D) e3)

mwhit)

»= " . . e B .

Jwhich the Source also reporged ol **. ., TTo T Ll e

- ¢ o 00 @

86-36

"'- X . 9
$ J1o docuifentam. 95

knowledge no one filed an [Q Mcident S

(USFOEO) Initially, the Source was woﬂiir_z&v_«' ¥ 3
1Q [ngident, but-this was meeer bdaipleted and t kS

. P e kS LR

A DI

§C-0R

’Q .- PRI R . .
= eport with 5V The Sadiree swid oo ot Ipersanael had*s « wov o o 'f
decided that nothing was wrong with what T——_Fwas doing und they should drop the issye. '
- told the Source lh'a had decided that what =\a‘a_s gqing wast K
oee e o 5 Sgeeptaitie. T Sobick thoyght that [ —————————————3did not have the techrient = .5, , "
{:.. cxgiw to understand whit Co————Tvwas GOMg end, because They did nof consift wi st

LI 1dr-z.n,

they did not understand why it was a violation. The Source suid that and
agreed with the Source that what | e [T doing \.iqlfted USSID SPo01E.

0-..--.:‘-.‘......’

19) 49
154 (3)

g

Sc-3¢

" (U) Se¢ Appendix C2 for relmted emails. Hale's,n K
® (1123606) See Appeadis C) for emall dated 18 March 2013 froen Eommmmm il |
13
—FOP SECRE HSHNOFORN-
Rokcare 2022-10
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wmrere) [ |

(U0 | =1 GG1S, was interviewed on 27 June 2013 and provided the

following Swom testimory.

<7 - L —— 123 worked in th
e |previously known es the He .,

pximate)yyears and considers himselfthe  *. "+,

PN AR TN X OO qtpg.lmqng:r)_c_f.(?pf;![nrnky.
- ®8ea'e e ®*®essess : H s - - : .
- SRS T wid hat be started bis own (unnamed) oy ' ARARES
;_ R A provided the OIG with a copy of a paper he had : .
ce written entited 5009 8 8 0 m0s 88 e e s s a % N %% Tt S dvanasaonvionnsnic] #2 9
& a = A
. n Citaaizd)| — ] 232
n':.'. ':.-' ' »
% : == T ihe colloction
A L rforms under his project, he said, falls under EO 12333, e
‘ : ~ —ES#SHREL) Y said that the foreign intelligence purpase behind his project is to make R
vy the collection system healthier, the analytic process richen 4nd the system more efficient by =5
A [ J B
(U/FOH0) When C—Tbegan his project, hie asked his snior.manager at thetimey * = ** 7777777 &
[ Jif he should pursuc it. C——¥said thpt _———Mid not give him a 3
cer il Sanpightanswes,t which EXTEI i drfoiey gs guidance for him 1o “be curcful.” ol |, | %
— e 2 decided he would work on his peoject until someone told him hé shodid §tap. 2 * s+ - v e 1312 AL
- . :.:'.
.c: :'Ml _— > :‘ Tt
w R
° TIUMPORS) Sec= Appomdis O for Eomey Upcamert TR i il
"."v.:-ﬂ.-.- - SO JOR Rk 1 :‘47“-
phete - 253
intenticasily weuld be & crime. L BRI L o B O e s e ey =

OO T vy o sccond, levil :W'i@p}u’g\mg.'m(‘ xrvigwed pht 3 T
under owch, a8d he 10l the 0IG that EE==0 S w0t ask for permissan 3o peesee: his project, When lesrsed o
4

Rolosse 2022-10
NSA 21564



Do 1L, 6789496

V-13.0077
5
vereranenar A RO ] current supeniwr.:hm been “fairly aware” of the projeet and I’
« Mﬁﬁﬁoﬂ:tododnrigmlhing Bt L A O R E R R T b
= (UIA060Q) L has been accused of teaching other people how to task under his peoject. f
= |+ +** * " However, he has not done so because what he is doing is somewhat dangerous and unknown o
L territory and he does nat want anyone to end up in trouble by working on his project if il is
== determined that the project was not appropriate.

- LESSHRED .

. . 1'.‘_“.:
—CFSUSUREL) T provided the OIG a copy of a 26 June 2013 email, subject, | , . ' B e
e I e weere training other people on the project, he said he would g0 through the

process of determining appropriate audit mechanisms. Joomm] said he was the only person
what =y was doing bl e s very cles when be ol 4 oy i Sy
should nowdo what 5T wes doing with Wi 10 A Bt peciey complets
statement & bochaded T tis section of the gepoet, Solloni C femeen, . R
“(UlS«:AmoﬂxGJﬁxml L ; S P o o . 3
. : s L A 15 * e —
. L e T P OPSEERPE/SIANORORN- | 0 b 2630
) (N =2,1, 8634
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working on the project, and each day he did not know whet he might try 1o do, what made sense,
was easily sustainable, repeatable, and cefensible.

- ASUHREL) Asof 27 June 2003 el G i
< C Jeomplaints trors other nruflysts
p that it was causing peoblems because [ | Some were saz'ing that

.. ~{SISIYREL) There are approximately]

—

—
.-
0
-
-
.

Lot
-
v
o
=
“w
'l
L
p=4
"~
-
'

Yi~92

20 gi-(§

L L

o7 P DA and other similar (ols that analysts use * «,
%% i .. saeama s seesenesssal il NIt iesend
. . - . :.de
o. B ‘a. o:."."
«, TCESHSHRER T eave the OIG @ list o O T
- ) " . 0. e
s .. il O . v
., .. . «* % D
o . Yo . ° Y-
s . A . - P . .- -
. .. ol o . -
s - e
. : p— lfon:ofl.‘\g- Sy
- 2P . .:‘
-
“
- (U) Sec Appendix GS for 324 Seplember 2013 emal frorm D to the OIG wating be serry
oa IS July 2013 Mo *
ek The OIG.L s N
oxe emails deted 2 4 and 6 November 2013
(2
“ERE OFORN—
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numbers turned out to be

le an 10 incident report and

(9) Q)

i-0g) )

$E~58 '

.\\. —FSHSREL) T+ onc

3 hundred percent sure that he has never————Je United .
raa States numbec] Jhe said there has nevgr Seen any i
gg® |, . . prosfiha the nymbers % 5
R ": - RS VREL) | —— —-.'ﬁ :
:
{z“..'-. ..o : L - ..
PR ‘Mh—-ﬁ, o . .
'.-'. El!'l!'l:nl'l.)[_,_ o ., ‘., .j
. nowledge, he has never col Ixtmmm—aunh?dj
peassvReLy = e

= UAGRG) The lis ef [

e i Appesdix (3. Followingethe ; '

ollowine=1he imterview, 120! 30 emeil 10 (L s

See Appendin G4 Sor cmail snd stiacharent. po— “
THSSAREL  During 8 sweeding o0 28 Jure 2010, | feem 00C jadocmed te OIG tha] I $
. g it &ocw N < 01 L) - L A I I -
"ml | o
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bwow
- id not know if entering these lpgcs of comments ml Jisa
2B breach of policy but, if it is, he could delete the comments. ™ S NI RS N S —
v s L.
$3 - . ISHSHREL) Only the analysts in the] Jhave sccess to the comments that X
> D - - N _A_
7§ :
SCCTE 2
3583 :_3.
2 s {lw. ";L".“b“) [ e 3
-reswwmom m— T - PR
— E53E
ANENPIR D =has never filed un Intelligence Oversight incident report, although some “ ¥ “ =
of his taskings may have resulted in 10 incidents . T¥e
=1 P conargpasts . JThe OIG hqug‘awr(x-ewn.tdm =L copies of emaiis -
v T dowed 3ondd 29 March 2013 which he | ) had s
< exchonged. in the docimenis, cxpressed concern abowt number’ ads 3 24 .
e tasked aF el
TLre., Lo l O ) ‘.,
- ., . 50 ra 00 gq *rea, via'g E’ '_;-
T — e e s o' 00 svidance showed the 2
n L .
- . oo fODTG PNE_ Y +
= T
-y -
.:. E‘, l:v -
- ;.’ . ':n - ]g
=== FOPSECREFSINOFORN -
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LA ac cxplained that the numbers were g9
oo
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pposes he would have to file an incident report, r
x
-

M
I {H-18 U9C 195

(ST

B =50
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(3pp.L
(6)

C
ih)

CEC 3024141
3

v

%

.
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@)

708

( 3 -16 Us¢
(2) (3)=30 USC 33244

-

D) (2)=P.L

.
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v
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»  YIRESHAREL) The OIG [nvestigator reminded " thai he had siated his criterion

way

J1f the number is of

lation, el w1l emoYe, it from tasking.

gator asked CommmmmeT abost & 27 Mavch 2013 email
in which asked about a numbeE&_nTad

..;--n--""\

™ (1) See Appendi C£ f3¢ email
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TUPSHTSPREL) 1 did not know that the [
. « » sWere dfchncem because no one told him that his peoject was causing a peoblem with the
wenetet’es o L= did not know how to exclude something from his collection. While working o+

his projedt™T B
wold be excToded T Py coTecTor ~

9636

onet et e O FEUE) ] has been proceeding with his peojeetip @ “kind of [by the] scat of the Tols
panis™ mode, and, if he does receive approval to continue work on his projest, he will need some
guidance on the limitations for taskings. He is willing to “really tighten the reins”

thinks that an SOP should be written to coyer the sdope, parpose, Tt &

231 -9
) (&)

Ytay,. o minimization proceduses for his project. Currendyhe Believes that his project may not be worth
Lot 771 dogumenting, exoept-as & asé of bad judgment.

M).= read USSID SPO0I8 as part of his mandatory training requirement.
He knows it is drlawful to target United States persons, and he never intended ([ angd fohiS o - o w00 v
knowledge never has, Lo denied any willfut wrongdbing bf Knowingly tasking o

i n. He started his project t help find potential problems. Other than

& has no goubuhul aumbers tasked through his project were not United

1~ (F
M 0C-(0 I

1

Ny en

“P.L. EE~YE

ISR 1)

-

AL 280 8T () {Q)

e 1'1':':':':':h}mmmm”akd —]

B3

(U/Aeuay JGG15, was interviewed on 14 November 2014 and provided the
following sworn testimony.

'-...._ (UAFOTO as spent most of his career working on[___ == 1 SR
L—Q| From around 2006 to 2012, he scrved as Branch C_hicf' i
In 2009, the m moved 1o his
= s D Braachs Avas 2 me al- am. In X became the

"T'2-5 v

3¢-2%

L
$E-92

=S

segeenuees o.o‘.c..n..-..o.,"ddﬂ—
. -

team joined v !M_.__]Eta& and was, & '." - P
a5 # irest report to 2 has '
work for many years; he was the senide persén ih e

"‘:."[_' '- Jand he was good at it. A\ o’ )

(UWFBUR) Withinhe, first year of C——Tworking for—The eac in |
h

mon:hilindtes that he wis'ing 2 new technique to help determine how 1o [= =

o) 13)

“ISHPSHREL) When the

rect to

%) a)
1 ¢~ (1 1a)

9€-9%

c-s.o-o.--o.-o.-.-l. Gec s vevcosses

..o--uttn'-.o-. A PR -’1"""\“‘\\‘

& - 3 ha there were___ ,r;H
Z C——Thad aiready started to
f? L

ef oo s RSO RORRSISS PRSI PEEECEE R
. .

R L 3

? : numbers. W ked|_____Jwhat the technique was, ould not explain it
g® very well, so miet with T2 forap explgnation,

LD (2)=18 USC T8¢

(b))

Rommse 202210
NSA 2140



Do ID: 6789496

Rofoase 2022-10
NSA 21641

130077
ETTEE
By
“' ; “an e :&;
:: M:ﬁ”?::-:.. —
g3e had alzeady begun doing this, without asking] Jfoe permission. None of the other oy g
Rt analysts were using L0 technique. * o
“L—\:- .. LA L L - ... .: .:‘
;: T, vseRE) old FE==" Yo cannot do that.” Bacause he was intentonally "t " Tttt
SHan Wheh the OIG Tnvestigator (o g i3] iad 101 the O1G HE" 3
“EEE | .+t “neyer gavediim a straight answer sbout pursiiaig his new technique, TR staled! e bagds - - (REEE S FE PN
; , Hoen very clear when he 1old L= to stop the activity, He did notknew whether o s
. bad lied to the QG bat Dérhaps LT dvds ol remember the conversation clearly because R B T
Jhe el s snowp S to sometimes forget things he has been told, . :‘
.::-'."-,..-"'...-.'-'-""' '."-""
";.'t.?_,:.'_.:., - I Jualieved that, after be told L 1o stop using his technique, - L T
2 chmplied: However,.he gid ngt know if, at some point, =) began using t , * e
s again f—Jhas had a bot of experiences with T not remembering conyersstiond s
; theg have had. i:ie.o_oyld see where """ may have restarted using his technique usgho”  * =
« |ttt & natrémember tha had told him to stop using it. Aﬁtrb{ukﬁ_ o -
=G . stop using hig teelfnique, he did not sce mention of it again in E——Amonthly notes.” = " a5 ¢ °,
= did not jejl E==——=Y morc than once that he should s10p using hin&hhfq.&,' R i N )
- - g . S einp oo es " . "o""
. - s ’.‘-.'... 5 . .. ¢ Yia's -
:,',‘::-, | IS did not believe that any USPL T collection had occumrgd fot whichan | - EE
| 7 ingident repoet had to be filed. There did not appear to be any United*States auhbers on the link, LI =C
T and I — — i Howewer, hé was still L e 4+
r . : g [ Jeautioned Doy & ¢ 4 ‘1 &
4 ! Thet e CouTd BE | me muimbers, und T pushed back * -
T . stating something like: "Show me a case where that hagpencd."T————Jtold him that he did - a :
= . notHuve jo show bind an actual occurrence because the possibility of it occurring was enough;, 2, -, .. ..
z S thérefore, he eduld not do it any fonger 7 did not think 7. agreed with his  + -
5o decision: L
S Sesmsang [ {
A
~a :
28"
284 2
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.- .n
-ooo..-'., I Erry, ..I"-.l'."'

(Usreto—Jwas T auditor. He kaew lhal:had problems with what
=\w fQipg, gld Je k,,,_ . had told T npt tp se his technique

g ! ;94 UNErSIOT the miuiices oY o 5 5" v\ e
¢ did not think thar mdm&ood that ==Y was intentionally

9y

1d~ITr (33

9e-5¢

(UsFOTO) [ 1Chicf, |

vv'l.'-lco'..l..l

UAFOLO 5014, wus mtcrviewed ot 13 AugUst 2015 50 o igter < e
following sworn testimony,

r(U_”F';[b'OJ In Augyst 2007 i
tater called the

was part of|

Intelligence Developmen:, states mﬁm’tp‘; authority for signal ¢ d-evelopmem and
discovery. e

SR Rl

Sressvessennes

A=)

9R

took with it authority for
s not clear where the authority for
ission was documcnted or whether it was still USSID 4000.

(UM’OHOE:pusonml do not receive guidance from upper management on how 1o
ot FErOM l:‘l.‘ Amission 9‘5“.’;‘5 e ""d.ﬁl’l' o is the sole suthority for 7]

MiSson.

o decision has n whether mission rvquires scrutiny.

aid that, in a memon ed 2 01i.

idsd.a val -vw:l
[ id not formally documen ©ss of sock

lpp(oval within his chigh ofooau'u i to conduct] Jbecause, based on his

are found in working fotes, s‘ortd in har:d directory.

¢ no one outsid mcarcd “abiu What they did, The Eroc% and procedures for o

* (L) See Appendix H4 for the OGC opirion and related emails. Tt ey :
22 oy ()

TTOPSEERETHSHNOFORN - gl St il

. ~ B {3)~50 29C 33410}
B I =P, L. 86-3¢
bl i

Relcase 2022-10
INGA 29842




Daoc LD: 67896

R 1V-13-0077
:;:::-‘! b;’
;;:: ... j
SR (U/FOHO) In 2013, after allegations had been made to the O1G abous, i
gées ] compliance officer asked to write a standnrd operating z
.+ procedure (SOP), umented process in a Stindard <
" Processing Fotm. """""""---'-_-.-,-... >
¥y '(UI.‘FGUO) In late 2013 and through 2014, a new SOP was drafted for but it was nevet. o
# 8w e oo e ofinalized, und T Jdocs not know why. The new SOP states that the Chicf is . g
responsible for reporting to the CJesmpliasce bifeer T Y333
g However, personnel never reported to their compliance officer mmg ' B
f LY A — "\;',:.'
O l'.‘ ':: DL =-\':"' :
S (L/FOL) Currently, thege ape [ ey Ly ing \ 'y | B2
8 — ey |ss
O Y Yo . I‘V =
- a*" o .0 ® ’ q,: r
A These are the numbers on which A experiment focused. S et S b2
. -..‘ R '--:.. ‘.. ’0'-':;... -
3 LS - - - A
) .. o (e ¢ %
¢ ® ’. '. . - . ’ T
! - e . 8=\ L
e AT = o . E *.
e ® '. . pu = . ’ LI
. ® . . & - ’ .,
.’ e e A . o e |l
. . . . . - ’ ...
T . . 2 : - 4 LIS
i - " . v T A
., . e 8 ~ ’ oS
+ % =gt~ ] did not seek approval from or discuss amything with OGE or SV about .
- Y project = e D C e
7+ * % When the project started, immediate supervisor wa her teliifg .
A I S = . wasagdy .
- «  aware of projoct. may have medtioned his project to bate 12
“ .. ..- ..0 : -.: 5 :f'-iz
> T\ T  — . — e investigation, was based .:—,::?:
e . Throsghout bis interview, referced g o
z= %, 6 this activi "project” of “eaperimeed” and it is referred w0 %5 such in this section of the ROJ. i g
- Lt T 4 Ascarding & the technical experts who sssisted the OIG in reviewing the data related to the & To o
e .nqumh_.hl_ - 2SE
I_ -
23 >
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e . l-r-...o...... s evsee e IR
— oo, ."":','Zlilv-ac el s 09 : o5
X' T never said whether Y cbI2 da the proje:tmdid not provide -
% direction or ask bout cxperimnent S
o s09seesewidesm L L LA 4 S se0erv ey L I LR '1.)
: :
v\.
28 f was the only, one using [ :
g3 . O L head natakapt anyonc else u;i§=—:
mo [0 T iechninocs und he T deteiminpd whether.the et perimeg was worthwhile. When
TS the OIG investigator told that evidence txisted showing that he hid
_ o9 .'jforL ——
i: . -' -.) 4 s :'....'.
255 g <t
czaaz |- r
- LT e "When T submitted o he would informally talk .
5 e owi about what he did[C |’Dg_cqn_\e_nmiorimmy bave e
7 |, v, reeeived froq ) ahout] Jbnd Betn dethded 1 1 11t Y T
- s"".l'..::..- o 8O0 +f SoET
|5 frL L (UARORO) P cm==
== v .. Iways approved Ao
as ,t o requesis becausg b beligved thyt 1 knew what he was doing. o
.."..g...,.;::.- e CEF
g
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(UAFOH0) [

]
1.
s 0 90 1S DB 0w oo

[RESTRNEL AN
~teRER)[ = == ] :
=) I 1 ¥
Ao tesmer)
b ety VR Al
RE" 3
il UAFOH63 The value of T—ptojegt, way tof :
o id: “To be honest with you, it was a work in progress, h'udno(becnfuﬂytfmugﬁ”'"""" -
out as 1ar & ‘whatyou gl with it at the end of the day.” = -
. ~“EHREL) No inelligence oversight mcide‘nl repodsmw-bc_q_a filed s =  result ¢ of . _.: A >
';) ., work relies on Tt fefl him i his collection resuftédin Vs ‘qmmuncauons o
.‘. '.- Cfftessseas ""vo-n....tlA-A '.......' ...
- Mm‘_m:mvumvcdamocut T T Rt e e N S
]
—mmrt:),\mnheco mplaints had been filed with OIG, thel T compliance officer suggested """ """ " | =
'_ + *+that & wamin a
b never sent the waming because the
’ actmty stopped. He was not sure if anyone clsc sent a waming.
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: = [seid e had never,seen, the data beore, and, SPYQuslY, & % % -
= |+ - T=/——ghad made an error and the data in ke file was problematic. The collection from this
23 activity should have resulied in aa 10 incident
] In hindsight, what he did was probably not the best approach
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3)-18 g3
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b
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J1=-50 UST 3Ihidcl)
1PN, BA-26

L)
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(wsFove)|

|.S‘.p.¢cl¢.l Awthorities and Compliance Lead for[] |

A B N NN I NN RN

(Usratio)
following sworn testimony,

JGG14, was interviewed on 20 June 2013 and provided the

(UIFOHO
served st

0 - .
BRSWCdAo), o o v v e v s b

Special Authorities and Complance Lead and is responsible for matters * = *
associated with collection authorities and for ensuring that compliaroe procedures are followed.

—CESHSHAVEY) In March 2013,

wree,

In} (1)

03C 798
.. B6-3€

“3¥

0} {31 =50 B&C 2024141)
2.1

D) {3
13X RN

: and collecting inf j
associated with phone numbers that were potentially United Swd. i

L )

was doing and why he thoughit4ha what he was doing was appropristc. She explained that, if he
had created an Intelligence Oversight'( 10) incident, he would be responsible for submitting an
incident report. She then called 10 timcugs the matter, but he hung up on her. He later
called——"Jhac

:k, apologized for haning ug, and (pid her to go through his chain of
comemand if she had qiéstions akout his work. O S

o™ -
W-g .28

w253 v
(U/AOUO) In 3 20 March 2013 emuil, the OIG Shirte told [C—— i :

-
ey,
*e
..
. *es,
.

.
——
.
s

(USFGHO) In a 20 March 2013 email, [

Febited Jihe| ompliance :*
Officer, tq look into the verfy what was happening, and detcrmhme if ap 1O incident had
oceurred. [ Fold thit she wanted the Source and the other
who had concergs about ocLmen: &

to documen: the Concerns Into one SUMary
wits not sure whether the summary was ever prepared.

demonstration of the mmoa and why

=
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L'+ appropriately and only when authorzed. They tol
" authority for this activity.

mf_lm
xplained it to hc:.fr.st the work was “over

cad” und she did nothelieve that

mﬁj h*‘fL...lE_lt;J@d

she couid adequately describe it. To her mdcrstandmg gs-

98-95 "Tra-it (™

RS ]

19 9;

o(-59 "T"d-4) Q)

esvcccy
-

RE luded there were no 10 violaticns with regard 10 m'
work. who had worked in the NSA Oversight and Compliance ("»V)mmm'
wold that she did not believe that an 1O violatiop had ocefired. \6

-
wss "
-

y

that she wanted to document =actnnty and the

~¥ " would be clearly understood by all that his activity was authorized.

I neCkoW il L o sy aane

0\.‘.

v the documentation had been completed, but she knew thal
involved to document the activity. She felt confident that

she believed thet an 10 incident had occurred.

-
-
o

sssseeesess s *

\QJJserwmimg whitdif * °
wagrld have congcted SV, if

.‘..“\\\\OQ\--{

-
PR
PLNS

‘a-ig) (q)

-9 ‘1

o

him as u problem.

was a problem, but he warl

o ]
'- . a ¢}l from OGC about CFwork

M (3)-r.L. 86~30

“{ESHSHREL) Following her meeting wnmn-magmen(,::lboewcd a call
TP f-ol OGC, who,told hige that the OIG Source had reported CoX—activity to

did not believe lha!?
» look intosthe marnter to makv sure

cchnical Director and Intelligenes Oversig

thought thar avity

S explsin fo'the GIG Soutee that C——=xFwork w

as suthorized, und'u

cbnc:mg

T Jshould talk wit_Jnanagement, rathez than OGC.

%) 1ql

M)

(L)) -10 UsC 789
Dy £3)=50 UsC 302418
DY (5)-P. L., BG-3F

Mdldmt&iutlht@dﬁ&o&in}ﬁ
although she did not configm this. She did-nor beliéve that the
2
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Lz )| L wvas
.+ * " now concemed lh?lL o |

. CISHSIVREL believed that an allegation from the OIG Source that =was v,
l e T 2 .o . ' - s
should be examined. If =lwu doing what had beétfdlcged,hc;hould stop the activity T
cesuann 2",""&“0* tasking $0 that he only coMects what he is authorized to colleet snd hot'Umited Stags; . s
lhOuELhal the activily was nupw apd that ot
JHowever, it Y was iooking to sce  *
S [ X Jshe coufd understand, but -
= * " " Tthe description and purpose of the activity should be documented, there should be n’amkmg of .
numbers without documentation, A= . .

*

res
L2 2 14

g usC

(b) (3)~p. 1.

B3~
(B 42)=20 WEC 3024(1)

&)

(U/Feue) Edgd.n‘ol_ have cancems about C0TT" T tee hl:l,:a[ qbclnvmg did nde .'; s
believe that was dong anything maficious. She did hp\\'c\:e:. vasame mm vetd * .$
about his work activity and planned toconsule with| Jond Ic_adcfshnp B0 “*e "o, wbe

obtain documentation that explained what ] was {nxn&.'mmmdo:qu‘nf WWM, ..., 2
.--ooto-......,‘ J‘-

Sl B A LR {3 RL 1)

(UAPOVe) l:cwma Oﬂkcr (I

(LM—OGG) GO, was mscnncwcd on 24 June 2013 and pmwded the SO
fol-oywng\\; mony. e * e

ettt (UPOUO) From 2006 theough 2009 ] worked o Foreign Intelligence Sumnum &3
Act matters in the SID bvtmghl and Compliance Office (SV). For the past year and half she has .

"-20

served as a Compliance Officer in BN R T
s d @80 et 0,
o' e 8T -’ ‘ L

-.gm‘mg ©m 26 March 2013, m recived xo sl {iok o Yhe ! LT
O

mpliance Officer, stating that OGC iad ontacted her reggrdnn* a bomplaml OGC)hd :

"ed “‘.l l———lo?thc «** ; "‘g ..
1233 ;_.?,";f:‘:.f Sttes ‘f'f;*'é'r,wwmmedm, y,:ousc,m’ a2 ;

. Ahnnnane, e N . .t . .
.. 'Q HEOPO) L [ m— P C hxcg wlct' l ehat they did not believe,”

« "+ that there Weéré daypliance concerns with work, Howéver, because oF the concers
O 'm;cd they agreed to] LT K lwu met and

», * reached an understanding that there were no ddmpriance concerns.* 7
. . In follow-on “distussions with

"+ management; k was determined there were no compliance concerns, and] ]
l ]

) 1N -P. L. 86-36

42 (U) See Appesdix G4 for ermits related ol ]
29
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WV-]13.0077
(UAFOH0) On 22 March atlended a meeting with hicel
mssnaiat e RINIC LCc U e ik Chie, 1o discuss Lo — T
3 explained the work his branch was doing, and said that some trainiey might be
¥ needed so that [ Jall have the same uritferstanding
7 of the procedures. Everyone seemed Lo agree that what 1 was doing was accejtable.
;.3 A RN 'dﬂ:m'gemsaidlheamhorily for 2 work was USS|D 4000, o
; had to rely on management's lochnic:lfcxp!anaziot’ts’ because ¢ .
. Ry 's & yery complicated process. She asked oA o Jmahagement if théy,
eI e mliar with EO 12333 proceddures, its privacy protections, mfnlmiz!tio procédures and -«
. protection for UnRed Stites Persqn communications. Emphatically and wivoeally, they all .
" said yes”. This included T*L'—J_M—'J"h. Johief,
. .nd "-.-..._.... 0.::.:-. '.
" had emails from lhel |T¢chnical Director, stating that he .
-y . _had spoken 1 and understood atha wmdoing."--.hlonlycmmwm-',.--".'.-
;g: = (UAFRTO) Following the ieeting wimmmeng, C!n.ax.td.‘lﬁ Tl B g
e OIG.Saurce and infomi that thewictting had occurred, the issue had been resglved, and the” = == = = =™
538 Source's mungses wald follow-up with the Source. The Source still had problems with what
23 .: E———Twas deitg and sent many emails t that included much technical detail.
SARR RE told the Source that she could not make an assessénl ngg't.hg!eygty{(ygh;iﬂl_.g.....,....,.,.,,
Zeaz 27, detdy was providing and suggested the &t witt T Franagement sortheyeddld * * °
2 2000 sentferstand oncerns because, as far as kneyv, the Source's manager had already
.-"o_‘;,;f' dejermingd that there was no problem with work.
s 307 "

=28 Toae) @

. ....'I.l'..l..ll.-..'..:tv

b OO Jrepeatedly went back to[ ™ JesKing for a coondinated position on, their + * * * "

{

':hnd several emails from management ssserting that the matteg hadd been resolved by
management. llowever, the O1G Source continued to emai:who would refer the
Source back 1o management and technical directors.

30
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S concerns, bul never received onc. She also notificd her leadership, as well as thel—JChiefof . +"
- Stafl about the Source's concems. oo

< - . - aLy Py

DR TP (| & management continued 10 discuss the matter in engailand in person.
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Technical Dircctof' 'comened

U/FOE6) Scveral weeks laser,
and tald kee traf the Source had contacted him. [T said that he asked
N o and L ofhisorgahizition ook into the matter. :
Le.-H.{-l.........,.,..,.,._._._._.,.,.,._.,._. B A A S STTEE
S SHBUREL) On 15 April 2013 ] Jand|__Imanagement met. Everyone ETLEE
H understood what was being doae, and the only concermn—] reised was that vt
3 geessesnosses SO ..." -‘.!-',-J
. PR L l\;;
n..“!-t.g,‘g.::-.‘._.... —-o.‘
CREL sug.g;s;:'d' inkAgpemont that they 2eepare & SOP or SPF that A c'
described the technical operation of oject snd the 'p.to-u‘dures]: prepared an ¢ H
SPF that described the operation, mitigation res, gnd oversight htasuscs that peotect . * §
apainst collection of United States Person communications. The, SPF was forwarded to foe 4
-..--......... ". '- ‘
RN s "eresvenaes 2 .
2 (UAFOLO) In the SPF L Jasked T for heip in crésting] 1 P
- which[Z—"""Jhad aid that his organization would help to create, However, severa] weeks » G ;
- . o=+ * *Weéni by with no response fi Eventually, qugm personrel had” * + %
S B ) E R S ptﬂﬂ;;;' bt ot gy wou evenmvally do 5 "+
3 both. < 7 B
0 . ¢ s
< X o 3
Recirt” (HAFOHO Target and Tasking Subject Matter Fxpert 2 e
I TR E iy o
AL ¥ 5 (L’;'MEF Senior Executive, was intgrviewed on | | December 2014 and ’° a
ﬁrwndod the followirg-svog testimony. S z X
".-"0. ‘-.,.. . .ﬁ: ®
(UrPOLD has been assigned 1] Since July 2013. Before that, be had been o
assigned to the . . Jwhere, #l
starting in August 2004, he servad,as the Deputy Chief and about three to four years later became. *
the Technical Director. : B b4
—EFSHREL) Around 4 Apeil 204, the Source told[____Jthat something strange was oceurring: -
zsked him to look into the matter, The Source said that e
\ ) - { -
31
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gETTY
. e
Ld LA .. . . - ~.'a ~
e ®e, v ' R
. e
2 Tgg
g5s =8
2272 i
Lot %23
e R e | =
28 A
3882 .
53323 /
- — ’
PELEE A S
e, 4
, *es, .
..'g: Y . o U= P . ”
. ..:‘ '-. e, Ao .
« o+ e (GHREL) After the Source reported the concen he sent an email on 4 April 201310 .+ >
. % coltegues in angd asked thé fo chec — - i o
SR — Inad Apeil 2014 - »
.t ..'- . ‘.' ‘ pi :
aanetetele " -e X
: w5 i
“. >-.qmo-_l:0il'_b‘b ,.
3 o .
c... H ...-.._..". .
':. -.
':-.. v’ : oy - X o " Tt 2 e
* o EFSHSHANE) Aroundrthat time, met with[__JChie and some others.
- could not remember who else was in the meeting oe whether WS present.
. said they weref . ]
LTSSt Sec Appendis C6 Sor emaiks At Agpendi J1 i an emadl duted 28 fues 2013 from] N
WTOTSE Ky eedn UF T e
32
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T FSAEL) Becausé the data collected was EO 12333 data ]

.
. * .
- -

" —EESUREL) I a 17 April 2013 email 1o ]

(U} See Appendic CT fe email
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V130077

-

ee-J¢

TOISREEY

~%G USC 0248(L)

D) (3)=18 UBE 793
(B! (M -pP.L.

o))
b} (%)

~ .-

60 91~

BAL

{

(VAL Tdid not belicve that 2s trying tw get past people who would
stop hint from what he is trying to do. He probably siniply saw his Project as an easy way to
, » * * ‘accomplish his targeting and coliection. [ T
(UrPEt6) [Tdid not think o= was daing anything malicious in his targeting drid . ,
collection efforts, but he did think he was being carcless am.félﬁn’tiy.’ it LR

l...l
bl i A

.
0-.0'.“"-.._

1

.po"’.-.-oaopo-. S I T TR
x 'Mﬁevé)l:_:jmp.‘d net expend resources|
that =15 tning o I

Technical Director and Intelligence Oversight Officer (100)

TTTTY

(D) =P . L. 8634

GG 14, was interviewed on 19 June 2013 and provided the following

L (UFEVONT——T s Nsdigped fo the
T—————Jand serves as the[—~Jeaknieal Dirocior, 11 as seryedas the or about twg *

years and is respoqsible for submitting 10 incident. repors te tiie Office of the Inspector Gegeral
for the 10 quarterly regort. il 5 AL

.
.-
-

(SHSHREL) Near the ond o Masch 2013, the OIG Source and some othed—Jnalysts claimed
tha AT

s doing something unusua

~4SHSHREL) To better understand what '=='s;as dningzpowd SOME questions 1o
him in writing, to which C—Yresponded in an email dsted 27 March 2013,

(3ric)
=160 4x)

ST-99 'Y

“ (U) See Appendix C$ for eril

35
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—ISHSTREL ) L0 did not fully agree with how X was going about his work but
! it fell under technical development, which, pechaps,.made it acceplable,

belicved 1
I I ———Ysupervisor, told Y that the work' fell under USSID 4000 as
+ technical development or protoco] develapment, which made it okay. *, T
. e i - e e
¢ s S - sgeEe
. " .'. '... .. '.-.. ::-_:;
'. .' ." .'.. ... TEEEEE "Ei;.
: .v ... ‘.‘.. -.‘..o:
. .‘ - .I: -‘
:'. 3 { '. .':o g
et XSHSERER)| o winiy
i’ . 88
- — Sy .
w.‘on'.‘,," oe . o ....".ooul :
T S SPRER) === 400 notkidw 6f°shy Mstancessof CmmaeTaiyvities baving & negative .
"+ Limpact] ] He asked the OIG Source andmcnme‘:b ,
< au&ty'st.s if they had examples of this, but they did not provide any. S
=il (SHSHREL) T was particularly concemed that
=b ¢ ~(SHSHEL)| ]

USR] Insdveriant collasticn ccvers when NSA Sas intencionully taogeted and celiectnd communicasens %0, from or ehot
2 valid foreign target, Which Mty surns ot do be a U S porsos.
16

TTOFSECRETASIHNORORN -
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V130077

andi he did noc believe that the work was asditable.

L(urrebe L ] Compliance Officer tpld L that she wanted to undcrstand his
N Apbeitoneon imengmfng meb was supposed to have followed up with
T but never did. He drafted an emiil fo "] but never sent it. He had wanted to
discuss the email content with [T first but forgot to.
T ) T et isd, 1 who had worked in the Oversight and

Compliance Office (SV), had concerns about 1, shg would raise those concerns with SV

§h-36

By,

".'c.‘bk\'.q.t.-.-'...‘. 000 o

T (UAFOUE) = iofd T that she had spoken with [, inderstood what
he Wasdojng, and was comfortable with it. =1 tqck no fu.n'hsr action.

(U/AFOH0) Based on [——Jjudgment, EommY 51 ih=—=Yarialy’ses tiaf whai = - - * °
was doing fell under technical development and there were no concems. A few of the
anaiysts shook théit Neads-in disagreement, and the OIG Source remained adamant that

cats,” and he belicved that

‘.
"0.... ..
.. CEERE R

(W/POTE) T—— has no reason to doubt ———Ttéchnical abilitics and does not believe
that i dojng apything malicious or illegal. C—s5ryved as the Technical
P mev(lbt:'awmlimkfmt:! e A N N T e -'...'-'.'.'.',-_-.. ..

- a8 s
- LI
- -
‘. cessssse?®

(U/HFOEE) T is not entirely surc that what Eomm==Yis doing i legitimate. Hc is about
98% sure, In hingdsighy, I felt he should have checked with Oversight and Compliance
2550 " “uhd 3l hoeknow whether anyone else sdvised Oversight and Compliance Office or the Office of
e e «the General Counsel of the concerns, but he believes that pechaps they should have been raised to
"« "+ those dfices, :

“F.h B6-36

k)43

‘g oMY email duted 2 August 2013 sating | .|

. z ) provided a copy @ the 00G of the drafk emeil. See Appeedic CS
37
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(UHFOEO) Assessments of data related to L7 taskings

A S e e s A i e GETTE
C (U/FOHE) Due to exity ol the wisrk gemed, the OIG consulted with soohs
v 1wo technical ex Beoth reviewed Tl
- L=l 2
5 and they pmwded Bl R
= a1 Al = &5
3. >
.‘. I.. - -~
CARERTE CE XA
e . cSes
% S
= . n¥s
:- .. - - ---'-.-.0.1.5- LE
. .. -
4 ml ! *
S | l\_‘ -
- y W O w
e o,
1 4 ~

i . - . .-‘- =R .. c'.
. "im - ISinee[ Jhe has §
"+'s  born assigled 2 2 Tecknical Leader 50 u-\n vazl nm Ogeratiods-Lener (NTOC Previcusly, be a8 the F
+*,*, Inieligence Arglysis Techaieal qukr'Dw:dm in e SIGIN T Detedopersns and Covermasce Eradls i {
‘e _uwamu with sidcssment are & Apmdu . From 2006 Yo2 (09, served a4 the Techniea! Dircotce (9

He wii responsib g overall
roms 2009 wnlil the peosat, tt:hm.lm
mbw, are ud'uwd in this npo«
‘2L Os g | atkerdetl 3 mecting mbﬁﬂﬁ(‘ and 5 Duri meeing
I 15 vmm.= Sy 3CCOSE A0 1IMted 10 Sppimaiely
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(U/mmbr Executive, Senior Technical Leader,

---n-o--0---eoo-uo-u-0.i.uoo.

1V=13-0077

weatelolel .:.ij: arinavat

) IDISL, was interviewed on |8 December 2013 and provided the

B R R R R
P e S ae s
.- n

Y following swoen testimony.”’

:' LN sarvodas the Techrical Dircowr(m)-foﬂlhcﬂ Data

. Acquisition Organizati since January 2008 and the TD for the SIGINT Mission

- Functional Architect organization since April 2013. He will continue 1o serve in both positions
e until 2 replacement is identified for the [TJ1D position.

oo . ASTESHRE ently attended mectings with representatives of and
* o Yo discuss IGINT activitigs, The,coasenswe was that, § see
T R R A T O i

MR R

o - - .. ’:a
o , Was present forﬂlediscussionsmc‘ | wa
N Sasannw . --._.- '
5 i v| t{ml;m'cocooooo'a'-\ o
= I peperal conclusion £
s was that t bably should put some procelfares ip place, but everyond in the meeting -
sy L Belidved that the work Co——was doing was acceptable. "t .., P >
...‘%‘s,. ...',‘..::............'..... "'0..--.,AA ."-. '--'
SV belicves that| BB BT RN 0 Soai by
T et However, they should ensure that their process and Crellning
= ‘e -
’, r 3 [
B e T R .
R SOy NI . : A%
a did not always undecstand pertaining to A
- - - . & v
'0 ‘... .'! .' .'- f.
. s o .. b @
iy ' . *, »
. ..' ®e ‘e s .8
- o d .. .u o
i~ Y . - +
° - - o '0" .'.o.'
| = Jwas furprised o learn thatl SRR
T S .. BESSE
‘. '. '. ."‘ .P ...-:.~‘.:\
. . . .o .® CL T
¢ .. ’. se? . L 8
. . . . " . oL e
< . . 1= R s Lew
E = — —— - gg
. s TR LI .-' ™ 16
- - s®® ‘o e o m.‘-d
. . ' . . . w O W0
. & " . . . oN
. o ., " -~
. T N .' ..l. =
" (UIE0D) BalreWie U interviewed Iommpmm] be wiended several wndetings s coehganed marty eenals sbout '
| Sm— 1 U Y dscunad coecerms shout Hvites with OCC and obers. Emmils are at
Appendis L. The O(G memorialized the rectings the (MG panticipated in vigh see Apperdix M for memornda
for the record of Sose mectings
39
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(LFOU6) Using a computer projection screen, [ ]
pertaining to " work along with = T — Jand provided his
assessment, e otie” 33
S5+ In generul sidid he would defer to asscssment. - l‘; T
..- '.... ... -..‘ :.3;;:.
;). Floweves, other analysts who fooked alf — . g
. oo ¥ X . % .- B
'. L ‘-: : « " : ~e - ’ 'Z
. - : q AN M ‘. . 3 . ° “-:
A [ said shal [ had concluded that mary of A es, :"” * 4
SR e 'R EE
L o
50 usove] Jreviewed the following daa files. SN :
2 (UHFOEO) File ] —J(Appendi B3.7) 25 %
'.o‘:- .'_o'.',,...‘ A .o :

"l’ '.'n‘:'. —, y . :
10/E0H0) Filr[: .., :'(x,w. B32). ., . - .
YSHSHRELET T Jututed thatin [ Juswcssment of this e =]

and so he was deferring 1o assessment and believed ME activity in
this file “doesn’t look good.”
w i
1 L B B ?
My 2)
o) (2)-28 29C 793¢
DY {3} -30 VEC 3232414)
DI =F.1. 86-3¢
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(U/FO0) File:| _J(Appeadix B3.9)
> (U#F6E6) File: T J(Appendix B3.6) 2£3
£ (UAFOLO) Although[——————1 did not fully understand the data in this filc, he agreed with -
"l::::m&'x’émc'nilbiu -1
(UiFOUO) File]____— ] (Appendix B3.5)
~E84SRES) ] agreed with——————Jusscssment of this file: :l
".-"'GIA'.i..-...-..o’ :
a2 . . LUV ¥iés = - ¥Appendix B34 e |
\..-.“”'..... "'-,.' vee . -
E%R_ SR L 2y '-.:':';:..::':'\
=2 i ¢ 7™
nAAA (UAFOEHO) Office of the General Counscl (0GC) 5
£533 (U/POH6) On 18 Junc 2013, the OIG received a telephone call from| ] . ®
GG13, Senior Operations Counsel, OGC. He said that the Source had contacted him L ALY e =
concems about [ — —Jand he ;
did not.fully understand what 3 was allegedly doing,. fle was considering scheduling a c
. + + mieting with the Sourde and L3 10 obtain additiona! information 2nd was seek; a
ot senta e dddiomt inDémation from the OIG about the allegations. The OIG responded loéb oL LA
" email on the same day and informed him of the allegations. > e AR Y Oy
: (UAFOEE) On 28 June 2013, the OIG met with] E-nd] e ] Technical _.*"
" eatan e, 0o« Dbrector, Jo discpss mm——Yconduct and obtain legal opinion about whether'
53 " T3 was breaking any law or regulation, ** 2
2 ; . . y
= (1) Sec Appendix 11 for esesi) A i 12 in¢ lodes e s that —
e AR TG P S b i A eiaar e b e [ oo

4
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“(TSHSHRT

qi"lg,.m:d_ ms's-atisﬁed that
it is permissiblc and that the Source’s concemns are unfountied.

St Jwrote the following example on & white board for discussicn —
= purposes. 4
: foee
=
. P
3 se v q ¢+ S5
< — a%3
i 4 Toa
: ry oL
2 : 33"
e
F Lo
283
~™
T
g8, o o o CERASUNT ]
oo .
e
’ .
SRARAS
SEEE3E
R
L o] l 2
. . o -
® -~ P~ -c-"‘.::“.. ;"
L —ISHSRED In an email dated 2 July 2013 f 1G, [ ] the =
* Source, and | ummarized aToaeeting all 3
«  the email recipients hud attended on | July 2 B dviidan i CLTT T P TR
. o [ Tis cesponsible for reviewing ol t472

u'--o--.-w.clon::\

Ve 25

™" (1) USSID SPOOI R deflacs “communicant™ as 4 seeder or intoeded recipien of s communication, X 4}

S TITRINP) See Appeadia |3 for cmall, Otber poless foceri the meeting docemenacd in Se OMI's MPR include | .
b

<

-

L 74
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AG6-38

)

(3)=p.1,

o} 15 WV-13-0077
s = —] SETTT
and approval of them. Typically, Oversignt and Compliance would 0o this, SSTLl
bug, since the OIG is involved,i}us not sure how the matter would be whe
e ki
) . . -~
. X t
. ’ 3
. o <
- ‘
< .9 }
'- 2.9 J:o .
. U B i g i
) % FUTTYY
'o : ° > . ::.;v .. ;- ':: E
.t (UAFOEO) The OIG met with [ 11D, and [ ]0GC, on 20 August Tus
'.l. 20(3” apoe"® ) 0"." .. cessenace?® P ::. vas
RS L R § 5 ¥
o tSSEaREL)[ | .
CE
-
. -
3":~0 S =
% (L was concemed that T scerncd to be making changes +.-
i thel =, Jwith no oversight, e

) (3 =1L, Bb=20

« SAsRER ] seid that EO 12333 would be violated] [

D dans sy = o aid that the Foreign Intellipence Surveillance Act (FISA) would

be viola
" (UFE00) This meetieg 4 docemenied in the O30's MFR daed 26 August 2013 D) (1)
43 {B (3} -28 WS T3¢
—FOPSECREF/SHNORORN- {b} {3)+£0 VAT 3524 11)
LSRN ib] (3)-F.L. 86.34
L)%
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. 553835
"o .:‘7- =
am
83
. 53
(UiFeue)| ] an OGC sttomey who provided counsel to | e R R
alleged wit r use of the SIGINT system, provided an email to hat, In summary, stales 58
sad” (U/POEO) SID Oversight and Compliance (SV)*' J
Riv.enaield saneunuiantassensesseesennsennetos e T
- (U/FOHO) On 14 November 2012, the OIG met with the Source andl_ Jto .
- discuss some of the Source’s concerns a.bout]:usc of the SIGINT system,™
i et .—'ﬁ’ﬂfW)I: ;uuﬂlm. |l'lhc possibility existed 10 collect on a USP, the incident
-] AR NTAT N
2 YUEEY
swily
188
prssey A%
-
E i (IlffFﬁHe) On4} August 2015, during N ieeting with the OlG:hd that SV
i) [FRORY - [ not provide g spgr,apdit of ol queries-tp the O1G because the mlydauﬂ:b
could audit applied 10 ) The system[ ]
(Ll%hm‘n Argenddix 111 for the email
(L) See Appendix K for documentary cvidence pertaining to oe G\' provided to the OIG
“ [UWHSH3 This mecting i dacumenied in the OIG's MER dased 14 Noverder 2013,
44
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i JThus, SV was unabie 10 b
L+ " determine whc'hcﬁ ihad causcd an intelligence oversight incident because SV was . °
37 o | — Jacknowledged that SV's +° )
g LLCE EHE suppart tp fhe O1G regarding this | investignkon was disiointed because a number of people Mere g2
3 involved Wh"ﬂ%lm became miolqux tbc Source was not able to articulite the =<
s allegation properly and e 1 oo ] 2
; o A AW . -
-‘.:.-'-- o.--nuvcuo-oc-oc-no--c-..... .'0
Lo te, e, ASHREL) Upon review of some of the file fabeled] _Isuggested T
. Yy ' tme(J( determine whether the matter should be reported to DOJ because, even though the data E%
frae ua o pgd b_cmcbllcch under £.O. 12333, because o it may be of =o
RTT RETPE 10 DOJ. Cuated that, I.F'L:='-l| _____ e =3 “3
. | '.' ried as un [0 incident. e B8 -
; 3 ¥ U&Ml:qu ickly reviewed T rpcont queries and said that he ¥
=E-E (UHFOUO) lnfomltiou om;m from SIGINT System Program Managers
— In a 28 June 2013 email) 1Program Manager told :
A the OK TEEAL
R « [E2EEE
Ll -
(uoE) The OIG incluced n the Masegerueet Advisory st Appendic 8 the face thas SV [ w— |
idad this informatien in memul o1k 8.
AREL) See i £ 13 email. Acc
(L) See Appeadix J3 For el o ~
45 0 :
“FPOPSEERET/SHNOFORN- () (1)
o) (3)=1€ V&C YI8
(D) (3)~50 U 3024 110)
DA =P.L, Ee-28
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(U) Anaulysis and Conclusions

(U) DoD 5240.1-R implements DoD Directive $240,01 and EO 12333, Section 2,3, This
regulation contains the Attomey General-approved procedures for all DoD IC components anxd
has a classified anaex 1hat govers SIGINT activities.”” The Classified Annex to DoD 5240.1-R
staes that communications of or conceming USPs may be intercepted intentionally or selected
deliberately only under certain specific circumstances. The Classified Annex requires the
Director of NSA (DIRNSA), or his designec, to issue directives and instructions implementing
the procedures found in the Classified Annex. USSID SPO01S is the Agency directive thal
implements the classified ennex.™

(UAFOHO) NSA/CSS Policy 1-23, paragraph 1, states that NSA/CSS shall collect, process,
retain, and disseminate information ahout USPs only as prescribed in DoD Directive $240.1,
DoD 5240.1-R and its Classified Annex, and the Foreign Intelligence Surveillance Act (FISA),
Paragraph 3 states that the SIGINT mission of the NSA/CSS is to collect, process, analyze,
procuce, and disseminate SIGINT information and data for foreign intclligence and
counterinteliigence purposes to support national and departreental missions. Paragraph 3 also
states that NSA/CSS shall intentionally collect only foreign communications and shall not
intentionally collect U.S, person communications without proper legal suthorization,

(LFFEH6) USSID SPOOIS § 1.1 also states that It is the policy of the U.S. SIGINT System
(USSS) to target or collect only foreign communications and the USSS will not intentionally
collect communications of or about USPs or persons or entities in the United States, except as set
forth in USSID SP00I8.*

THYSHREL) USSID SPOOLS § 4.1 states that communications known to be 1o, from, or about s

USP, will not be inteationally

intercepled, or selected (hrough The Use of a selection lerm, except in centain Specified insiances” " * " " * "
with the approval of the Foreign Imelligence Surveillance Court (FISC), the Attomey General, or
DIRNSA. USSID SPOOIE § 4.1(c)(S) also states that voice and facsimile communications with

one communicant in the United States may be targeted for collection only with thé prioe approval

7 {U) Dob 5260.1-R a0 ks Clamified Annex were approved by the Atioency General peior 1 the ceeation of the Disecsor of
Natioral Jeczlligence and the requisrment fo¢ conealiat on with ihe Disector of National Inelligence.

! (UG0S SID SPA0IS irconporates the requiremenss of all (he higher Yevel autharities Bsred above; s comphisnos with
USSID SPOO! § gemcrally enures comglience with thase higher level ssthoritics. A vislwen ef USSID SPX0 1S, however, does |
sol mecessacily resslt In o violation of a igher level autherity. In cases of noscouplisnee with UISSID SPO0DIE, the miscosduct
mrust also be examined agaisat the requiscments of B¢ higher kevel autheciies i decrmine whether addizional violathoss dave
occurmed

** (U) ks scoondsnce with USSID SO0, section 5.18.2., 8 person kaown 3 be curmently in the Urited Sexses will be treated as 8
USK unkess that person i reasasbly identificd o 2 nea-USE of clroemssecss give rite % 3 reasonable deiiel thet such person is
nat 8 USP. A persos knaum 1o e outside the United Suses, or whoss location i cot knows, will ool be sested 5 8 USP snless
such person is reasonadly Mentified 35 such ot Ciraumstances v rae 10 2 reascrable belicf that sach pesson is o USP.

47 :
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of DIRNSA (when the approval of the Attorney General or the FISC is not required ™) if St
Nk vl ol Lace employed thatJiit. . . , | ) (31-13 use 708

acquisition by the NSA to communications when the target is  non-USP outside the United AR S
Slﬂ!es ""'Ott'lo.---.

“{57#5t) USSID DA3S11 states that (hcl

“SHSHRER) Accordingly, SIGINT collection is permissible only if it is reasonably designed not
to intentionally target communications of or about USPs, or persons in the United States, unless
targeting a specific USP or person in the United States pursuant to the prior approval of the

o " FISC, Attorney Generzl, or DIRNSA,
p i) I activities violated these restrictions. Not only were his activities not
A EEREL *rta’sdnably designed not to intentionally terget communications of or about USPs, his activities CAAA
32 did in fact target and collect such communications. ‘ eyt
" -
i 255
e told the OIG that he started his own| jectin, ... Fan
RS L A cee | -8R
L
and
-
=
= (U FISA requires FISC suthacization for the soqulsition of the contents of wire communioatlons 15 0t from 2 panca is the '
- Uhnited Sencs, without consest, if mach soqaiction occurs In Be United States. $0 U S.C 1E01(MK2). : 2
2 ) The Classificnd Anoex has similar provisioes in § 4,4, 1. Thas, a vieation of § 4 of USSID SPOO1K woeld also .
. result ln ¢ violtien of de Classificd Anocx, Dol S240.1-R, DaDi) $240.01, NSANCSS Povicy 1-23, and £O 12131, o
b e oo TR 201, S worked inf m— el | ——
1y second-level supcrvisor i the time he : work becasse be was not R
e o wed i “rserenhtn
=3 =104 the OIG that 0 rever gane Rim 3 “weraighe™ asswer about working 05 his project and. therefose, %
€4 Lot I decided be would merk 08 LBl somocee 10k his. he should viop. e OO that 7
S8y o (T v e el umbess had ssentiored it %0 hioe, angd If he &6 dod v guidasce %o -
T In March 2013 wd its own procedeces Bt X (FPF sigred by .
‘ Appendia H3). As discussed Jhave, the Murch 2013 jeocodines viere revised sigaificyilly in May 201430 i@ * = * v oo ey | !
several riiricsions afler OOC review (Agpdndix L11). Ky . L8 3
S e - DY 0 - e
™ v T, . o
. g - ok . as
'o. -:- 48 :."-‘ &
"+, —TOPSECREFSHNARORN- | 111
LT i 20 {3)~30& USC Y98
e D) 3] =3C VB0 3024(1)
) (2 -P. T, RB-26 L3 =2 L. Si-36
L) (3 -P.1., R6-2% i) 4€)
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‘Iw | I
5 ] Well-established procedurcs exist _:
« 10 request apd document exceptions to these safeguards when validated foreign intelligence .
. needs necessitate the targeting and collection of U.S. selectors, A
- . ‘ .
. . o
. : resubtingin ‘. e
n . reasorebly likely to result in the interception of communications 10 or frdm a Lsp 8
. . . D T -". o
® o0 s 0ceccsocses o o ...... Temss0ese G IO e o o’
. .-0----.-'ooonluo..""‘-..... - L.
. £ O .0‘-‘.‘.....“.'._._
: . *  TSASHREL) 35559
x sreol
- ™ - U
e oW
L - [ 3
RXa st 1
- . - 2 BT
e S
- :;' >
. L '.
Mg e " .a
- B
, ..
25e g e d The T 13 & Appendin 10,
X Tk See Apgendix B3 and B3, n: B3.2, B3.3 for date regarding CommmmI" .
IR~ -+ T R E R R I e L R g g e
et o et = LB 0IG Fl\f:tp«wugmmhmbuedonnenmmmw.‘mmuprﬁwmdbylmmhral =
“de experts with whoms the O1G comshied. A surmmary of theis apiessments for sl ol the daea files they reviewed, mehuding (he o &
—ann sxamples lisied o this seslion, arc st Apperdis B3, Their complete musetwments are o Appendices £, 2L
- e TN tSER ) The data file reviewed by the lecheion] experts reganding this m&ﬁ whick i &t Appendix ®
22548 8372 assppssassesseey ANl skl i
ey ene s e A0 s e N 00 49 -
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.+t | ssezs
o TrseSvag)f | asous
oo
- “ww
1
o
B e
N >
-
Ses0cvensce o R
- S8 R4 min gl g g gl - " <&
- '-.-..--........_'.. .:-
=nw Although 1ol the OIG that he was completely surc that he had ] o~
i . the evidence shows that he did. He T
E‘.E N YT J0id the DNG inatemail thathe was goi
g e
E3A5 . B
. e &
v
£a
The dats files revigund by e 1cchnicsl exports regording this cxamgls ace eu-lbc:
“h“hn'wqiﬁ’}c%n}{ T R L ..-.-...-'.‘.‘
"REL) TRe data Ak revicwed by #e kchnica expons peganding this example ueac'uxmns\:hhm PSRN
Appeadia 36, Nor-foretge commcnicasions shall be prompily destroyed unioss the Amseacy General or the DIRNSA vaives 444
the daatrection requirement. Noo-forcign cormunicenons 82¢ sither communicat s solely between persoes in the Lnised Stwes orgrog e i
o wle’y hetween USP s ¢ first case, only the Atisercy General may wadve the destruction requitement; in the secomd case, A
oo oo o DeDIRNGA ity waive the dosinuction segeirement, snder certiie gundions dicymented is USSID SPOOIE :.,,
- BB
- ® 55
o NO 2w
cR9 S8
5 > bl
1 PR -
o
e
K
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TEUTSASHANE ) ) contends that
| >y

is activity was complisnt][_

b))

(R)12)-18 2=C T9n
(B) £3)=50 &S 302414)

D) )-r.L

anceg Court, the Attome
irector, or the Signals-Intelligonec Dirtetor,

y General of the United States, the
e v
e

1
Ty : s -] We dindghde 22— did not obtain approval
.+ * from the Forsign Imelligeace Survarll
g;’.:.:-:.'-ﬂ%b'

2636

established proced

e ————

g and collection of USPs without proper &:nhority and without folhawing
irks"violated USSID SPOCIS §§3.1 & 4.1 and USSTD DA 3511, which'in_tum
resulted in a violation of NSA/CSS Policy 123 §L and DoD 5240.1-R, classifictia

D‘F;". e

stales:

SHSHREL) Furthermore, because I-———1djd n0f report and cease the non-corglint. - . - *
activity combined with the above described activities, he violated USSID $Pd019 §3.6 witick * *
every individual must comply with applicable laws, statutes, directive, and regulations
by: reporting any non-compliant activity to management, an 100, SV, and OIG; taking
measures to reduce the risk of non-compliant activity and to prevent future non-compliant
* . activity; and exercising due diligence to remain compliant, i.6., make every reasonable
. 'mappt to adhere to the rules and standards,

(UH‘FG.UOr) Se.cliog 4.8 of USSID SPO0I9 defines reportable activity as any conduct that may be
non-comp

iant with 2 Executive Order, Presidential Directive, or DoD policy or regulation.
Section 4.10 stqtes that, when non-compliant activities arc detected, the activity thet caused the

non-compliant shuation must be stopped immediately and the situation closely monitored to
verify that the problem has beeh sesolved.

(UI/FOW) Collection | per ]
Wlab lntellilencc Dlmlonlel I

Lprsrdietns) See Appeadices C), C8, F, and P11 for related cusils.
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o
«85
.. SN .v )l :.: E:: ;‘
o‘ > ’.".'i'..f-.
- (U//FOEO) Foreign Intelligence Puppose = * ° 2 <3 ’ 5 #
- —ESHSIAER) Many wilhesses questioned whether [ | o
. or his activities.” Some witnesses, including OGC personunel, were willing to accept * "
; ; .'T that = : <
L however, they were unsure . X
iad’ 3 b use they had difficulty understanding his complex and technical o b B
e work. Other witnesses, includirtg subiec) matter experts, agreed thar [ | e
aALuo YPaa, ol "%
aLss -o-n...': -
l'. [ ’ N
-'.‘ .".- o . * s W) (3)«P.L, B6-36
¥gre. Doyt ot o) ()
At g ) (6}
L T {(UIFO¥O] The OIG concludes that determining whether =T hod a valid forcign
L« itelligenct purpdse for each of his activities is unnecessary because, cven assuming that he did,
* "o he fluiled 10 comply with the authorities and procedural safeguards governing SIGINT activities
» °, that target and collew use communications.
-a " R .O-o- L R T i N S B e e
. —(rSrTsSrmist saict that, when thel——Jwas transferred wnit 0ok with it the g
+  aihority for : Yo I Jwas unsure where the =
", authority for mission wad documented but believed that it may Habe seen USSIDSQ0D, oo iy
< . - L T L L L R R ;'
Ay 3 — - :
|
"ESHSOYRPL) The data flc reviewed by e techaenl experts reganding Bis T — YT
B.7.
™ (WFOE6) EO 12333, 31 Te) stares Bt NSA shall condes ite SICINT 2ctivitien “Sor foveln irseligence s
connternilligence purposes e support ranonsl ead departmentsl missiaes. ™
52
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“Signals Intelligence Development.** However, it is unclear whether =acﬁvilies

were SIGDEV as defined and described in USSID SD4000, Assuming his activities were

SIGDEV, ——(gnd [} failled to comply with USSID SD4000 (and" Annex F)
«o s e o s bacause forerdniple: ' * L .,

...
inno..........

o USSID SD4000 says that]__governs SIGDEY activitics, but inidisted his ",

o 1 .
. .

TN AT UNSIO SDODO fedires dhat‘all SIGDEV activities comply with £0,12333, USSID _

)3} -vw. L. 56-30

those authorities; and Vo e
. .2, USSID SD4000 requires auditing of querics; however, SV is unable to audit 1
< * '+ . Jqueries because the svstend Jehat [ - g

% | =

. (UsFeLa) Iactions should be considered in conext of the conflicting guidance he
s, was given.” Although L was told by different supervisors, oversight officials, and
" anorueys that hjsitfivities were acceptable, he was also 1o by others to stop immediately.
" Maity officials involved in trying to determine what Commrr was Haing and whether he had
. .viglated policies or regulations relied on o TJexplanations or on oiber offica invpbred
.+ .+ 11 the matter because they did not fully understand the technical details of [————TJproject
W+ More detailed information regarding the actions or non-actions of individuals with regard 1o
LA - Jactivities will be forwarded 1o appropriste Agency officials in a separate repon. ™

“r
-
-
..
..
..
..

N6-36

k) {=-7,1,
E3]

L1 I

activity, T———Jacted with reckless disregard of the regulations, policies, and procedures that
govern the usc of the SIGINT system when he started his project and continued 1o work on it

_-,.a.‘.x.-..-..........-l.-..o....-..--..-..-....-..-.-c
Yuy OPSPMAREEIXTT is an experienced wnalyst who has worked - = |
4 a g years. He touts Bimself as| ]

* o acknayledged 1o the OIG that he had been procceding with his project n & “kind of
(bry.thie] scat of the pants™ mode and that his project was “kind of dangerous . . .and is unknown
terrifory . . 2t the very least.” le said that he had 1ot irained anyone else on the techniques of his
project bisause he gid not want snyone to end up in trouble, if' it was determined that the project

was not appropriate. Te——J acknowledged that he needed guidance on the limitations for his

- .
-
. .

. .

F(LUR6E0) USSIDIOM m;;.yuudtd by SID Implementing Directive, Anncx T, Governamce of the Signals

inselligence Mirsiom, 25 February 2013
~ See H3 Sor dated 6 May 2009, which formalized an sgrocment hetween

i p}ain&ll.&rkcmmmmb Ve'o
“(U"FOUO)Thm - -.D"-n.t'c'o‘u'-'.'-'-'-'o‘a%'.\'-%Nﬁﬁ-

™ (UMFOHO) Sce Appendix B2 foe the memorsadum 1o the SIGINT Director regarding managemen: accountability,
53

project on his own with no coordination with oranyone else); ‘e .

SPOOIS, ete.; however, us discussed above, C——lactivities did ndt vamply with" +,

n-:o:-:-,q-

~(SHREL) The OIG found that, even jf I was truly unaware that he had tasked and
[ opos e ur o L0l U??M and whether of not his management or officials, , . . ... ... .
Sl easponsile for intelligence overnight dinteled o o stop his project due 1o non-compliant

-
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taskings. He also told the OIG that his project may not be worth documenting except “as a bad
choice of judgment.”

“tFSHSIYREL) Based on his technical knowledge, experience, and self-awarcness that his project
was, at minimum, questionable, EZ"——J was careless and exercised poor judgment when he
started his project without havjtg his project officially and completely vetted through his
management chain and the Agency offices responsible for oversight of such activities, such as

SV and OGC, T :
& oxs oo loeepp
AOESSRER) L) said that be knew thil 5o ong was™ —1 s
'.. I.- ”;"::b;é
.' 0. 5 '-‘ l:
- .. ::3“-:‘?
c. " .'.:gg
EFSHSHREL) Although T contends that his activity was compliant and he did not task

", U.S. selectors or cphect USSP Jihe OIG found that [ Jhad tasked

A rmﬂmmr_—lﬁﬁmmdﬂ With extensive experience in
48 go- Land irainéd on the 65t DFand rues periainng 2 the SIGINT

o5 Ssysiem, knew or should Have knawni'thia his taskings ¥ s, werelikely foresul in
. <+ " the interceptidn of Eommunications to or from USPs ithdut the coquisifeprion

X :--. e ihﬂovﬂs.

'.. (98 e ---.-...-.'.'.'.':':élllic.
‘.‘"‘.0- )

—CISSUREE) CONCTISION: Subitbichied T "

WA A e e

AL 1)
Ta- R

[ Vs sctivitics resalied 1o, or were ot Teast reasonably likely 10 result in, the unauthorized
collection of communications to or from USPs or persons in the United States, or both. The
preponderance of the evidence supports the conclusion thar, by doing so, and failing to report the

o0+ v oo JOOLQURlAYLAGVitY, I violated the ¢lassified anncx of DoD Regulation 5240.1-R,

i-5¢

1*é=-i1t
(v (m
-(§) (qQ)

o
1T p28E o8¢ Qg-
6L 060 3t

{0

Degern Procedures Governing the Aceivities of DoD Intelligence Components that Affect United States
H B .+« Rersons and its classified annex, NSA/CSS Policy 1-23, United States Signals Intelligence

* « Dirdetivg (USSID) SPOOIS, Legal Compliance and U.S. Minimization Procedures, and USSID ' ',.'..
$PeQI9, MS'A‘CSS.S'M intelligence Directorate - Oversight and Compliance Policy. iotie

~EFSHSIAREL) [n addition, =l also violated USSID DA3S11, Dofa Acquisition  »*
Dircciorate and Doia Flow Management, when he Ji_r :
[ T

" (UAFGL0) The overarching authorties T visluted are Execuive Onder (E0] 12331, Uinsed Sanes Iseliigence
Actvitses. wed Departmest of Defente (Dal)) Direcsive $£240.01, Dol nseliipence Acvhvivies
54
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TITSYSHREL) Finally, the rance of the evidence the conclusion that
violate nd USSID -
SPOO19.when he ffected collection that |
resulted jor was al lcast reasonably Dkely 10 result una ¢ollection of >
communications ® or from did not report the non- .
compliagt activity »° 2 .
1 - IR (3 =-P. N, 86-M
) bl {6)
(D) (3)=18 USC 738
(bl (X)) -50 UsC JO24 (1)
D] (3 =F, L, 8635
wrn)
N | L L L R D)2} -16 usc 7
35

D1 421=30 95C 13244L)
1IN =-2. 1. B€-3¢
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IV. (U) RESPONSE TO TENTATIVE CONCLUSION

(UAFOHO) The OIG provided a copy of the tentative conclusion 1o | S— U
18 December 2015, T pravideq his tesponse 1o the OIG in three emails dated * « + . . -
18 December 2015 and one email dated 21 December 20187 " * == v v v v v e e a0

€S
V. (U) CONCLUSION A
ceoepessssdpssssssepsasnannse -3
(UFeHe) C———Tresponse l;n;v'iéed n0 new or substantive information relative 1o the 2
conclusion or requiring additional investigation; therefore, the conclusion remains unchanged, 4
" (U) See Appendix N for a copy of T esponses 10 the O1G"s weeative conchision,
56
—FOPSECRET/ASIHNORORN--
Releane 2022.90

NEA 21870




Doz IT: 6789496

W-13-0077

VL (U) DISTRIBUTION OF REPORT

(U/APOH0) OIG Investigations (D14) will refer this matter to OIG Intelligence Oversight (D11),
with a recommendation that D11 notify the NSA SIGINT Director of practices discovered duning
the investigation that may require his attention. Some practices appear to increase the risk of
unauthorized collcction and mishandling of USP:linfom\aim and have the

potential for misuse of the SIGINT system. ™ el R 1A
(L#FOEO) A copy of this report will be provided 10 Employee Relations. A summary of our (o) 133=0.%, £€-3C
findings will be referred to the Associate Directorate for Security and Counterintelligence, Jep
Special Actions (Q242), and [————Jsupervisor, RIS S
A et e Senior Investigator A e

Assistant Inspector General
for
lavestigations

" (UAPEH0) Sce Appendix DI for (he memaoranduse 10 e SIGINT Disector regarding complince concems,
57
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APPENDICES
(UMFOLE) The following appendices are included as sttachments to this ROL.
o Appendix A
* Al: Tadle of Authorities

A2: Table of Abbreviations and Acronyms
*  A3: Defintions

< Appendix B ,
*  Bl: Memorandum for the SIGINT Director - Intelligence Oversight of ]
Activities z
B2: (not used) R
* B3:Summary Chart of Allegations, Data File Referenee’s. and Techaical
Experts' Assessments of Duta o’

....l'.....‘.l’.l'...'..'
no--.o-'-oo-,"-n.

o Appendix N: B 'résponse to the OIC"s tenative conclusion.
(UMPOE®) The following appendices are.on'file in the OIG and arc available upon request.

© Appendices B3.1 through B3.15 : Data files referenced in Appendix B3
¢ Appendix C: Dotumentary evidence covering events prior to the filing of the OIG

3 (m

W37 "1'e~-(0) (@

complajnt? .
o Appeidix D: Assessment of technical expert #] R
, © "Appendix E: Assessment of technical expert #2 %

.+ o Appendix F: Emails and other documentary evidence from the Source regarding the 3

allegations
(D} (3h=F.L. Bb-2F Lgat

: :2. Appendix G: Documentary eyidence provided by or pertaining tn CoY
R i@g 11: Docdmentary evidence provided b; or pertiining to ] Chief
"o, Appendix I- Doamentayy evidéricé prbsidodaby oy pertaining o the 0GC

< * &ppendix J: Documentary évidence,provided by varioud ] Program Managers

o Appendix K: Documentary evidence peovithed-hy or peraining 1o SID Oversight and
Compliance (SV) ey

o Appendin L: Documentary evidence provided by or pertaining toDMmmem
(other than

©  Appendix M: OIG Mcmoraada For The Revord

Pagelof1
UNCLASSIFIED A Om-ORACM-HSE G-
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Table of Authorities
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APPENDIX A.1
(U) Applicable Authorities

¢ (U) Executive Order 12333, United States Intelligence Activities (As amended by
Executive Orders 13284 (2003) 13355 (2004) snd 13470 (2008))

(U) Part 2.3 Collection of information. Elements of the Intelligence Community are
authorized 1o collect, retain, or disseminate information conceming United States persons
only in accordance with procedures established by the head of the Inelligence
Community element concemed or by the head of a department comaining such clement
and approved by the Attomey General, consistent with the authorities provided by Part |
of this Order, after consultation with the Director, Those procedures shall permit
collection, retention, and dissemination of the following types of information:
(b) Information constituting foreign intelligence or counterintelligence, inchuding
such information conceming corporations or other commercial organizations.
Collection within the United States of forcign intelligence not otherwise
obtainable shall be undertaken by the Federal Bureau of Investigation (FBI) or,
when significam foreign intelligence is sought, by other authorized clements of
the Intelligence Community, provided that no foreign intelligence collection by
such clements may be undertaken for the purpose of acquiring information
concerning the domestic activities of United States persons;....

¢ (U) Department of Defeuse Directive Number 5240.01, DoD luntelligence Activitics,
dated 27 August 2007
(U) POLICY. It is DoD policy that:
4.1. All DoD intelligence and CI activities shall be carried out pursuant to the authorities
and restrictions of the U.S. Constitution, applicable law, E.0, 12333...and other relevant
DoD policies... Special emphasis shall be given to the protection of the constitutional
rights and privacy of U.S. persons.

* (U} Department of Defense Regulation 5240.1-R, Procedures Governing the
Activities of DoD Intelligence Components that Affect United States Persons, dated
December 1982,

(U) C5. CHAPTER §

(U) PROCEDURE $. ELLECTRONIC SURVEILLANCE -

(U} CS$.3 PART 3: SIGNALS INTELLIGENCE ACTIVITIES
(U) C5.3.1. Applicability and Scope

(U) C5.3.1.1. This procedure governs the conduct by the United
States Signals Intelligence System of signals intelligence activities
that involve the collection, retention, und dissemination of foreign
communications and military tactical communications. Such
activitics may incidentally involve the collection of information
conceming United States persons without their consen?, or may
involve communications origiated or intended for receipt in the
United States, without the consent of & party thereto,

—SECRETHSHNSFORN-
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(U) C5.3.1.2. This part of Procedure < shall be supplemented by a
classified Annex promulgated by the Director, National Security
Agency/Chief, Central Security Service, which shall also be approved by
the Attorney General. Thet regulation shall provide that signals
intelligence sctivities that constitute electronic surveillance, as defined in
Parts 1, and 2 of this procedure, will be authorized in sccordance with
those parts. Any information collected incidentally about United States
persons shali be subjected to minimization procedures approved by the
Attorney General.
(U)C5.3.3. Procedures. -
(U) C5.3.3.1. Foreign Communications. The United States Signals
Intelligence System may collect, process, retain, and disseminate
foreign communications that are also communications of or
concerning United States persons, but only in accordance with the
classified annex to this procedure.

Classificd Annex E to Department of Defense Procedures Under Exccutive Order
12333 {Annex to DoD 5240.1-R|
(U) Sec. 3: Policy
(U) The Director, National Security Agency, is assigned responsibility for signals
intelligence collection and processing activities and communications security
activities. In order 10 assure that these activities are conducted in accordance with
the provisions of Executive Order 12333, the Director, or his designee, will issue
appropriate directives and instructions implementing these procedures and
goveming the cunduct of the United States Signals Inelligence System and the
activities of communication security entities.

—4€) Itis the policy of the United States Signals Inmelligence System to collect,
retain, and disseminate oniy foreign communications and military tsctical
communications. It is recognized, however, that the United States Signals
Inteiligence System may incidentally intercepe non-foreign communications,
including those of or concerning United States persons, in the course of
authorized collection of foreign communications, The United States Signals
Intelligence System makes cvery reasonable effort, through surveys and technical
means, to reduce to the maximum extent possible the number of such incidental
Intereepts acquired in the conduct of its operations.

«.Specific communicaiions sent from or intended for receipt by United States
persons are not intercepted deliberately by the United States Signals Intelligence
System unless specific authorization for such intercepiion has been obtained in
accordance with these procedures.
(U) See. 4: Procedures
(U) AL Collection.
(a) €5#5H Communications of or concemning a United States person may
be intercepted intentionally or selected deliberately through use of a
sclection term or otherwise only:
(1} with the consert of such United States person.....; or

Re‘uaso 202210

NSA 21881



Dee 1D: 6780496

TIEERET S NOFORN—

(2) with specific prior court order pursuant to the Foreign
Intelligence Surveillance Act of 1978 where epplicable.. : or

(3) with the specific prior approval of the Director, National
Security Agency ... or

(4) with specific prior approval by the Attomey Genera), .,

* (U) United States Signals Intelligeace Directive USSID SPO0LS, Legal Compliance
and US. Persons Minimization Procedures, dated 25 Japuary 2011
Section 3 - (U) Policy
3.1 (U) The policy of the USSS is to target or collect only foreign
communications. The USSS will not intentionally colleet communications
10, from or sbout U.S. persons or persons or eatities in the U.S, except as
set forth in this USSID. It the USSS inadvertently collects such

communications, it will process, retain and disseminate them only in
accordance with this USSID,

Section 4 - (U) Collection

H TN RS

b1 43) <16 U3C )98
(D) (A -5C usC 3924¢0)
) C=v.0. Ba=36

4.1 (SHSY/REL) Communications which are known to be to, from or _ »
abouta U.S, person Twill
not be intentionally intercepted, ar selected through the use of a selection
term, except in the following instances:. ..

4.1a. (UFFOEO) With the approval of the United States Foreign
Intelligence Surveillance Court cither under the conditions outlined in
Annex A of this USSID or as permitted by other FISA authorities,

4.1.b. (U) With the approval of the Attomey General of the United States,
i

4.1.c. (UWiFOYO) With the approval of the Director, National Security
Agency/Chief, Central Security Service (DIRNSA/CHSS), so long as the
collection need not be approved by the Foreign Intelligence Surveillance
Court or the Attorney General..

* (U) United States Signals Intelligence Directive USSID SP0019, NSA/CSS Signals
Intelligence Dircctorate — Oversight and Compliance Policy, dated 13 November
2012, Revised 7 May 2013
Section 3 - (U) Responsibilitics

(U) Individuals and Managers
3.6. {U) Every individual must comply with applicable kaws, statutes, directive,
and regulatioas by:
* (LFOUO) Reporting any non-compliant activity 1o management, an
00, SV, and OIG;
= (U) Teking measures to reduce the risk of non-compliant activity and to
 prevent futwe non-compliant activity; and
*  (U) Excrcising due diligence to remain complian, i.e., make every
: reasonablc attempt 10 adhere to the rules and standards.
Section 4 — (U) Policy and Procedures
4.5 (UAFOEO) .. All personnel engaged in activities that inchude access 1o
SIGINT or visibility of raw SIGINT data must successfully complete OVSCILI00,

TAPCRETITSHINOFORN—
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“Overview of Signals Imtelligence Authorities:" and cither OVSC 1800, “Legal
Compliance and Minimization Procedures” or OVSCIS06 ..

4.8 (WAOHO) What is reportable activity? ...Non-compliant activity includes,
but is not limited to:

(U) Mishandling of U.S. persons information;

(UMPOT0) Querics against raw SIGINT data which arc inadvertently,

intentionally, or carelessly likely to target/retrieve United States or Second

Party communications,...

4.10 (U) When roa-compliant activities are detected, the following actions must
be taken:

(UnFOE6) The activity/action that caused the noa-compliant situation
must be stopped immediately and the situation closely monitored to verify that the
problem has been resolved. Specific comective actions depend on the sifustion,
but my include de-tasking of selectors, stopping dmabaso querics, cancelling
reports, eto, .,

= (U) NSA/CSS Policy 1-23, Procedures Government NSA/CSS Activities That Affect
U.S. Persons, dated 11 March 2004, Revised 30 July 2013

(1)) POLICY.

1. (U) NSA/CSS shall collect, process, retain, and disseminate information about
U.S. persons only as prescribed in DoD Directive 5240.1, DoD Regulation
5240.1-R, orders issucd by the Foreign intelligence Surveillance Court...., and the
Classified Annex to DoD Procedures under Executive Order 12333 (hereafier
referred to as the Classified Annex...)

2. (U) NSA/CSS shall follew compliance standards 10 protect the privacy rights of
U.S. persons during the conduct of NSA/CSS missions.

(U) PROCEDURES

3. (U) Signals Intelligence. The signals inteiligence (SIGINT) mission of the
NSA/CSS is to coliect, process, analyze, produce, and disseminate SIGINT
information and data for forcign intelligence and counterintelligence purposes to
support national and departmental missions, NSA/CSS shall intentionally collect
anly foreign communications. NSA/CSS shall not intentionally collect U.S.
person communications without proper legal authorization. The Director,
NSA/Chief, CSS (DIRNSA/CHCSS) may suthorize exceptions only pursusnt to
the procedures contained in DoD Regulation 5240.1-R (Reference ¢} and the
Classified Annex thereto (Reference f).

* (U) NSA/CSS PMM, Chapter 366: Personal Conduct
Scction |-2 Responsibilities

B. If an employee violates any of these standards, management officials are
responsible {or initiating the appropriate action.
J. Avoid the appearance of violating the law or these standards.

Section 1-3 General Principles for On-The-Job Condisct
Generally, every employee is expected to:

E. Give thorough, cfficient, and industrious service in the performance of
assigned cuties including...excrcising courtesy and respect in dealings with fellow

et
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workers and the public; and exercising reasonable care in carrying out one's
assigned dutics;... '

Scction 5 Reporting Suspected Violations
Executive Order 12333, “United States Intelligence Activities," imposes
responsibilities and restrictions on all employees of the intelligence community
concerning their rofe in the conduct of intelligence activities. All violations of the
provisions of Executive Order 12333 will be reported to the OIG.

*  (U/AOY0) United States Signals Intelligence Dircetive USSID DA3ST 1, Data
Acquisition Directorate Targeting and Data Flow Management, dated 28 November
2006

Section | -~ (U) Purpose

Section 2 - (U) Policy

L2 (usreten] B e
[~
[
K
(U) Selector Man t. o l
"2 reswei [ e —————) | 292
hx
>
oo
.3
“J‘-'
wow
“2“

* (UA0U0) Signals Intelligence Directorate |

-(%F].Gmm Guidelines for Targeting [5) 15

Coal IDHIZ -0 08C 302414
B {3 =-F. L, £C=2¢

STCRET /S NOFORN-
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(L)) Targeting.

2. (SHSHANF) “Targeting" applies to |

| LAk,
IR G

l

.
at-90
TINZOE A0 ¢S-1L1

guidelines governing the
J

(U} Standard Guidelines,
3. €5HNF) The following charts depict the standard

(U) Targetin R
u ;
5. (SHSHANT) 2

(U) Incident Reporting
3L TSN
|

SUSICRET S HOFORN-
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(U) SID Implementing Directive, Annex F, Governance of the Signals Intellipence
Development Mission, dated 25 February 2013

L1 (LAFOB0) The Associate Deputy Directorate for SIGINT [ ]

is responsible for developing requirements for, and peoviding governance of
activities mall elements performing SIGDEV functions acros the USSS,

discovery

N -
- .

) (=P.L, NG-26

H{U/POU0) Annex F superseded USSIDA000

—SEERET/SHNOTORN -
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Appendix A2

Table of Abbreviations and Acronyms

%o is a wildcard for an undefined character length.

FIP - Foreign intelligence purposce

)

(b) (3)-186 USC /o0
M) €3 =50 LSS N024rLy
I =2 . L, BE-34

Release 2022-10
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G
GCM - Global Capabilities Manager

bl 13)

{b] (3)-218 UET T3

o} (V) -%0 Vs 30241000
£6-14

by (3 -F. L,
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USP - United States person

P IERCRC RN R B

b 11)

Loy (2)=10 wsC THL

[0 (3) =50 UBC J0E41%)
M) (M) =P, L. 26~35
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Definitions :w \‘: 18 use 738

() {3 =50 USC 2634¢))
MIIN-F.5, 8632

WEETT—————

(Uy Communicant is defined in USSID SPOOIS as a sender or intended recipient of @ communication. (Source:
USSID SPO0IS) |
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(b ()

Ao S T PROFOfh (b) () =18 Gac 798

(b)Y (2)-%0 RS W2EL)
(b1 (N =7.1. E6-38

(U/FEOE0) FIP - Foreign intelligence (foreign intelligence purposc) is defined in EQ 12333 as information _:
relating to the capabilities, intentions, or activities of foreign govemments or elements thereof, forcign .
organizations, forcign persons, or intemational terrorists, 2

(USFEEO) Inndvertent collection occurs when NSA has intentionally targeted and collected communications

10, from or about u valid foreign target which later turns out to be & U.S. person. (You think your target is
foreign, but it ends up being U.S.)

(U/FOHO) Incidental collection occurs when collection is dirceted against iegmmm foreign intelligence
targets result in the acquisition of information to, from, or about U.S. persons or entities (Sec USSID SPOOI8

Sncuon 4.3) (You targeted a valid mumber (knew It was forelgn) and got a USP (because the foreign target was
ralking to a USP),

) (3)=P.L. B35-26

rFasel____Jis the Agency's [ Jeollection software.

“SEHSHREEUSATFYEY) Minimization is 2 process that provides for the protection of U.S. person
information during the phases of SIGINT coflection and processing. It involves the identification of U.S.
person information and then decisions regarding how that information may be used or identified during the
various phases of SIGINT production. Thesc phases include SIGINT collection, SIGINT processing, SIGINT
retention and SIGINT dissemination,

N
M

(o) ¢1)
(b1 42 =30 USC 3024¢0)
(1 ¢3)-P.1. 86-35
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(U) United States person (USF) is defined in USSID SPOOIS as: a. A citizen of the United Ststes; b. An alicn
lawfully admisted for permanent residence in the United Suates; ¢. Unincorporated groups and associations of a
substantia] number of members of which constitute a. or b. above, or d.; Corporations incorporated in the
United States including United States flag nongovernmental aircraft or vessels, but not including those entities
which arc openly acknewledged by a foreign government or governments 10 be directed and controlled by them.

w

) {3)-T.L. 85 3¢

|
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e
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L[ 1

(Al =P L.

o)

-..'x.

/'."LU'T') . . ’
NATIONAL SECURFFY AGENCY

15 'Sl CENTRAL SECURITY SERVICE

(¥ j OFFICL OF IHE INSPECTOR GENERAL

L
e

12 February 2016
1G-11850-16
(L)Y MEMORANDUM FOR SIGINT DIRECTOR

SUBJECT: (UHFOHO) Intelligence Oversight of_____JActivities—ACTION
MEMORANDUM .

(UHFEHO) The Oftice of the Inspector (eneral (OIG) identified practices in the Signals
j i inconsistent with NSA/CSS policies and edures.

: they therefore require your attentson.

3 A (UIFOLB) unyoé'.r Use of [ ]

..
.

0
-

* (UEOHB) This information resulted Hotows O investigation of af Jutieged
misconduct. Questions conccrning that investigation shiuld bg dirccied 1o e Assiszaat IG for Tavestigations.

1001y Association anslysis, slso called link analysis or network anelydist e a perhod 10 gain analytic insight b
visealizing social. business, sed other commactions among people and groups, as Wl es ipfirastructure, logistics. and
procuction ¢Nins. e

Classified By: L]
Derived From: NSA/CSSM 1-582
Dated: 20130930
Dectassily On: 20410212

Rekase 2022-10
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Il. (UIfF©UQ) Bypassing Controls

A (urewo)[ ]
TEHTHRED)

‘!'!q'.‘.',\vth

.
.
.
.
LI
%%y,
e
shNntea

B. (U) Wildcards
:, s
(0] | 1..‘: :

e *?®
5538
—tCHSIREL) The OIG consulted with SID technical experts, who concluded that. on scar mmm
= LA
Sese v D
tegq "
ea st =
.. O
7 .: 25
" oW
< ";l s
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s S SALUEYEY
C. (UrFOUS) | |
ceisihld 1
% 3¢
. = " »
o b .. VR
. ®e5s [ 2 <
A ~ B
3 e
” Il (U#FOLO) Deficient Auditing A
of ghige
o« —EHSWREL SID Oversipht and Compliance (V) could not audit all queries [ §oo g e
Q. . .‘ -
° %y o
"I . P
- o A% 8
a3 5 s
g —EHSHARE ) Alboueh an audit kog of sll iranssctions performed in ] e
.;:-o-.."....- . : :
s T Iv. {UnFOLD] Negative Effact on Mission s
- v (USFOUO) When we allempted to verify in—ﬁ ¢ .
. o e E
" LS ‘opl | sulting from { .
"t M (UIRete) Dt verificaion was yacd an capabilities avaiable in September 2013
. ? (U#FBHE) Non-foreign tonmwial‘urg. must be peompdly destroyed unless the Anormey Gemeral or the DIRNSA
* waives (he destruction requirement, Naos-forgign communicarions aec either communications solely between
persars in the United Staics or solely between VISP Ia the first cawe, only the Attorney Genern! may waive the
destruction requirement: in the second case, the DIRNSA may waive the destruction requirenseni, under cemtaa
conditians documested e USSID SPOOIS. 5
LTI o thi ject
v 5 ¥
Dl ) S - L]
3
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e e O oes O @) 13)-P.L. $6-36

V. (UMPOUO) Potential Violation of NSA Minimization Procedures and Intarnal Policies
(UHFQUO) The investigation uncovered tarpeted lelcphone numbers that were at least

reasonably likely associated with a USPL |Becauss it is possible that this

activity constitutes a viclation of Title | andlor Title VI1 of the Foreign Inselligente Surveiliance LY v
Act us a result of targeting telephone numbers used hy USPs and/or persons in the United States b
thal require preauthorization by the Foreign Intelligence Surveillance Court or the Attomey veT
General, this matter has been referred to the Office of Genern) Counsel (OGC). s 4
~(CHSWREL) FINDING: Some | Jpractices increase the =
risk of mishandling USPL__ information and have the potential for wo
abuse ang masuse Of the SIGINT collection system. =
PR peees .
34 (urroved
T a. (UIFOVO}A risk assessment of Ihas been complotedanda | T oo
no " mitigation strategy has been developed and g2
e b. (UHFBUQ) Procedures are established to ensure that| —lare sz=
=TT transparent, documented, and approved by SID management with the advice of. , | g -
5333 the OGC. et
3, _ (ACTION: NSA Washington (NSAW)/SID Director, Ty
e with OGC) e
k 'i"’f: RE GONM:
(ACTION: NSAWISID Director, withoac) | | .78
“SEFCRFFSI/RELTOUSATFVYEY-
4
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Jon 963-2623 (s) or by e-mail m|
b e

WA =74, U8-0%
SPCRPEFSURECTOUSOTFVEY () ¢5)
L
.
s . T = R
v o8 R < P
(DIRECOMMENDATG
{UMFOHO) If you require Sarification or additional information. please contact .
]
] .
(B (=30 UsS 0240
bl (I -P.L. ¥6~J4

r-

ELLARD

86-36
DR. GEORG

NP5
Inspector General

(o) ¢

(U) This report might not be releasable under the Freedom of Information Act or other
statutes and regulations. Consult the NSA/CSS Inspector General Chief of Staff before

releasing or posting all or part of this report,

Copy:
General Counsel

CLPO

~SECRETHSHREGFOEHA FVEN-
5
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| APPENDIX B3
Summary Chart of Allegations, Data File References,
And Technical Experts’ Assessments of Data

L) 13)=P.L. be=2L

Classifiea By: :

Derteed From: NSAJCSSM 1.52
Dated: 20130930

Oeclassify On: 20410201
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—SECRET SR T O U FYEY-
APPENDIX N
| | response to the OIG’s tentative conclusion
::: :::-r.u. #6-36
—SEEREF SR O
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ﬁ

From: I "H--........._
Sent: Fridyy, December 18, 20154:21PM  ~*, , &) (3)=p.1. 06=38
YO: 2y D
TR
Subject: RE: (U) IV-13-0077 Notification of Investigative Tentatide.Conclusion
Classification: FOP-SECRETHSHNOFORN— ‘e
I believe the conchusion i vagee and miskeading in parts. | never knowingly tasked a known USP:ﬂwy,
were all, in the available context, unknowns which fit no knownf B | X .,
I take exception to this statement: €5#SHARER [ s | D
resulted in reasinably Jikely o result in the interception of communications to of from 22
- a USP LRI =z
: a;b'eg! m~wng&;\va°lﬂ'¢-;£,mao(aprombwty which is how | interpret “reasongbh Q" . v v oo s sv s e anreen -
S innass —) ' .
PO 2ot IR | [ i
,.o'a:'t;-\- ;ﬁ... Ae
- S — rerererneTETy LTI
?::':".:T: ..I.-..tl". R .'...o.
® PR Rk 9.9,= L. o ® )
BB s i sl T e e s cescs ——TT T e Wil -
gl;t: .... g . . l ..
=.,. §2ecssess v L . v e~
?{,'ﬁ?eaﬂc‘emmmmq..,”“ ' J S
LU e ceiBs AN oY performed overly broad collcstion] = ]
- > T P o £
»* You havp very fecific data here. P've never seen 10 commerit on
* " He stated-that he [ . .
| : - :

Not possible |

Retease 202210
NSA 22016
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| z3Ess
b 1am sure | know all of the witnesses as former colleagues for several years, and if they were so concermed they could »os
= oes Jhave contacted me directly... ygjggﬁima a formal complaint. As it was, when two of them did contact me, the grounds Fee
J . (og hostile confrontation were well lad. A\':ald when | asked her wha “we” were during the OGC meeting in TLils
o G | | More than we have working some targets 483

TISTTSHREE: Valid intelSgence purpose? Yes, | bebeve so. The whole reason for starting this effort was tof

.-ﬂ
'
9
o

w
'

o
w
o
e
b
S
-
~

i 90

<
-

“TSITSU/RELT This reminded me of a situation | had read about:|

That's encugh; I'm just getting worked up and will ruin my holidays.

Good timing

Foleare 202210
NSA 22018
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UPKLASSIFKDWW

UNCLASSIFIED/#OR BFFIEATDSEONLY
LA Ll S TZETIZIZZTI=SET e
R e ————— = e e AN e e S

;‘&nm.m.mm.'.
Ce: n.'. .....

Subject: RE: (U) IV-13-0077 Notification of mve‘ogaﬂvetqnqw Qandumtf s
Classification: ‘FOP'SE@RE%FS&WGFGI}M

INSPECTOR GENERAL WDVEJNMRMANOM This email, incivding any attachments, is intended only /or
authorized reciplents, This email message may contain informetion that is confidential, sensitive, and/or

@ykﬂmﬂ law, including the Privacy Act of 1974, os omended,

teel ..
-o'..... ..-..
-..... n_‘.

-.... a

LIT N,

(U//e0) | am personally unaware cf any new allegations that have been filed against you.

[U/7FEUG; At this time, | 25k that you please confirm if you plan to provide any other information with regard to the
tentative conchision that | sent to you other than what you provided to me carbier ths ahemooo Bt

.. A .t
-col""'... g o607 o’
N P see®

Senier lnvesigaos PO
. I:i&:ﬁs 0IG. O"RQCIM!E'”\. Dia Lee® >
3

o:.‘"..

e s el '.'u""‘"'

%)@
9

9 C-9¢ "1"d-f02

i A G {J N

9€-94

Holease 2022-10
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k) L)) -P.t

) 16

-

From: s J
-ktda 2015 3:35 PM

To: i

C

Subject: RE: (U) IV-13-0077 Nouficaton

st

vestigative Tentative Condusion

_Classiﬁcation: TFOP-CECREFHSHNGRORN —

(U} I'm going to add a little more:

I s8id: that's news to me; when and where is this Fappening?
o There were no details,

(U] The second time was pretly much the same except | asked:
L

OK, so if | am doing something, what of n?
What is the problem?

o Nodetails.

—SEYREY

He responded that he has a report that | "was at it agamn” (or words to that effect).

:-.0-.;-----....--..-..b--oo..o.-o-.---o-oc-.cnncloooot--oq
-

- Over the past few months my office chief asked me twice what | was doing regarding the “SIGDEV" effort.
R e The first time | repled: nothing; it was shat down,
. -
.. -

9£-498 "17d-it! 1)

(U} I never get any specifics 1o look into; just vague alegations. If something were going on recently, it could only be the

result of old fées not having been updated by more than @ year [hard Lo imagine), or something else is going on (091
hard to imagne; collection & a complex process). in any case, I'd like to understand what could possibly be the actual

Yest for the first time in well over & year

grounds for more allegations; what is trigpering them . F'm gssuming something was actually seen (Where? When?),

..
..
..
-

= SAESAHAEL) On the other hand, we have beard from|

Q)

IE-FR "PA-(fH 10
B6L I8N BT-(TH1Q)

(EIpZOE 2EA O5-(c)1Q)

(U] Having received your email today} If someone else has azlm._ |
will stay in this lang uniess | am give written instructions 10 move out of it -
(U) That's my story.
R T T AT R a NS et ees
UNCLASSIFIE DAOR-OFFHCIA-HSTONEY—
4

Resase 2002-10
NSA 220128



Doc ID: 6789496

ll".....lllllll..!I..l.l.'.'l'..‘l.l'l‘l0'..!.lloll..

UNCLASSIFIE DAOR-ORHICIALUSE QLY.

SABN T IEEREEEERERIEITERITAT YT THESNBSULLLLSERERsvEnEn
. .%i s o ‘e w i sime v W - ] - ot e - - o
- 18, 2015 2:39 PM

b} (ShP.L, BE=36

INSPECTOR GENERAL SENSITIVE INFORMATION: This emoil; fhclodfnp any attachments, /s intended w;]ar

guthorized recipients. This email messaqamay‘cbcwom information that is confidential, sensitive, qnd/or
protected by Federal law, includimg Yhe Privocy Act of 1974, os amended.

™ cee®® = :
v .
-« " .
A The next step in the OIG's process i to give full consideration to the comments you providea We will also inchude a
pih Jopy of your respanse in our report of investigation. Please confirm if you plan to pravddo any other information other

. n.nn what you have provided in your email, below. i 50, | will keep the case open & wolil 8 January 2016 (unless you
~*  requine additional Yme). if no, | will proceed with finalizing the report and closips the case.
: Thankyou g x

- -~ .
PURIRE T S .
% "Senior Iovestigater

] ESNL&SOIG Oice of ln\uﬁm D4 o v
From:__ ]

: Friday, December 18, 2015 2:08 PM
To:
Cc

Subject: RE: (U) IV-13-0077 Notification of Investigative Tentative Conclusion

Classification: FOPR-SECRETHSHNOFORN-

5

Rolgaso 200210
NSA 22019

Classification: TOP-SECRET/SHNOFORN—

89

RTA-D) ()

I
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o

”~

-

-

-

~

0
=~
-
8

.
-
~-
-
‘e

| pem—

* 1 want to put this benind me &s 500 as possidle,

You also fail to mention that the analysts contacted me with their concerns only weeks after they'd filed thei

] complaints against me... some colleagues, eh?

Thank you for your efforts and HAGO,

So what's next?

Rl LR Rl b L e e

UNCLASSIFIED FOR-OFHEMEHSE-ONLY-

All 1 will say is that it's a little short on specifics regarding yherg (in the collection environment) violations were found.

.
-
.
« 1
o "
9 .

Y R EEE R EEEEEE e e e o B B L A L L B B L B L L B B

(B} (A} =P, L,
) (&)

L TR 1A

?W_Flfomm R i
‘. zssseee P T e P NP we®? . -

..0 S s s i i i Soas syew s -.-._.._._._.:‘_....!.’....?::--- ..t." —

From:[ | | S i e

y 18, 2015 1:45PM  , -+ * """
-’QP e®
Cc:

Subject: (U) IV-13-0077 Noufication of Investigative Tenzative Gonckizsion

Classification: FOP-SECRETHSHNGFERN-

INSPECTOR GENERAL SMHVE,INFO;!MATION: This emall, including any attachments, is intended only for

suthorized recipients. This emaii messcge may contain information thot is confidentiol, sensitive, and/or
protected by Federal law, including the Privacy Act of 1974, as cmended.

—

Redosie 202210
NSA 22020




Doc 1D 6785496

(U/AQLQ) This is 1o notify you of the tentative conclusion that the Office of the Inspector General (O1G)
reached in our investigation regarding an allegation that you misused the SIGINT system. Please see the
attached document for our analysis and tentative conclusion,

(L/FOB0) In sceordance with the investigative process, you now have the oppommiy 10 comment on the
tentative concluston and/or offer additional information before we close our investigation. You are not required
to respond with regard 1o our tentative conclusion. If you choose not to resnond please simply acknowiedge
receipt of this natification, However, if you choose 1o respoad, please do $o in writing by 1700 hours. 8 January
2016. Any comments and/or additional information you provide will be given full consideration in reaching our
final conclusion. If you require additional time or have any questions, please ket me know.

(- I | .
mlm'ﬂ e 0 veveoneoe frr e . M .
Nmmmo(lammblt eSS B L R R Y .
T EE R E R R e ) "ETEEEEEREEE TEEEERE ‘R MR R
Classified By: g
Derived From: NSA/CSSM 1:52 """ "+ + =
Dated: 20130530 =
Declassify On: 20401201 &

Classification: FOP-SECRETH/SH/NOFORN

Classified By. [
Derived From: NSAICSSM 1-52
Damd 200130930

2 _Pecidssify On: 20401201
Classification: TOP-SECREFHSHNOFORN __.-*"

Classified By: ]
() 133 -P.L. 8636 Derived From: NSA/CSSM 1-52
@) (6 . Dated: 20130930
------ y Declassify On: 20401201

Classification: FOP-SEGRETHSHNOFORN- "*re... %
Classiﬂed.B')::]:

Derived From: NSAICSSM 1-52 *
Dated: 200130930 -
Declassify On: 20401201 -

Classification: TOP-SECRET/SHNOFORN-

Classified By: 1

Derived From: NSA/CSSM 1-52

Relosse 2022-10
NSA 22021
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Dated: 20130930

Declassify On: 20401201

Classification: FOP-SECRETHSHNCRORN
BERRIGIEN o v sy s ah S S R R A e Classified By: [ ]
) (63 Derived From: NSA/CSSM 1-52

Dated: 200130930
Declassify On: 20401201

Classification: TOP-SECREFH/SIH#NOFORN-

W (g Pea0) €0 12353, $1.7(c) states shat NSA shall cosduct its SIGINT scthties “Ver foreign inteilizence and counterinteligeach gurpoies to
support nat onal and deparsmental messone.”

Aodoass 2022-1C
NSA 22022
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e —————————

r From: r
+ Sent
D Te:

.. cc

|
Monday. December 21, 2015 1228 PM  « |

'gmakssmmﬁeeemm

.
e AL LR e it §
.
.
.

From:—— i ‘

3 . S——

.

Subject: (U) 1IV-13-0077 Notfication of Iiwestigative Tentative Conchusion

Classification:FOP-SECIHETHSHNOFORN

Rosase 2022-10
NSA 22023

+  Subject: «* " RE (U] IV-13-0077 Notification of Investigative Tenzative Egncusion
*  Attachments: RO IV-13-0077 OIG Tentative Condlusion 20151218 (3)-reply doox® .+ |
o CIagsifibation:—FGP—SEGRE*#GUNGFORN
v Final comments attached in red in text.

e HAGO,

.I 44 2 F A 2 b o b L b ) SSSSTEXRETERRERSUERS ST

> UNCLASS FIEDAFOR-GH-EHAL USEONEY—
~

)

s (=
1é=-Ifrmm

-1
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16-34

o) (3p-P.%.

) {6}

INSPECTOR GENERAL SENSITIVE INFORMATION: This email, including any attochments, is intended only for
cuthorized recipients. This email messoge may contaln informotion that is confidential, sensitive, and/or
protected by Federal low, including the Privacy Act of 1974, os omended.

< (UIAOU6) This is to notify you of the tentetive conclusion that the Office of the Inspector General (O1G)
reached in our investigation regarding ar allegation that you misused the SIGINT system, Please sce the
S uttached documcent for our analysis and tentative conclusion.

(U#OB0) In accordance with the investigative process, you now have the opportunity to comment on the
tentative conclusion and/or offer additional information before we close our investigation. You are not required
1o respond with regard to our teatative conclusion. If you choose not to respond, please simply scknowledge

.receipt of this notification. However, if you choose 1o respond, please do so in writing by 1700 hours, 8 January
2016. Any comments and/oc additional information you provide will be given full consideration in reaching our
final coaclusion, If you require additional time or have any questions, please let me know.

|
Senbor Investigator

000 0se 00 eeasraceslPREe 80008 s

; atigatlons, D14
LR B B L B MR R R L L .....l..-’....'..'...

Classified By: 1

Derived From: NSA/CSSM 1-52
Dated: 20130930

Declassify On: 20401201

Classified By: T

Derived From: NSA/CSSM 1-52
Dated: 200130930

Decilassify On: 20401201

Classification. FOP-SECRETHSHNOFORN

Reloase 2022.90
INSA 22024
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—TOPSPERETHSIINOTORN —
(U//POHO) ANALYSIS AND TENTATIVE CONCLUSION (b) 431 -9.L. 86-36
OF O1G INVESTIGATION 1V-13-0077 - [ , DU L

(U) DoD 5240.1-R implements DoD Directive 5240.01 and EO 12333, Section 2.3, This
regulation contains the Attomey General-approved procedures for all DoD IC components and
has a classified annex that governs SIGINT activities.' The Classified Annex to DoD 5240.1-R
states that communications of or concerning USPs may be intercepted intentionslly or selected
deliberately only under certain specific circumstances. The Classified Annex requires the
Director of NSA (DIRNSA), or his designee, to issue directives and instructions implementing
the procedures found in the Classificd Annex. USSID SP001S is the Agency directive that
implements the classified annex.*

(UHFOHO) NSA/CSS Policy 1-23, paragraph |, states that NSA/CSS shall collect,
process, retain, and disseminate information about USPs only as prescribed in DoD Directive
5240.1, DoD 5240.1-R and its Classified Annex, and the Foreign Intelligence Surveillance Act
(FISA). Paragraph 3 states that the SIGINT missicn of the NSA/CSS is to collect, process,
analyze, produce, and disseminate SIGINT information and data for forcign intelligence and
counterintelligence purposes to support national and departmental missions. Paragraph 1 also
states that NSA/CSS shall intentionally collect only foreign communications and shall aot
intentionally collect U.S, person communicaticns without proper legal authorization.

(UNEEEO3 USSID SPU0IS § 3.1 also states that it s the policy of the U.S. SIGINT
System (USSS) to target or collect only foreign communications and the USSS will not
intentionally collect communications of or about USPs or persons or entities in the United States,

P except as set forth in USSID SP00IS.”

) (3)=-10 USC %0

‘f,; _a;:;:_usﬁds;un ~(SHSHAREE) USSID SPOD1S § 4.1 states that commuaications known to be to, from, or

B En Bt ] abouta USP, [ 1, will not be intentionally

Yatercepted, or sclocted through the use of & selection term, except in certain specified instances
with the approval of the Foreign Intelligence Surveillance Court (FISC), the Attamey General, or
DIRNSA. USSID SPOGIS § 4.1(cX(5) also states that voice and facsimile communications with
one comimunicant in the United States may be targeted for collection only with the prior approval

of DIRNS A (when the appeoval of the Attorrey Genera! or the FISC is not required ) If technicai
devices (e.g.& ) are employed that limit acquisition by

! (U} DD $240.1-R aed ks Classified Anscx were spprowod by the Anieeney Genersl prioe to e creation of the Disector of
Nasonal traelligesce ead e requinement fe cossuhatica with the Director of Nagional Intelligorce.

3 (UAEER0) USSIN SMO18 incorporsees the requiromants af all the higher Jevel suthorinies lisicd 35oves s complance wink
USSID SM018 gererally ensuses compliancs with these higher fevel authoritios. A violation of USSID S20018, however, does
mmiumub.vmu-mrwm.mmolmim-mmnsmm e miwondsct
mmucwwhmﬂumndhhwm:mﬁbmmimmdﬁoﬂlabhm:m
occured

¥ (1) In accordance with LSSID SIS, section 9,18, # person knows 10 ko currezly in the Usited States will be teated 23
mrmumuwymmda-mmmﬁunm.mcieu_-wwa.rmmma
2012 USP. A person krown fe be oulside the Unised Statey, a¢ vhose lacation s nat known, willl oot be trested a1 USP wless
mmnmmwummmmliwmmmu‘hrmummusr.

€U} PISA roquires FISC authorization for the acquisition of e coments of wirs commusicyions 1o of from a peran i the
Unitad Ststes, withonut conser, if such acquisition oocun = the Usited States. 30 US.C, 1BOI(NZ)

R e ORN—

o wase 202210
NSA 22025
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'mmﬁmmmmmmmﬁmﬂff outside the United States ]

45450 USSID DA3ST] states that the |

- -~ -
TCoo
- -
-~ - -
e
-
' |
o .
-~
P
<
'y

n-9%
36L O

(TiZO7 280 oS=(8) (%

—{SHSHREL) Accordingly, SIGINT collection is permissibic only if it is reasonably .
designed not to intentionaily target communications of or about USPs, or persons in the United .
States, unless targeting a specific USP oe person in the United States pursuant to the prior S
upproval of the FISC, Auomey General, or DIRNSA. -
‘ '- L . L L I ::
n -3y g -(-S#‘SMEH' ﬁ_l . :
-~ . "
Y@ TSR EL) o aciivifies violaicd theserestriclions ™ """ "~ "~ |~ L¥ b8 pa
55.; ..ooi#l-l-v 1 . 3 ve
=3 his activities did in fact target and collect such communications. i ] 5?
- a e -
£283 (U) Not true. Any collection of USPs was incidental. A 3
A N N R R R R I T 5 ‘: ':
e . 1 at he started his own (-8 -
project in 2012, SERRRREE X ORF
v % :
r . l: 8.4
o — 93587
. " aZoaD
% - -
. o : '}: :n
. N
Y LR Tho Classified Asmex has siwilar provisions in § ¢.A.1, Thes, & violatiss of § & of USSID SPOSIE would slso n &
*  peso im a violstios b(ihe Classified Amex. DoD 5280.1-8, DoDD $240.01, NSA/CSS Policy 1-23, sad £10 1233] LE3
® g - n ‘- o«
-. '.. p.é'n'p HE | N o
r:m&wu 1 A
ReMase 202210

NSA 22026




Dac 10 6789496

.
.
.

—SHRAREL ) As | stated ininterviews and recapped in an earlier email, the resulls were that the

JWell-established

.+ procedures,exist 10 request and document exceptions (o these safeguards when validated foreign

SE-98 "TTd-it
1712208 264 Of
€6L I8N0 £7-

» + inteNigence needs necessitate the targeting and collection of U.S. selectors.
L
R
o :
o«
a5 -
o
e
;;- ; ; é . SBUBUREL) | repeat, | never knowingly, intentionally tasked USP|
4.‘= :.'llOIIl.lll.cll!l'."‘.'.......
W', A
-N e b
.t ‘.,
. + ey .
- . - ™ »
- . .,
. L LT
. .
o 0‘ * .
. ' -(&'!5%] H Jresulted
e in roasonably likely to result in the interception of communications to or from a
*. USP K g
* 4SAFREL) Stating that something is reasonably likely is not proof it actually hapoened and
| TC Pwas never the intent.
e _ISASHEREL 1
b 13 =P.L. 5634 I
1B} 16

Rolsass 2022-10
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...W&) MO .‘his is 2 Slfc:ch;ﬁ-

=]

Refouse 2022-10
NGA 22008

° ! [N . ‘.
“ ~SHSIHREL) This | really need to s2¢ 10 be able to put any context on it. Right now | see thisas *» v
- only an unsubstantiated statement, e s
¢ g
] . - '.;.
.. » ;:
. ® . 2 );
(U) Undoubtably? Based on what? LSV .)j
~EESHSIANE) Although T———T told the OIG that he was completely sure that he had
never[ khe evidence shows that he did.
(U) Dutso,
e told the O1G in an email that he was going tof
h’;&'.'.q".". v
x (L)) Absolutely. Taken oyt of consext they wml | e
: Busther duciny bisdretimon, T Lk
T ”.' {U) Not accurate. The comiments were entered into -'_'.

‘-1t

8N 0C-
20 e

3i-93

110 Heid
"l
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Les oo

S 2uy
...“... .'-‘ﬁ e s s 8w e ns s’ - .-j :.s:::
3 " 3
2de (U) Ditro L3
o™ ; - 2 a
T 2
2D .; A NN N -
w e ‘ ...'....'...4{“ s awee s
—mE CSUSTIREL) | 10tally 4o 5ot recall an Instance ke s, s
5233 ‘ i
: '.;; .. - ::
) s
P C AN . contends that his activity was compliant and he did not task U S, -
= selectors'ar cpllect USP
. (%wua.‘)-c sml do. USP vere never knowingly, intentionally subjected w0 .
. slnh 5
St We auu!g.l : .
- . .
';3 SRS The request wounld have been
g I

M.F.u;\l;ctmon, bacatise T did not report and cease the non-compliant
activity combined with the above described activities, he vioksted USSID SP0019 §3.6 which

slates:

-..every individual must comply with applicable laws, statutes, directive, and regulations
by: reporting any non-compliant activity to management, an 100, SV, and OIG; wking
measures to reduce the risk of non-compliant activity and to prevent future non-compliam

Release 202210
NEA 22023
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activity; and exercising due diligence to remain compliamt, Le., make every reasonable
attempt 1o adhere to the cules and standards.

(UAFOE0) Section 4.8 of USSID SP0019 defines reportable activity and non-compliant
activity as including mishandling of U.S. persons information and queries against raw SIGINT
data that are inadvertently, intentionally, or carelessly likely to target or retrieve United States or
Second Party communications. Section 4,10 states that, when non-compliant activitics are

detected, the activity that caused the noa-compliant situation must be stopped immediately and
the situation closely monitored to verify that the probiem has been resolved.

(U) The activity was stopped when someone with the authority 1o say so spoke up.

(UﬂFOUG)I ] ;
(SUSUNE) Signals Intelligence Dircctorate [ ]
. 3
= E ™ ". '.
R%3 o
gy= g =
.gl T
33azs
'l.----‘l-......' “ e O.l'lll'lll.l'll.ll::."
oo HEEEETT ere reasonably likely to result in the aaan
9 interception of communications of or ahout ~aoa
ez
« 9 Fee
. - ﬁ vec?® o &
taskings, therefore, violated Tusz
(U) We've discussed this. -
(U/#6450) Foreign Intelligence Purpose L
"f L i G
. 1
Release 2022-10
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SHSHRERS Many witnesscs guestioned whether C———Thad a valid .fomgn ) 57
intelligence purpose for his activities.” Some witnesses were willing to that NSA had a 3™
v e Joreign inkellipence purpos S
- [ homwr.ﬂnyummsurcwimha_Eu. acusmcseomp!i;:&' el
e with laws and regulations because they had difficuity understanding his complex and technical =
0 work, Other witnesses agreed that [ &
s S - g 2
o L
3333 o
. (UKFOU) The OIG concludes that determining whether C———Thad a valid foreign ~ *,*
?m.elligmcc purpose for each of his activities is unnecessary because, even assuming that he did,
he failed 1o comply with the authorities that 2pply 1o SIGINT activities that target and collect <
USPL ] e
SaBT GET Y
AR LR B ] smza=
Fog
alE

A

(47) Quite simply 1 d'd net know who K CoOramate with of that 1t Would B¢ 1ecessary. 2 .-";
.-n--.-.-ocn---.-nt-n--:“o'1 P

(UHFOXOY Although in hindsight T attions seem cgregious, they musthe .« ° 3
considered in context of the conflicting guidance he was given. At various times, C——J'was :
told by different supervisors, oversight officials, and attorneys that his activities were accepiable -

but was toid by othess 10 immediately stop. Many officials involved in trying 10 determine what

' UPOE0) 20 12233, 31.7(c) saees that NSA shall ceadact ils SIGENT activities “for forsign nielligence and
comierimtelligencs purpoacs 10 Juppont natioaal and depantimeria) missons ™ ' .
I© (UWEOLIG) USST D000 was superseded by SID frplementing Divective, Ansex F, Governence of dve Signals buteWipance
Misgion, 25 Febrawry 2013
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Q“...O......Qlo'l . S8 0P eroeenossspncsensasen
T was doing and whether he had violated policies or regulations reliéd”on T
explanations or on other officials involved in the matter because they did not fully understand the
technical defajls of ———Jproject.

AR

86-36

L.

-r.

~{SHREL) The OIG found that. eved 1] was truly unaware that he had rasked
and collected US and whether or not his management or oflicials

o respoos-bk for intelligence oversight directed 10§00 his projgct due 10 nan.complian
activity, I——J acted with reckless disregard of the regulations, policies, and procedures that’ """ ™ * ©
govern the use “of the SIGINT system when he started his project.and continued to work on it,

Ib) {3}
&) s

9w

FE9E "Tre=(EN (D

-(G“SWRB&) Until told to stop by someone with the authority to do so.

.-

- e

ML

....0.'..0.".‘
csuee

DR

ATPSHSHREE) T i an cxperienced analyst who has chdea more than
RPRY E{: wuts himsell as the longest-servi Im the Jatelligence Community,
: cknowledged o the O that he P jig with his projectin a “kindrof = » 120 ¢

[y the] seat of the pants™ mode and that Ris project wed somewhat dansqus andunkown'  _e°"°
Jemitory. He said that he had not trained anyoné cls,c.on the <echiduies of his project becwse he
.+ did not want anyonc tq end xmlqumﬁe: I¥ Tt ‘was determined that the project was not, «
+" appropriate. Y gokndwiedged that be needed guidance [
R ! | e 2isp €0ld the OIG that his pmjoct may sokbewoith Jocumh-ih exccpn “as a bad
oK. choigqpijodynem." s T A R .t

.
PR LD~

—FSHSHAREE) Based on his technical knowledge,” expemnce. and self-awareness that his
project was, at minimum, questionable, C————"Ywas careless and exercised poor judgment
when he started his project without having his project officially and completely vetted through
his management chain and the Agency offices responsible for oversight of such activities, such
us SV and OGC,

(U) Well now ! know better. | also have NO intention of getting involved in this again. Period,

w4

I

(B) () -30 WX U

(b)) (2)-18 BEC T2
Er e -r.L.

S EPS]

'ra-lL) 9

S
of *, hy

€6L D8N 31-IC2 19

.
.
.
998
1) 2808 260 g6« () 9

{-S#SHRGHNO one cxploued" anything inentionally.

P T

-GSMSL)’Akhough T conténds that his acuv'itv was complian: and he did
not task Ur$. sekectors or callect USP Jthe OIG found that C=———-Yhad

tasked and wilected on USP] b—=ﬁ X L an.apslyss with gyiengive | S ses,
experience in and trained on the use of and rules pertaming to the

SIGINT system, knew or should have known that his taskings resulted in or were likely to result

sl 9

‘4=t 1)

”"-58 1

FOPSECREFASHNOFORN
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in the interception of communications 1 or from Uﬁhl:}mdumt the requisite prior

approvals. 5
' m&l 2’

X .1-_-'_ilns activities resulted in, onwete reasonably hkcly to resuit in, lhe .
s .« unauthogzed collkection of communjcakons 10 or from USPs or persons in the United States, or-
«.’+ both The preponderance of the évidence supports the conclusion that, by doing so, o] *.
ox | olated the classifNed annex of DoD Regulation $240.1-R, Procedures Governing the Activities *
by oL DoD Intelligence Components that Affect United States Persons, NSA/CSS Policy 1-23, and *oks

;.,' . . United States Signals Intelligence Directive (USSID) SP0018, Legal Compliance and U.S.
Mimmfrodonmu“"'""""""""""""""""

-trw IMO not substantiated: there are no facts here that identify any USP. number s:

.. sespnEB®PEsEe .Oolo.lu‘a--u
.
.

~EFSUSUREL) In addition, T violated the United States Signals Intelligence
Dircctive (USSID) SPO019, NSA/CSS Signaly Imdbgtnce Directorate - Oversight and

Comphamr Policy, when he carelessly performed activities likely 1o angd regrieye Ugited s « « o+ » it

$C-30

5 9

G

(g)

°”®(©-29 ‘28

b)) (31~2180 TSC THN
iB] {3) -850 UeC M24¢)

)il
B3 Tk

communications. T alsh Violsted USSID DA3S1I, Dag. + ** *
Tow donsgemen »whon bol o e ' i o’

v
e w® .

W) Also not substantiated. | el 1.

1‘1’&‘8}‘3@: Finally, the derance of the evidence su the conclusien that

and USSID SPID1T when he . ed

» collection that resulted drwag Bly Tikely 10 result in the unauthorized soliection of
" communications 10 of from 2
', —tSFSEREE) | repuat, were knowmngly or sientionally jargeted, | am nol sure
*  how these Conclusions are supposed to read, but | found this heavy oh conclusion based
> apparently on hearsay with no real examples 1o back up the mos] demning staternents.

uwreuo: The overarshiag o thoriliclm— nolﬂnﬁ ate Executive Ovder (EQ) 12333, Uinined Saves farelfigence
Aa.w’bé wrl !ﬁv‘nmlof Defewse (Do) Dicective $24).01, Od)kw‘bgm Actieiies
Ty
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% 4

(v (3)

Ab=30

-4,

L) (3) -

From:

To:

Subject: _+ " (L) soes 3 of 4

Date: , +* Tuesday, July 30, 2013 10:04:26 AM

-
.

Classification: *ePseeét-ﬂmmeFeﬁu—

i tion from! ;!t_h_ag prompted
what was going on

.........This.is the informa

me to take a close look at

had tried to ge to
stop doing it, but at that point nobody .over#here realized| W
| figured that out later m‘the day. - 5
__-____--—-_----_-:::::_J~“_-_____:%;_ : E
(U/FEHO) e >
b1} :
(B {3)~18 USC 798 .
&) (3)=50 vsC 3024(1) '.
D) (3)=r.L. §6<38 e
l’t:ml:< o :
Sent: March 1 13 10:24 AM 3
To: . .
s?bjoa.1~ FW: (U)=_| a
L ] ..
.Classification: TOP-SECRETHSHRECTOUSA FVEY- vy
I will senc a few more emails with the same Subject.
' itrovol-
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Unclassified fForOfficiat-se-Oniy—

r.L. 66-36

I (0) {3)«P,.L. 86-1€

LT PPN r
s e AN . -...0.-’-.'. . X
3

by {3)
(b) {6)

THS#SH4=E) How is my allegation purely hypothetical 7] ]

LI 2
€EEE
-|'.' ~
™ i
.
es o 0®?”® oA :'n;,-:f:
(CYSEYREE) You are correct that “anything anyone does withl _————————Jcan have that Tww
impact” but our duty is to DO NO HARM. If you want I will inform the ] nar
L land they will be able to tell us the impact, i Y =

(UnFSde)

‘d={g) (q)

!.I".ll'l'.ll.lc..l.J

9i-9&% 1

(UFEUCL.
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'

B) (3)~F.L. 06-36

; (U) My management is aware of what I am doing and why. My

. management is in contact with your branch management, _

Ef —{S//SHRELY Your allegation that I am is bilfew ) ;
~ypothetical. Please show where 233

(U) That is a pretty serious, specific and peréonal 'a'llegation. Anything
anyone does with ican have that impact.
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(2 (3)-r. L, 86~36

(D) (&)

" Unclassified /fFor-Officiat-Use-Onty—

Classification; SECRETH/SH/REL TOUSAFVEY

(UIFOLS)

b) (1)

(b) (2)-18 USC 798

9¢-98 "1°4d-(C}: 1Q)

(b) (3)-50 USC 2024T11)
(b) (3)~-P.L. BE~3E

9E-%§ 'I'd-(£)(Q)

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380701
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From:
To:
Subject: P (U) would you olease check into
Date: Toesday, June 28, 2012 7:04:13 AM Ta
Attachments: 2 | || T
Gassiﬁcaia]:.mﬂﬁ‘frmﬁeﬁm;ﬁ\m b} (3)=P.L. B6~36
.‘. {6) (31=P.L, E6-36 o -
2 () (5) o .
, From: | o .
.° Scn[;_nmmm 21 2013 11:38 AM i 7
3 To; 1 .
s Ced |
g:__\;;g Subject: RE: (U} would you please check into ”
55| Folks,
“ooo | ~tstrstmER) First you need to understand how th have “verified” this |
..'1":..........::fJ‘L..'-o-..ll-oun
Please see attached.
Unclass fiediraeOifen-teo-Gniy-
i --..n--oo....-..'....'lb)|3,;'.:n35'3‘.
! Unclassified/For-Ofhest-tse-Onky- (b} (€]
'3 L+ 3§ s P P 3 3 2 2 3 3 2 1 3+ 3 3 2t 2 3 340 2
-
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e —— — .

.. »Subject: Re: (U) would you please check intp. -

..'
& cnmmqqnmwswﬁeemwneﬁe-uw .
3o giene B0 (5] (3)-P.L. B6-1b
" e, B) (6)
4 =
. Vas thig J1f so,theconcem ratsed by make a little more sense.
1: '....‘....-....-'.'.. ....'.......
;I: .' Thar*s’ ...'..
§ : : l .. '....
T () (1)
(b) (3)-186 UsC 798
.. (2) (3) Sv Uss 302441
I (b) (3)-P.L. 656~136
S1am working with his management to determine what happened and . .
_°>M1erﬂtsisannrddentforj:0 the service I would say if it~ -
‘. > '.. B
% >Sopiswbeanlmdemb&&_mg_@]:lookm'ardm
» % Wite response you get bagk fromi. = °
:::'fﬁ{”j:euu----'
- >

(3} -P.L.

"

z.:..':?-' LI —

..‘z..>‘gf(.)ﬂ\"n ||

o 3 . 0, 2013 12:07 PM

o’ m.'--.....'..
LI .’ ° ®e s
8 'Gasjﬁcation. q:n (3)=?.L, 86-36
) in)

>1 gotU office msg, says he's out until Friday. Is there
> anyone else m who can describe what happened and whether it

> mersits an incident report? On the face of it appears it does.
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‘ >
Ny > *Fromi |
. 2 *Seit:* Wednesday, March 20, 2013 11: 36 AM

86-3€

by (3)~P.L.

>

> Let*sgettooethertocfauss When are you free?

...'.>

—-"-!-l'* ﬂl PR 2
>
;;ect'k? iU)wwldyou;mzchecklrm

& > ‘Classmcatton WW

(3) ()
(€)@

Be-2¢

(L) {3) =P, 0,

vWevVYVYYVVYVYVYVYVYYV VY

> *Subject:* (U) would you please chedk into
>

I R L I I L L B L R

> Classification " TOP-SECRET /ST RECTO-HSA- P E—

2
g

ﬁﬁ
¥

% Sé
g-
=4
3

13- (5) (Q)

24

20-20

#6L 283 #1~(£) (q)

(¥ r20€ 2850 05-(%) (Q)

(n Q)
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> [ appreciate the assist.
>

——1

.
> “t&‘l'll‘tﬂ‘l&"“*“".Ittaiﬁl.‘OGCCOOIOOOOOGOIIO"

.
.
-

VY-V V-V V-
.
-

-
B e
anl B~ .
.. L4

> o... o..
:OastﬂedBV:E

>Der‘iVMFm:NSNC$Ml-SZ ...."..'Oo... R R '-.‘

>
> Dated: 20070108 ey

faon
..

-
l'.s

>

> Dedassify On: 20380301

>

> (lassification: “FOP-SECRETSITRECTOUSATVEY—

> P S N R R R N S N RN R BB R R R B B B L B T L
L —

> *Derived From: NSAJCSSM 1-52+

9t-95 "1Ta-(g) (@

>
> *Dated: 20070108* 5 OO

>
> *Dedlassify On: 20380301 e
:‘U e ® %

> *Derived From: NSA/CSSM 1-52+4
>

> *Dated: 20070108
>

> *Dedlassify On: 20380301*

>

>

> *Classification: FOP-SECREFHEOMINFHRELTO-USA-FVEY-S

>
>

>

DERIVED FROM: NSA/CSS 1-52
DATED: 08 January 2007
DECLASSIFY ON: 20320108

Classification: TOP-SECREHHEOMINT/RETO-USA- R
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Qessified By

Derived From: NSA/CSSM 1-52
Dated: 20070108

Dedassify On: 20350301

Qassification: FOP-SEERETHEOMINTHRELTO-USAAUS CAN, GBR—

(B) (3)-P.L. B6-36
tb) (€)
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NI R (b) [3)-P.L. 856-36
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R6-36

(b)) (3)=-P_L.

..'......lb
From:
To:
Ce:

. o Subject: RE: (U] IG Investigabion - Request for interview
Oafes * * = « « o Jhprpdoy, May 30, 2013 10:44:15 AM

Attachments:

s *

Classification:

"_ June 20 works for me.

I've attached a couple emails ooncoml'q this subject for you to read. One contains a draft

ré-iTl @

SE~98

of an emall | was going to send tof Jwho is thel e b A Ak
= > | never did send i as | was waiting on a response from Hsincelmenﬁoned
o . her name and a conversation we had about this subjed. js the |
b *  The draft is part of an email chain on the subject. The sepond sttachmént tontains a POE , © .
3 . file with an emal bstween myse!f[Jand I T o
- 2:p. .0 VAN ReEE 6.0 0 9N .80 PRI L DL o." > .o 5o
£ saensr® il eeat R S
Su . | did retay the ccnversation | had g‘ to owr-andiysfs. who were still ndt’ happy with
=3 * the results, | tokd them that since was th that | would defer to her.
— - 1do see the argumant thall  Imakes (PDF) and understand it, however, I'm not sure | would
** ™ usé hé same process thel] lis using. My main concem was| '-
{b) {1}
b} (31 =18 UsC 798
(U”' Stifij :.bl {3)-50 L‘;g 024 ()
{b) {3)=2.L. 36-36
“e - Fromil l
¢ Sent: Wednesday, May 29, 2013 2:41 PM
o To:
3 Cc:

« Slbject: RE: (U) IG Investigation - Request for interview
*.Classification: TOP-SECREFHSHRELTO-HUSAVEY—

He IoD

Thark you. I look forward to Lalking with you. | will be TDY 4-14 June. May we go shead and
schedule something for when | return? How does Thu 20 June at 1300 work for you?

Relesss 2022-10
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in the meantime, if you have any emails that you believe would be pertinent Lo this aclivily, please
forward them to me, | understand that at some point you may have been preparing a summary of
the issue (| believe to submit to ) but it was never completed/sent. if you still have that craft and

- * think it would be l"cI:Jlul for me to read ahead of time, please forward that as well, If you have time

:J;' to prepare a simple timeline of the events and any actions taken, that may also be helpful to our

3 investigation.

':'3 Al<o, | have askc.di Jan Evaluator from the KG's Intelligence Oversight Office (D11)

3 to participate in our meeting. She is fully aware of the investigation and allegations made thus far.
,o ] ?iease mclode‘Eon any other emai's you send to me regarding this matter.

** *Again, thank you ]

VK.

lml |
* Senor Ievestigator

WISAICSS OIG, Office of Investigabons, D14

**PRIVACY SENSITIVE - any misuse or unauthorized disclosure may lead to disciplinary

action**

e = 2 = NPT e

To:|'

L : RE: - Request for interview
/ Classification: TOP-SECRETH#SHRELTO-USATTVEY-
...'

g ) s
- FFSHSEFRIFO-U5AYEY) | have been privy to this situation and can certainly
A answer any guestions you have. Unfortunately, I will be out of town on Friday and
T [ am also on leave Tuesday June 4. Any other day would be fine.
3 =

*. (UfFOUE—
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86~36

(by {3)=P.L.

L. BE-36

(b} 43)-P
(b)Y 16)

Y e )

5 44 PM

Tos

Sﬁﬁjed: {U) IG Investigation - Request for interview

(b))

{b) (3)~18 USC 7138
Classiﬂcation FOP-SECRETHSHREETOUSATTVEY | 0y -0 ver 102a0s)
Le-8:0 s e s e (B) 13)-7F.1, Bb-36

Good afternoonl______] L :

TFSHSEREE-TOHSAFVYEY) The Office of the Inspector General receumd an allegauon

that has been tasking| ]
. T has

Jeen alleged that:docs not have a foreign intelligence purpose for conductmg this

R collo;cmn and that an 10 incident report has not been filed regarding this alleged activity.

(UAFOEO) It is my understanding that you, as the | Jand 100, may
have information regarding this matter that would be helpful to our inv csnganon Are you
available 10 meet with me on Friday, 31 May at 1000 to discuss further? | wou}d gn.al
appreciate your time and insights on the matter.

9¢-32¢ "1 3-E1 Q)

**PRIVACY SENSITIVE - any misuse or unauthorized disclosure may lead to disciplinary
action**

AREEEETEEE

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380501

Classification: TOP-SECRETH/SHREC TO USATTFVEY—
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Classified By:

Derived From: NSA/CSSM 1-52 .

Dated: 20070108
Declassify On: 20380501

Classification: TOP-SECRETHSHREL TO-USATFVEY—

Classified By:[ | T

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380501

Classification: FoP-SECREFHSHREETFO-USAVEY-—

Classified By |

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380501

Classification: TOP-SECREFHSIHRELTO-USAEVEY.
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From: —L
To: o

1

Subject: FW: (U) Srange tasking osing on o o

Date: Tuescay, June 25, 2013 7.37:18 AN ",

Classification: FOP-SEGRETHRELTOUSAFVEY-

F'om:l . - .}..;.-;vn-o--0-.--.--;‘-...;u"..’ont..--'-:':..:.'
Sent: Tuesday, Apeil 23, 2013 8:57 AM ey z

. 'l =

EI:C_:'.:l m——— PR SAAL TDLTTLCTTTYY TYOR B
| — )
Subject: RE: (U) Strange tasking going on H
Classification: TOP-SECREFHRELFO USAFVEY- oot
This is what was discussed at the 15 April meeting: e " 3 2

B J53'd he would put out meeting notes on the osttéme of the me(-hng-
o ‘whether the compliance assertions were resolved tof—Jsatisfaction, the twe actions for

Dbelow lfDd id not put out the meeting notes, it would be in [——Jbest interests
» " todoso, nthe event this issue comes up again in the future
Al

::. .-;‘.H -.‘,....-...----.....o-.....--.l.n

° ~mon
. o B et
. TR
\7’- 3. Do write an Information SPI and 3 new SOP describing its procedures, how it does its e ; ;
o work, where it puts its data, and how oversight and compliance are conducted. The SPF is to x 88
- 4 P whB e iR ad. P rodg A aatondl Jaiso suggested it include a warning to go & E 2
— 'S
x out to the workfmcel | -
™~ -~
< o 8
o b 7
%' .
e : ! -
2 2 .A
* Prem:| |

$‘|'$' : Tuesday, April 23, 2013 8:33 AM
« To:.
i&‘ J

Subject: RE: (U) Strange tasking going on

Release 2022-10
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Classification: TOP-SECRET/RELTO USAFVEY

1

sl eeeeWeq. . ... Jand-myself) did mest with the{:folks to dnscuss their
concerns. | believe that everyone agreed that there

E6~36

be done to close this out. One of those things is[— o

(b) (3)=-P.L.

li i ‘
ime butl _____Istill had a little concemn about
oo dess L As["Jstated in her email on this su;f; ;iere B sb:; some :ean up :o :

........... 3. -

:
-
—

98-58 'TTa-EH Q)

"I
S

. tel . Trithiully | Ravent tracked that too closely since it was af
. not obmpliance issue and__Jseemed like he had a handle on that.

>
D
’

'o o’
- .
.

v

[N

v

-

: Have you meet with

-
.

% UHFOUO)

yet? If so, could you provide us an update.

From:|

Seht: N 2013 12:51 PM

To:

Cc:

]
Subject: RE: (U) Strange tasking going on

Classification: TOP-SECRETHRELTOUSA FVEY

' wi—]

W) (J)=-F.L.

B6-3%

-..l'IODOIIOOIQIIOQDOI0.. --------

g.l.'..
1

. 2 41 13 1:57 PM
* To:
] |

Subject: RE: (U) Strrange tasking going on

Release 2022-10
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]
At teday’s meeting between ] there were repeated statements made by the L]

analysts that they wwgmf given an opportunity to respond te the assertions that were made abowt
their work, Itis ugdéar what they were referring to 2s their management and compliance officer X
were oc’c gedll status messages; at any time someone fromfTTJhad the opportunity to have said *

(or benér'vet documented) “here is the real situation.” That did not dccyr

*" lwill no longer be documenting status messages fof__Jas issues arise, as in the'emails below. In
gﬁw:ll be sent directly \D‘O! respofise. My .

-
L B
the fut.:re any |ssues that arise corcemm
attempt to provide status messages was a way to ensure all perscnnel were on the same pagc' f.or

the short term, and to document the situation and way of doing business, for the long term Yites, .

"' khaviedpe base): iil take on that obligation for their issues
At the end of today’s meeting | was asked 1o capture the meeting notes and actions. | declined as |

o S |Gy W T

‘e ,-haw: dope enough documentation on this issue. | said either
saldhe Whole but singe .thg actions fall ontcgl would suggest it might have been in
that the compliance concerns were largely

e lt,
« your best intérbst i1q control the message tor
§ and thatmw_l {qo;qrqept ns Jprocedures anc plans
falert 1ot hel I

e~y

(5) 12} -F.L. B8€-36

9c-9¢

dipelicrated (except lor[
Jin an Information SPF between |

fori
workforce to be determined),

. ! From:
s o m- —
e To ]
(b) (1)
(b) (3)=1%¥ USC 98

. ST
Sbbject: FW: (U) Strange tasking going on
(o) () =40 use 302441
I A6-38

" " Classification; TOP-SECRETHREETOUSAFVEY-
(BY(3)=P. L.

‘.
v ]
you'll see thatl___Jhas sent out a meeting invite to discuss thef
Jand| | please do,

would assume you would like to invite]
..'.'t:....‘..l..l..l‘.ll!'--
o]: There is more history from March relating to discussions

L LR [

Below are the emalls | sent t
betwer-nDanle haven't included here but can be discussed at the meeting.
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Dyou would probably be interested in attending as well. Monday, April 15, 2013 10:00 AM-
» 11:30 AM,’ |

I' e

ol UE San

8 From:

) Sent: Thursday, Apel 11, 2013 6:52 AN

“~  Subject;'RE; (U) Strange tasking going on
.. Classification. FOP-SE@REFHRELCFO-USAFVEY-

BR = e
Canvyou please set up a meeting with] o . _Jfolks, either today or tomorrow or next
weeks as there are two issues that need to be rescived here. If yey would like to hold a pre-meeting
first tho ensure we're all on the same page before meeting with| JVIl defer

@ ta you on that

. T fi IR o > - r . ot

3 | Thefistisue is the compance conceras st epiessed phland nowl As outlined below,

& they are 1) that the

B

..
A 8 2 2 23 8 2 A 8 S B S 8 0 5 8 5 8 9 8 0 8 0 80 080 T e

L__J if it is determined none of this is happening, and collection can continue, then we can

move on the second issue.

The second issue is|

answered.
1
-
2. What were the reasons|

a-(f) (a)

.-
-

9¢€-5¢
13Z20C J80 p&~(g) [a)

]ﬁu_; following questions need’td be’ * .

»

~ Jand when was that decided?

Relense 202210
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.
s

H6-35

L.,

(D) {3) =¥

06-3¢6

P.L,

(by 13}

‘e

Let me know if you are ready tc meet internally or if you are going to go ahead with the meeting
with""] The folks who have offcred to meet with you are on the addressee list on the April
0972013 1:13 PM email below.

| Jthought you might have some insight into this, | can give you a call if vou
rieed more background

Thanks,

t: FW: (U) Strange tasking going on

. Clessification: TOP SECRET/REL TOUSAFVEY

-~

e ®*® v 2
YLl 32
{ | has concerns about] pee below, | called

' vhim, and he added in further concerns while we were talking. Could you please arrange a meeting
with your folks and his to discuss some of these issues?

Reloasa 2022-10
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I | Can you please plan your responses 1o these concerns/fissues, as they will

v

-l

(3)=-2.

h)

-
—
'
o
©
o3
o .
.
™
o~
L
-
. -
»
.
- "
-
o
|
w
w0
.
-

oy Ny

Il‘(e'vcomeupag:nn’ llloc--n.n.-t..llou-.ooulo--o-.............'-

@.t read your SOP it lcoks Iike it went only tof~for coordination, not outside tof =3 i think it

A A R gy g g e -‘-‘-‘u‘.‘l"‘." .. 4 L L )

should'be yeviewed Ragticularly the":folk_s. As a matter of course, most SPFs should
be coordinated both inside and cutside o(Dto ensure all agree with what is being propesed. |
aiso didn't see a date on it - was it previously written and coordinated or is it a new SOP?

Tknow tha and §___Jhave said they have no remaining concerns following your

COR TR DA T ‘-‘n‘o‘.'-’ N

scussions with them.” Howeve?, aT) still does, | think 2 discussion is in order to make sure
everyone is on the same page.

Thanks,

—

From: |
(Gesday, Ao 05 2013 113 PH

Subject: RE: (U) Strange tasking going on

Classification: TOP-SECRETHREC TOUSAFYEY—

The concern | have, irrespective of how | learned of the issue, is that there is at least the appearance «

(if not the lact)l l
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 —

. (UpFeUe)

M:!
+." Sent: Thursday, April 04, 2013 3:36 PM

.' . e | | |

.
v

\‘l‘..:
Cc:

Sh-38

 ** * ‘Subject: RE: (U) Strange tasking 0oing on

Classification: TOP-SECRETH/RE-TFOUSAFVEY-

""}:',mli‘%" LY "checked with the T fotks [ |

(b)Y (3)=p.!

" el ® g Y8 o
Sl TA S B o
. bl 2 - A A R I RN
.~ . * . ® o,
* s ® e,
.
.

Agree withl v 3 that this particular ou'!r'eéch-tomwa:- not part of the agreed-upon process in
our discussions with[__Jon this ongoing issue, and thaf[—Jis having some internal discussions
related (o that

/

: ="
:;; Subject. RE: (U) Strange tasking going on
.. Classification: FOP-SECRET/RELTOUSA, FVEY
Dwas at my desk as | returned fromD(his maorning and | pointed him to As he described
Refease 2022-10

NSA 22071

b - CR PR L))
(1) ()

(TIRZOC 260 05~ (£) Q)
f 8= (E) ()

S5€-98
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(B} ¢3)~P.L. BE-3%

the situation (a (,:)jl.]e:’fl.un explzined :hatD has been working with th'e.f:SIk'sTnD and
interacting son'e with th olks, such that she is fully aware of the situation. Also mentioned
thatT_Jhas put together a new/replacement SOP for their activities and that during discussions on

Friday, that included! |‘ TUTT
I O
. Pl
| know that within[__Jthose who are aware of this situation are conducting some interna | S 53
discussions as tprwhom and how they should reach cut with this type of concern. | consider that this P
weow
particular rc:nc% outt as not a part of that process e 4
Thanke'  .+' ‘
‘:‘.
.- =
c;-. SAARL AL L LE AL L)
? From: [ J
o W PM
a To: ]
55 Cc: ___l
ect: FW: (U) Stange tasking going on
Classification: FOP-SECRETHRELTO USAFVEY
Good Afterrcon:
2 Before he had left for the day -[ ] had asked us to confirm that[ X
: — 5555
3 Goor
v A
: ¢ : o
P~ we are going to cansider this action closed. O®
: LA I L R L R I S T . E g
3 :f 2o
+ » . JRegards, wSw
. i o @

Roicase 2022410
NSA 22072
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(UiFeue)|

L *

86-3

W 13)-P.L.

From: [ ]
. ?g:\t': Thursday, Apeil 04, 2013 1:42 PM

...‘ .

(b

© UpFeueT

= | ... Subject: RE: (U) Strange tasking going on
"+ Classification; TOP-SECRETHRECTOUSATFVEY
Hil ]
Thanks! .
R
® 5 IR R R R R L R R ) '.
5 O — ' D .
. < Sent: Thursday, April 04, 2013 12:40 PM .
~.. o-;.:"l |
w ¢ 1.
3 Ce: ]
v Subject: RF: (U) Srange Lasking going on
3 Classification: TOP-SECREFRELTO-USAAUS-CAN-GBR-NZt—

mthanksleer). Myou need mare info, you san, check with o) oo rgw in L as the

. | Jis supposed to know about this_but | don’t think she’s sufficiently aware of the

Releose 2022-1C
NSA 22072
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; ey, S padind =
w%", " "Sent: Thursday, April 04, 2013 12:39 PM

- e H | ]
% Cet ]
;‘. L « « * * Subject: RE: (U) Strange tasking going on
; Classification: FOP-SECREHRELTOUSA-AUSCAN GBRNZt-
< "7 We'will research thisimmediately
" v/,
. (UIIFEUe) | |
. - J
.... (U -
X From: [ e———:
w7 Sent: Thursday, April 04, 2013 12:33 PM
a To: 1
g x @ . CC: ]
d.l..q‘
T pct: (U) Strange tasking going on
* Classification: TOB SECRE Bl 10 HSA, ALS. GAN—GBR—ME— () (1}
Yo (b) {3} =18 USC 798
.o e . b3} -r.L. €6-~3€ (b)Y {31~5D0 £8C 3C244¢4)
* Guys, N A (b} {6} (b) {3}=P. L. $6-36

I orought to my attention that apparently, there's somel]

Redaasa 2022.10
NSA 22074
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36

85

| spoke wi’.?’ Im see if she knew about this and she did}

by (3)~P.L

So, can you check

“1°4-1£) (Q)

YZ0£ 285 06-() ()
280 §1-(¢) (q)

9g-58

F6L

(%)

(1) (q)

I'm leavirg very soon for the weekend, dut I'd like you guys to check into this and {oll'o:.v Jp.D\BS
1 Jrhere is a way <o do
this compliantly. | just den’t know if that’s already been put together and it’s worth locking into and
mazking sure we have some docurnentation on it

Thanks a bunch,

E (b) (3)-F.L. B6-36
.a i) (v)

Derived From: NSAJCSSM 1-52
Dated: 20070108
Declassify On: 20380401
Classification: FOP-SECRETH/REL TO-USAAUSCANGBRNZ:

Classified By} --.!

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401

Classification: TOP-SEFERFHARELTFO-USAFVEY.

Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401

Release 2022-10
NSA 22076
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Classification: TOP-SECRET/REL TO USA; FVEY
Classified By:
Derived From: NSA/CSSM 1-52 -
Dated: 20070108
Declassify On: 20380401

Classification: TOP-SECRET/RECTOUSATFVEY

Classified By:
Derived From: NSA/ICSSM 1-52
Dated: 20070108
Declassify On: 20380401

Classification: FOP-SECREFHREETO-USAFVEY
Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401

Classification: FOP-SECREFHHRELTCUSA FVEY
Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401

Classification; TOP-SECREFHRELTO-USARVEY.

Redease 202210
NSA 220748
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APPENDIX C7
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| O O

s

From: | -- ]
Sent: Monday, April 15, 2013'%17 AM ~ *.

To: e Te

Subject: RE: (U} Strange tasking going on e .. Mg

Classification: TOP-SECREFHREEFO-USATFVEY- REChe. 2 : o
All, i o
E_ig on sick leave today. .

** Note: If you are sending me large files, pls don't email them as an attachment. Instead, pls place
them in my drop-box at:

e ® 8 4 S 8 P I P S8 S e e RSN ST Eete e

From:] --I...........

Sent: 42 AM Y w280 4
To: =iy
Subject: FW: (U) Strange tasking going on

"M'é~-(C! Q)

9t-98

Classification: TOP-SECRET/RELTOUSAFVEY e e e A S S SN SN B
You'll see that——Jhas sent out 3 meeting invite to discuss thef o | 1 would assume you +
would like to invite] |please do. ,° 3

Below are the emails | sent td ] There is more history from March relating to discussions between i
haven't included here but can be disclissgd at the meetiog.

| ] you would probably be interested in att.ehng as well. Monday, April 15, 2013 10.00 AM-11:30 AMD

‘O.o.o.u.o.-.-'..v‘n.-.o.-.-.n'-'f.-.‘.‘d.: esan s
ze (£) (3) =P . L, 36~36 [
D. PP P B o X . B W2 T N e,
() {1) . ‘
fbj/(”-}’.l 1.75(_: v‘i”:‘ 1 . | 14
gt adon Fu i Roha:SA?O?zzl’o-lg
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P reo s s os e
by 13)~P. L, #6-36

me: L l‘ 22 . o' < * ."...-. : : : = . X
Sent: Thursday, April 11, 2013 6:52 AM  » s, b S . :
TO: . . —l
Subject: RE: (U) Strange tasking going on. .,-" 5. .
Classrﬁcabon"feP'SEeRE’fﬂREt-'Fe-USA—FVE‘(— S :

| | N g .

ltolks either today oftlomorrow Or next weex, as there are

Can you please set up a meeting with]
to ensure we're all on the

two issues that need to be resclved here. If you would kke to hold § pre- meeting first in
same page before meeting with [ ¥ defer to you on that. .'

The first issue is the compliance concerns first expressed byuand nov{:I As outlined below, they are 1) that the

ITitis determined none of this is happening, and collection can continue, then we can move on the second

Issue.
The second issue is| vy ] The following questions need to be answered:
1. ve .l .0 5 :

-

e %,
v e
.

PTHRTTRNET TS s sereesds,

(B (X
(b) (3)-18 vaC 998
CEE I L I.I L I OD)IS) 5: U:;: :1!:';“:53
2. What were the reasons for] Jand when was that decided? (b (3)-P.L. 96-36
3.
The

Let me know if you are regdy to meet internally or if you are going to go ahead with the meeting with
folks who have offered to meet with you are on the adcressee list on the April 03, 2013 1:13 PM emau below.

| H Jthought you might have some insight into this, | can give you & call if you need maore
background. "'"\\\\\\ss\sssssussussu~.-----......__ -
(bF{3)~P.L. H4-306
Thanks,
2
Roloasa 2022-10

NSA 22079



) — e
..'-I'.'.I.....'.....
L LI ..O'C..'..l...'...I‘..l.~.l
By 43P, L, 8E-25

! .o..:’ :.'
.;?33‘.0..0’ A
.+ 1% :: v “'i‘ .:;p : :
¢ 02 .J"A_! .."‘ o:' : .,
- " . - g —~ . .. " e e
From:[ e S Pl . .
| /S.nf; Tuesday, April 09, 2013 3:39 P13 e - x P
To: o’ AN . - |
.. .
T |

".'
Cc: T, "
Subject: FW: range tasking going do * T :
RS e {54
o8 "... (L1 4(31~18 LSC 798
B} (3)-50 USC 3024 (i)
N {B) (3)-P.L. B6-35

Classification: TOP-SECRETHRELFO-USAFVEY
. % e CRUR . Y

i ihas concerns aboutl____*+.*° —J see below. | ealled him, and he added in  ».
further concerns while we were talking. Could.ypu please arrange a meeting with your folks and his to discuss some of - *
these issues? (Sele L% e

[ —— i Can you please plan your responses to these concerns/issues, as they will likely come up

again. " Lt

[ 1 read your SOP -it looks fike it went only tol 3 for coordination, not outside to ¥ | think it should be reviewed
folks. As a matter of course, most SPFs should be coordinated both inside and outside

is being propased. 1also didn’t see a date on it - was it previously written and

by ] perticularly the
of to ensure all agree with what

coordinated or is it 4 new SOP?

I know that [ Iapc C—Jhave said they have no remaining concerns following your discussions with them
However, as[]still does, | thinka djscdssipi ds in] order to make sure everyone is on the same page,

* e e,
.0-......:.".’t
v .

() (3)-P.L. 85-36

Thanks,

3
Release 202210
NSA 22080
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From:|

Sent: Tucsday, April 09, 2013 1:13 PM
Toq

'E;;rlllllllli==llllllll4, S I "

1
Subject: RE: (U) Strange tasking going on '

v 1 .
Classification.<FOP-SECREF/RELTOUSA FVEY—

{b) (3)-P.L.
N R R R

86-36

The concern | have, irrespective of how | learned of the issue, is that there is at least the appearance (if not the fac@

D‘n. (e 41)
N S (&) (3)=18 USC 73R
L N S (&) 43}~-%0 V3T 3024(1)
(UM‘ LY 2ra (b} 4,;-9_.’., LR
P T o..o . ...I " .o th) (2 -P.L, B6-36
M Oa: “"."...
From:[ | SRR
\/ Sent: Thursday, April 04, 2013 3:36 PM e B
" Yo =
1

T LR e -
Ce:f
[_

Subject: RE: (U) Strange tasking going on

ClassificationFOR-SEGRETHRELTOUSATVEY .|
1 thanks T | checked with the [ folks and they "
l .o 9 2 T ey A " 3 l

Agree w«thE:

|
that this par;

iCutar ou.tfeadl.xqmwés'm( part of the agreed-upon process in our discussions with
Dpp this ongoing iSsbe, end.tha.t.m,is' having sqirpidtgmal.dt‘smss.mns related to that.

- . .
. . . -
.. ...'. . '0'...'. .U.::‘.:'
.. *ee, et 3%,
- L - ]
. S o0 0004 ® e, LT TR
. 8 a ® o s Q" P a0
L I . ...'_-...’.-\O
-

(B (3)~pP. L. R6-36
L seasceccvscvsssecy n
From:| 1 ..
x Sent: Thursda | PM :
To: ]
4

Relesse 2022-10
NSA 22081
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Cc: —I
| T

LGMMnge tasking going on x :

Classification: TOP-SECRETHRELTO USAFVEY - "

Doolt--o--ol-lll...o--o.--oooo-.-on-o-uou-o--.o.----- {5 {3)-P.L. 86-3¢

s e s e sl .o-co----o--:::::.:.:.:.:'.:,.:...ﬁ.:..zn,'i..*-'\‘-?;"“::?- . 'o
CJwas ot my desk as | (efwned from this momm 3rd’] pointed him l.om / \‘g déscribed the situation (a
contact from Y I explained tha has been working with the Lolks. foEﬂ'm'ld interacting some with the folks,

such that she is fully aware of the situation. Also mentiogadthat

mha's'put loget'her a new/replacement SOP for their

activities and that during discussions on Friday, that'included F~ - ]
| know that within[Jthose who are, awate of this situation, arké concducting some internal discussions as 1o whom and Cz
how they should reach out with thi€ type of concern. | onsider that this particular reach out t was not a partofl »
that process. Rl T . .
<3 _0'. () (1)
Thanks . * e (b {3} -18 USC 798
. (B) (21=50 USC 3024 (L)
«® (L) (J)=P.L. 8636
(B} {2)-2.L. 66~3¢
o’ e :"
From: | Ze '_'. .
Sent: Thursday, April 04, 2013 1:58 PM Mot RN,
Tﬂ: - . - o'
Cc: . a2
- = ]
» WL (U) Strange tasking golng.od'
Y - . (L) (1)
Classification: WW () (3)=18 USC 798
. (b) [3)=32 0S¢ 3024 (1)
* tb) [3)-2.L. 85-35
Good Afternoon [ :
Before he had left for the day -[—"]had asked us to confirm that | S -
= we are going
te consider this action closed, "
Repards, e
u’ l ? . . ° - .
}Oo--n-co-....o.----.o..o.-'f -
1) {31 =P, L, 36-36

5

Rasase 2022-10
NSA 22082
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-~
From: [ ],.::'.Z:’.:‘-'-n-
Sent:

Wecnesday. April 17, 2013 322 % (b) (31 -P. L
To:
Ce:

Sui)joct:

§6-36

RE: (U)

. . o8 (o} (1)
Classification: CONFITENFIALHYREL- TO-USA-AUS-CAN-GBR_NZL (b} (3)-18 DSC 798
PR . ’ y : (2} {3)-S0 VEC 302444}

)3 ~P.L. 86~-36

An interesting and timely question.

-

(U/ff'eﬁel “ . R R EE EEE R EEEEES 4 (b)) (2)=pP.L, B6-36
ol
.t . :.%~-. s
From: l=-'='=i' ias” :
Sent: \7ed ; 50 AM o c
To: ' . x 1
T (0) | &
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(o) L)
. X (b) [3)-13 USC 798
Clawhtnn:wmmm (b) {3}-90 USC 3024 (4}
(by (3] =P L. 86-3¢
L. . -' 4 .:"l
« Can you help with a question on] Lo oy g "
x ¢ Y T e .
. e .' e ‘
" . * -~ . - s
. P . - ,
. o ® - * P ’,
@ - a 4 0. . '
. «* ® . . L4
- e . ® a~e "
. - n ™ o
:: oL * - . = O
i | e— Y . aiiie -
" | "Suggest a conversdtion v_vigh: to pick his brain on =2 . |
1 bérhiaps he has some handy guidance, as well, ,* . -
’ - - -t
E o. L L
3 - - “
- . 4
-. ¢
- .
0' -
. ® 4
- . -
L - -

none. If there is any documentation you're aware of that addresses|

I would like to meet witp-{»ou to discuss. As | said, | am trying to write guidelines for thef—Jwofkforce, of which there is

| e I'd like to know that as well. I've spoken tolJand they said they don’t do whaflJdoes, and
I've locked at the USSIDS] ] #nd they don’t address the issue. - .
Thanks, Ve . " 2 N
| o easseq (BHI-P.L, E6-36
Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401
Classﬁimﬁon:mgemﬁﬁeﬂ%ﬂt&mmt—
2
Roloase 202210
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< |

From: | K
Tuesday, April 30, 2018 8:13 AM

Sent: )
To: T .

Subject: FW: (U) Strange tasking going on . :

DY 13} =2 L. BE-36

Classification: TOP-SECRETHCOMINTHIREL TO USA FVEY—

See below,| i
your hands to determine the next step, haven't ceen the meeting note i is | gt !
remember from the 15 Apr meeting: a statement whethe:| . % I

Leave itin

.'. {21 (1)
e {p] (2)-18 usSC 798
o’ (1) (3)=50 USC 3024 (L)
o (D) (31 ~-P.%. B6-35
From: L - =
Sent: Juesday, April 30, 2013 7:25 AM - _ ¢ g8 v
To: o’ S P =
cc:‘ .. o. T .
Subject: RE: (U] Strange tgslung gomg g .. T S
Classification: feeseeﬁe#ﬂeemmﬁrw 3 .
e are stil! using] i - d |
The ballis in court te respood to the draft add.work : have not hadeny
response in two weeks, . -
EEEEEREEREEEN (b) (3)=P. L. B&-36
b 2 0 0 4 0 8 4 0 8 0 & s s 8
AR * . %
a®® . e Y
«o’ ~
oo ® . . .
From: | . e
Sent: Tuesday, Apnl 30, 2013 6: \ 2 -

TO{
1 Nt s



(b} (3] -P.L. $6-36
. L :
. . v 7 b
L [ oy :
.0.‘ gL oM § o g
2 s . .'.' o.. ;.’ .'
S e % T :'. .:- 4 ..
From:| J PR ey ‘_-"" . . X
Sent: Monday, April 29 2013aoom St . et. ° s e
To:| > . ® = se V.Y . =
Ccq A-" % " |
[ 1 i o
Subject: RE: (U) Strangetaskmg golngon' '

Classmcauon TUP'SECRE?ﬁREt‘FO'USﬂ'-FVEY

Egood morning , Dd;d meet watmand we got the last of !

As to the documentation

of the process, | sent 2 draft tof T——Jend have not hear back yet.

U/ o606

(U/Fous)

(L) (3)~I\NL. B86-3¢

From:|

Sent: Tuesday, April 23, 2013 8:33AM .« *v .* . 4 .
To: P R T Sz -} .

by (1}
(b) {3} =14 DsC 798
(b} {3} =50 USC 3024¢1)
o} {J)=P.L. BG~36

Ccf

| -

Subject: RE: (U) Strange wsiung going on, * .' :

C!assmcalloh *eP'S‘EeﬁF_"FﬁREHO'bSA—W

-

We

that everyone agreed that there are no compliance issues at thi ti

concern about

subject there is still some clean up 1o be done to close this out. One of th

.

ated in her email bn this .

and.t‘nyself) did meet with themfolks to doscuss their concems, I beue\ge

me EUT

still had 2 little -

-
-
.

cse things is|

Truthfully | haven't tracked that too closely since it was a |

iIssue an

.

and not a compliance

seemed like he had a handle on that.

Release 2022-10
NSA 22088
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"Have yay, meet with Dyet'? If s0, could you provide us an update.

(UHFOUO} ""'-'-'-":--

TEEEEEE R R

(b) (2)-7.L. 86~-3¢

ol . ‘.\.\.0.00 ::
me: A-.-"' l'.-' : 0:'
Sent: Tuesday, Apnl 05, 2013 1:13 PM. + * o S > =
TO:L e —— " < ™ d - lo
Cc:i ___ e . . |
L i o s |
Subject: RE: (U) Strange tasking.going on

Ciassification: F@P-SECREFHREL TO USAFVEY-

—

The concern | have, irrespective of how | learned of the issue, is that there is at least the appearance (if not the fact) ]

LAY D - .\:

R Y.ae 2. m. . by (1
w M = :b:n'?}] 13 UsSC 759
fren (D) (3)-50 USC 3024(1)
[ .+ o] B) (33-P.L. B6-2¢ (B) (3)-P.L. 86-3¢
- .'%' e : :
From: [ | R » ‘ =
Sent: Thursday, April 04, 2013 1:58 PM g~ RN . - -
To: &~ SN . . .
CC: . . - .. : * -
o' » J l .

s FW: nge tasking gomg on ,‘ . 2 2
Classification: ’F@P‘SEGRE:fﬁREt—T&US#—PVE‘Y— . : .
Good Afternoon[ ] e G :
Before he had left for the day :h 3

to consider this action closed.

ad asked us to confirm tha
[ Ewc are going

Release 2022-10
NSA 22087
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Appendix C8
From: n SEE
Sent:

e ——————————
To:

REEETS
Subject:

L L L L I

(2] (3)~P.L. 86-35

"
-
'.
-
-
.
.
..
..
L
-
-
-
‘.
..
.
&
.
0. .
- '.
4 55T
(U 40T s 2 o
el
.
g -
(D) 131 ~P.L. 86«36 S aan
."ll..'.ll.} c"gs;
e o
.-\“- t..og':;
co.‘ . DN
:-.‘ &
A -
— g — - 4 ..::’-,- X =
g L L
.-‘. .' = ‘..
. . . ® :
g ® . - .. :
- . o -
From{ | R ¥ 0
. - - ...
v Sent: Wedn Ma 10: . y i 8-E
To: .‘ .o ....‘
c - 3
Sub

rmc.wqous and questionable
Classificatidri’ TOP-SECRET/STRECTO USA—FrEYy-

T

Bk

*e s s4a,

*® s,
—— e — .'....
RN

(b) (3)-F.L. 8€=34

Redeass 202210
NSA 22088
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8616

{&] (3)-P.L.

. From: ]
: Sent. Nedestay, March 22,2013 1010 432
x To:[* |
. [ |
. 2%”“,;‘ : RE: (U) Erroneous and questionable[™ j
- Llassification: TOF SECRET/SHREFOUSATFYEY
- J" ’ " .
- J -
. a v -
* L »
. Fl .
. l '. - 2
! 5
e Te .
g8t g
AT E' Pl —
N \f e Ne]
« " 1w oes
. Fgl-
¥ - (WPouor [
v Feom e i .
. VSint: Wednesday, March 27, 2013 9:22 AM N, Skt %
o TO . . .
L Ca ks Y
* Subject: (U) Erroneous and questionabie [ l .
. Classification: fep@ﬁeﬁf‘ﬁ"ﬁﬁﬁﬁw X
|

5 Kere is an example of what not 1o de when you "Haven't a clue what's going on”. The belaw screen
shots shows

Release 2022.10
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) 11}
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N

(r

c 198
(1) {3r=5C UST 30241(1)
86-36

(b) {3)~P.L.

(bj {2)~1% ©US

(b) (3}=P.L. RE~36

Classified By: :

Derived From: NSA/CSSM 1-52 -
Dated: 20070108 -

Declassify On: 20380301 -

Classification: TOP-SECRETHREC TO USA FVEY—

Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108

Ralcase 2022-10
NSA 22081
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APPENDIX D1

Approved for Release by NSA on 30 Scptember 2022, FOIA Case § 85643 Litlgation
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From;
ol '—? 6
MM U) Follow on .. . L e e e - (b) (3)~18 USC 738
Date: = = ™ 0341 P e "o (b) (3)=50 USC 302444)
] H : . (b) 3)-P.L. 86-36
Attachments: .
i -

Classification: SECRETHREL-TOUSATVEY- | 7 .
Per your request, my comments from today in writing,

If | can be of any further help, please let me know. i S

o-.n..n--a-co--.ooo.o--a..-l-on--oa ------- (2) (3)=P,1.. E6-35

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20381101

Classffication: SECRETHREL FO-USAFVEY—

Reloase 2022-10
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From:

To:

Subject: (ULAFW: (U) Wew tasking relessed® * « ;
Date:

pecday, Srla 39: 2016 1:19:31 pM 2L
Attachmants: *

(B} (3)-P.L. 86-26

25-36

(B (31 =F.L.

Fmorn:|447 - “- s s s e : : : - : 2 : : CRtAS
Sent: Friday, Novermber 22, 2013 1130 AM _ . ., .=+ " "
To:
Cc:
Subject: RE: (U) New tasking released
Classification: TOP-SECRETHSHNOFORN
{p) (1)
(&) (3)-18 Usc 798
3 (b) (3] ~50 USC 3024 (1)
.t (L) {I}-2.L. BE-26
Fn;n‘sz — A . : g
..... T . .
Subject: FW: (U) New tasking released .
-, Classification: TOP-SECREFHSHNOFORN— 3 :
During our meeting today, we shared the attached] Ithat had not vet been
approved. It has since been approved. We would greatly a

regarding this tasking, Specifically,

reciate your review and fccdbaqk

Other information provided to the OIG regarding this tasking:

Redease 202210
N3A 22095
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(Usrera) [ I |
Sapior Iuveshigator iR o, SR SO
NSA/CSS OIG, Office of lnvaﬁgmim,.l).l'l. T R

"*PRIVACY SENSITIVE — any misuse or unzuthorized disclosure may'.‘e,

action™*

I (3)-P.L, B6-35

Classification: FOP-SECREFHSHNOFORN-

(b))

(L) (3)-18 U3 798

() (3)-55 UvSC 3C24(L)
b} (3)~-P.L, #6-36

ad to disciplinary

Classified By:[ ]

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20400601

Classification: TOP-SECRETHSHNOFORN-

Reiease 202210
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Frome

‘of R L L

Ca B {3)-P. L, B6-325
Subjoct; RE:(UH-MMC!S!MW -

Date: Friday, Novambe 22, 2013 3:44:34 PM saa 8’

Classification: TOP-SECREF/SHNOFORN-

l;, 44] by (1)

Of these series of 4 emails, | have only gotten through #1 of 4

itis not an SOP. It is an unsigned SPF that lays out all the procedures that the subject tollowed =

(5) {3)-18 D3¢ Y98
(5 43) -5C DSC 3024¢1%)
(D} (3) 7. L. 8€-36

.
-
.

I will try to get through attachment emails 2 through 4 on Monday

Regarcs,

L] (3)-<P.L. 86~3§

Reloass 2022.10
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..
-on....'...

From:L_ . — . o.o.n .c.o.l.o.o.-...o.n...'.-.-;.'-tgu
Sent: Thursday, Novernber 21, 2013 4:53 pPM (B) (3)-2.L. R6-36
To:
Cc:
Subject: (U) 1 - Data for OIG Investgation Lot
Importance: High o’

Classification: FOP-SEEREFHSHNOFORN- oy

o WAV (b) {3}-18 USC TR
ibh{3) ~50 DEC 3024¢4)
: 181 () -P.L, B6=38

As we discussed at our meeting today [ ,

Release 2322-10
NSA 22000
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comments:

Ib) {1}
{b) (3)-18 USC 98

() (3)-50 USC 3024¢1)
(b)(3)<2.L. 85-36

DY (3 =P. L. B6-36

...................... Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20381101

Classification: FOP-SECRETUSHNOEGRN - . .

Classified By:
Derived From:; NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20381101

Classification: TOP SECRET/SHNOFORN

Releass 202210
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From:
To:
Ce
Subject: RE: (U) I - Data for QIG Investigation

Date: Mandary, November 25, 2013 10:27.29 - o p o0
Attachments: Ciae A

R (bl!‘3;~?.lv.863f.

Classification: FOP-SECRETHSHNOFORN— —

(2] (3)~-18 USC 793
(b) (3)-30 USC J024(4)
(b) [3}=P.L. B86-34

I got through the documents this morning. Full details are attached. To summarize: .

If you have questions, need different detalls, or need a different level of specificity, please let me
know,

Fam working a full day today, only a ha f day temorrow, then plan to be off the rest of the week.
However, | will be in the area should anything arise thal absolutely cannot wait until the first week
of December

Regards,

=

L) (2)~P, L. 856-36

S R R N RN N N N N N N R R RS

Reloase 202210
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S R I I I I S AP .

(b} (3)-2.L. 86-3¢

o"'.-..:.‘
Sent: Monday, November 25, 2013 9:48 AM, . - =" ", «
Tos .

&‘ ° -
Subject: RE: (U) 1 - Data for OIG Investigatidn

Classification: FOP-SECREF/SHNOFORN-
Good morning, [T

Thank you for your thoughts regarcing the SPk.

We're looking forward to heaning your thoughts on the rest of the data, Thank you for all of
your time and assistance,

V/R,
Semior Investigator '°""'---...',."-.._._
NSACSS OIG, Office of Investigations, D14 R K VO e
..I.........'......l-..."..I.:::.:‘l-.l.‘.'
| 5
**PRIVACY SENSITIVE — any misuse or unauthorized disclesure may lead to ':I'
disciplinary action®* -
7
o
- i Feven 'n---o.--mon.--AQIQLJ"::-g:‘-‘.‘c.'
From:| | o aaele e @88 . e

Classification: TOP-SECRETHSH/NOFORN

S th) )
(b) (3)~12 USC 7928
(B) {3)-50 95C 029}
Iby {3)=P.L. 85-36

Of these series of 4 emails, | have only gotten through #1 of 4.

it is not an SOP. It is an unsigned SPF that lays out all the procedures that the subyect 5
followed .

Release 202210
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Doc 1D 678 Ib) (3} ~1§ USC 738
1D: G7ROI% (D) {3)-50 USC 3624 1i)
() {3)-P. L, 86=1¢

I wiil try te get through attachment emails 2 through 4 on Monday,

Regards,

A |

I {-1]

1'd~{

Fm:L — - e - 1."....00"" "...I ...
Sent: Thursday, November 21, 2013 4:53 PM . . TETTERTRey

To: T s
Ce: S @A
Subject: (U) 1 - Data for OIG Investigation Sy
Importance: High -

Classification: FOP-SECREFHSHNOFORN-

9C-98

Release 2022.10
NSA 22104



by {1}
By =18 USC 798
(b} {3)=50 USC 3024¢4) I+

{b) (3)=P.L., &6-36
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L)1)
(b) (2)=18 O3C 708 .
by (3] =50 CSC 3024 11)
DF{I)=-P.L. 86-36

Classlfed By

---------- ' Dated: 20070108
............ Declassify On: 20381101

b} (3) =P, L. 36-26 Classmcation TOP-SECRETHSHNOFORN-

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20381101

Classification: 1‘‘9""S!Et’:"F%Eﬁa‘Sl-ﬁ‘hfeif=ei=h'~a

Classnf ed By | ST—

Deriyed From: NSA/CSSM 1-52
. Dated: 20070108
Declassify On: 20381101

Classification: FOR-SECRETHSINOEORN-

Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20381101

Classification: FOP-SECREF/SHNOFRORN-

Release 2022.10
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g
From: -
To: ~
c‘.‘ L I I I I L L I I I N N DN NN R R :“
Subject: RE: (U) OIG Investioation - Tasking :
Date: Wodnesday, Apefl 23, 2014 11:30:03 AM ;-.

Classification: FOP-SESREFHSHNOFORN-, ... .....---++

ibr{1)
: {0 €3)-18 vSC 798
(8) (3)-50 USC 3024(L)
(D) (3)=F.L. B6-36

I locked over the material you provided

It I cars be of any further assistance, please let me know

. .
ovnuvl....n.tt.!_o

From: A
Sent: +uesdav. April 22, 2014 11.38 AM >

Release 2022.10
NSA 22108
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To:
Ce: v »
Subject: (U) OIG Investigasion - Tasking A P 2

Classification: FOP-SECREFASWNOFORN- " ""+...

.l..."...l....l'.I......OI.I.'....OOOUIDOQOOQ.Q.I.I

L2
. o =
In reference to our telephone conversation Just 3 few moments ago, | am providing 10 you the '.'
- - . . » ".
information we received regarding a possible tasking involving U.S. numbers. The OIC greatly -
appreciales your technical review and feedback on what you conciude regarding this tasking. =
’
. _ e

As | mentioned to you, please do not discuss this matter with anyone else, LS.

PR
V/RJ ...o'..o."‘ (=) 1)
(b) (3)-186 UsSC 798
15} {3} -50 DSC 3024 ¢1)
1) {3)=P. L. 36-36

Reobease 202210
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(et

Semiur Investigatar e o) (1)
(b) (3)-18 USC 798

\“‘[‘SS ()ILI, Olfice oflnvnl; lx;\‘. Dl‘ (L) (3)=50 U3C 3024 h
I by (M-P.5. 06-36

**PRIVACY SENSITIVE any.misuse or unauthorized disclosure may lead to disciplinary
action**

Classified By:

() n:-v?: . 86-3¢ Dated: 20070108
Declassify On: 20390401

Classification: TOP-SECREFH/SHNOFORN- " -. :

.

Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20390401
Classification: TOP-SECRET/SHNOEORN
Reloase 2022.10

NSA 22110



Doc 1D: 6789498

APPENDIX D6
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Frome:

To: ...

Subject: RE: (U) 0I5 Imvestigation foliow-up.

Date: Monday, June 16, 2014 7:43:58 AM

% o
Classification: UNCLASSIFIED/HFOR-OF FHEIAL-HSE-ONEY =
T
0o, nebody evercontactedme fram 0CC, sV, or I [T i it tanae00es... b
bo--o.o-.oo.o------o::::.:.".""‘k
me‘L - e — ﬁ.. ....-".. ..."' ‘
Sent: Wi une 11, 2014 1:52PM_ , .+ *
To: oo
Subject: (U [nvestigation foliove-up. S :
Classification: UNCLASS!FIED/‘FGR-GFF*GML—H-SE-GNH
Helio
After you provided your technical assessment to the OIG of the data that we requested you
review (November timeframe), did anyone from OGC, SV, or SID reach out to you to discuss
your assessment?
You probably recall that | had asked if | could provide your name o a few key
individuals/orgs, such as SV and " __land though ! did, it is unclear te me if
anyone ever reached out to consult with you. oy e ® % n by
Would you please let me know if you were consulted, by whom, and if any feedback you .
provided to them may have differed from what you provided to the OiG in November? o
g
If you have any questions, please let me know, 3
w
Thank you, ;

l..lolololluollol.ocnu...o.no-Iollccoo.oo..ao.-.l.oln..s..’

(srere) | l S

Senior Investigator T Pl

NSA/CSS OIG, Office of Lavestigations, Did. « * *

Relsase 2022-10
NSA 22112
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netensscevssesnnena e § W) SI-B.L. 36-36

**PRIVACY SENSITIVE - any misuse or unauthorized disclosure may lead to disciplinary
action**

Classification: UNCLASSIFIED#FOR-OFFICIAL-HSE-ONEY—

Classification: UNCLASSIFIED/FOR-OFFIEIAE USE - ONEY—

Releass 2022-10
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APPENDIX D7
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From:

Yo:

Subject: FW. {U) 2 - Data for OIG Investgation ~ ° * « , |

Date: Manday, June 29, 2015 1:31:19 PM T

Classification: FOP-SECRETHSIHNCFORN-

From: | : - J
Sent: Monday, June 01, 2015 3:22 PM

=

Subject: RE: (U) 2 - Data for OIG Investigation e

Classification: FOR-SECRETHSHNOFORN-
——

S0 ssssnssrsrnnrrony

Ta=~if) (q)

{~92

{h) (1)

(b) (2)~-18 USC 758

(b)) 1%)-50 USC J024(l)
(D) 12} -P.L. 86=36

.
.
*

From:|_ ua = —~
Sent: ay, 1 2:24 PM
To:

L L

1'd=(£} (q)

-9§

SE

Relogse 2022.10
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CL"I |
. Slubject: FW: (U) 2 - Data for 0IG Investigation (o} (1)
.+ Importance: High (h) (%)-18 UsC 198
tb) {3)~50 USC 302411)
@ 2 . (b) {3}-P.n. 85-3¢
d Classmcatlon:“'FeP'SEe'REFHSiﬁNeFeRN-
-
:.x" INSPECTOR GENERAL SENSITIVE INFORMATION: This email, including any attochments, is
3] intended only for authorized recipients. This email message may contain information that is
c confidential, sensitive, and/or protected by Federal law, including the Privacy Act of 1974, as
.*. omended.
. il (1)
(1) (3)-18 USC 798

(b} (3)=50 USC 3024 (1)
(b) (3)-Pr.L. 86-35

We are compiling all of our data for[ jin’vesln&a&cn and realized you may
not have responded regarding the attached data files. | apologized if Jsoehow missed a response T
from you regarding these files, Would you please check your recorg? to 3ee if you responded, and if o

not, would you please review the data and determine[™ a 8 J
Also, in your opinion, was this a proper] . . |
L :

When we oniginally sent this data to you, it included some other files a5 well, which you did analyze. |
have included your comments pertaining to those files, below. .

-
.
.
-
.
.
-
-
-
-
.
.
-
.
.
-
-
.
.
.
.
-
-
.
.
.
-
.
.
-
.
.
.
.
.
.
.
-
-
Y
.
»

:mere Was anocther ﬁlel llhat you may not have reviewed — 1 am

Release 2022-10
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going to send the data to you in 4 separate email. Again, if you already

freviewed the dataand |
semehow missed your response, please forward to me. Thank you,

(Uirea]

Scmoe Investagator

NSACSS OIG Office of m\m“p_um& DIs

. ..."

(B) (3)-2.L. BE-35
AL % Tady
From:| 1"‘.’...'
Sent: Thursday, November 21, 2013 4:55 PM., « *
To:
Ce:|
Subject: (1) 2 - Data for OIG Investigation
Importance: High
Classification: FOR-SECRETA/SHNOEORN

(b) {3}=12 USC 793
(b) {3)~50 ©SC 30244¢%)
(b} (3)-P.L. 865-3¢

lhe attached spreadsheets were provided to the OIG, along with the "Notes” beiow, from the
Source of the OIG complaint,

Notes provided by Source:

.
.
.
-
.
.
-
.
.
-

Reigase 2022.10
NSA 22117




Daoc iD;

6789298

-

) (2)

(L) (2)=1R USC 738
(b) (3)-50 USC 2028 i4)
.. Subject: RE: (U) 3 - Data for OIG Investigation SN B 0
‘ -
2 Classification: TOP-SECRETHSHNOFORN-
g | agree with the analysis and condlusions included in |
o
! .
X .
I. .
.. L4
's -
..Q -
L 'n HINE D]
[ . (b} (3)~18 USC 193
s '. (b) (3)-20 VST Y024 (k)
3] (D) (Ir=-P.L. BE~36
Frem:L_ ]
Monday, June 01, 2015 2:32 PM
To:
Ce:

Releass 202210
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Subject: FW: (U) 3 - Data for 0IG Investigation
Importance: High

Classification: FTOP-SECRETHSIHNOFORN

.

by (L)

(b} (3)-18 UsC 738

(D) 43) =30 usC 322444)
BI5)-P.L. 86«36

A N RN

..
-cao-.‘..oo-.uucocol

Here is the other filcl ¢’ Ithat may have been missectin the review of the
. ] If you would like to

From:{___
Sent: Thursday, November 21, 2013 4:57 PM s
To:
Cc
Subject: (U) 3 - Data for OIG Investigation
Importance: High

Classification: FOP-SECREFH#SHNOFORN—

have the rest of :Ewﬂl send them in a separate email,

by 11}
(b} (3)=18 USC 798

tb) (3)~50 USC 30z4(5)
(b)) (3)-P.%L. 86-3¢

Additiona:mc included in email #4.

“i‘d-{¢) {q}

%98

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20381101

Classification: FOP-SECREFH#SHNOFORN—

Redeasa 2022-10
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B (3)-P.L. 86-3¢ ClaSSiﬁed By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Classification: FOR-SECRET/SHNOFORN—

Release 2022-10
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(&I 43)-P.L. 86-3€

From:
Te:
Date:

Monday, June 25, 2015 1:39:08 PY ) 41)

A . P * s s s s 00 LA L B B B R A ) ‘x;; HI-L’ US': 7)3
{b) {3) =50 DSC 3024¢5)
Impartance: High (&) (3)-P. L. 26-30

Classification: TOP-SECRETHSIHNOFORN-

Reloass 2022.10
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APPENDIX E1

Approved for Release by NSA on 30 September 2022, FOIA Case § EBE5643 Litigation

Release 2022.10
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Classification:-FEP-SECREFH/SH/NOFORN-

.* I checked with the source of our data to see if they had any additional information
% that might be helpful to you (I did not identify you). 1 provided some of your
. comments to them and they provided their feedback, which | have captured in the
y following bullets.

* Regarding the comment vou made thai
% <
e
x 'A
v : . .."
~ . 4.‘
. ‘..
» co 0
Saaem
™~ o )
o0
Ly w
0
e
oo
‘IU‘lc:-
noon
880235

Release 2022-10
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LJ
oyt Let me get through the other flies before I consider asking for this file.
. Again, thank you for vour time and assistance!
: /IR
283
ﬁ;ﬁai '.l.l-.....llll.l.ll...........
u:;)'! T ..lt--":__:;.:;;.:.:::i:,"-
2E2A8 From: | |
=3t Sent: | ¥, 2 41 AM
288848 To:
; &. D....I..l..l....l-..‘l.'.l.l.l

T Subject: RE: (U) IV-13-0077: (U) 1 - Data for OIG Investigation
Classiﬂcanon TOP-SECREFHSHNOFORN- S

-1
-

A EL N |

Si~58

% Thank v:m. for your time and effort on this matter. We greatly apprecnate you providing
. your prcllmi’nnry assessment. We look forward 10 your continued review and assessment of
* the data .

'_ I don't know if the :records are of any assistance to you with regard 1o the
| but il they are, please let me know and I will send you the
rest of the records associated with that file,

Relsase 2022.10
NSA 22128
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Also, I'll double check with the source of our data and see if any other information
available] |_for some of the examples in this file.

V/R
| e :

S usese) [ ] T
Senior Inveshgatos
NSACSS OIG s of

s ,* T TPRIVACY SENSITIVE ~ any misuse or unauthorized disclosure may lead to e
o * o  disciplinary action®*

RE=~3%

{SIIR IR ) B A

e From
- ..' l H q

e .**'To ]
o:.‘..::,u'a.:

LR R AR = (U) Iv-13-0077: (U) 1 - Data for OIG Investication

Classification: TOP-SEEREHSHNOFORN— L
I spent some significant time on these files Jast week| [
| | I am will continue to

work on these in the afternoons after I get through my higher priority
assigned work. This week, however, I have to set this aside in favor of the
dreaded mandatery classes. This is to provide you with some preliminary
results. T am pretty confident about what I have provided below.

)

YE=98 A~ (S
280 05~ (€2 1T

(YiezZog

26L 280 2T-1£) (9)

Q)

it

Roloase 2022-10
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| '| With -

the little data available, it is difficult to make this assessment. i 3
L) )
Thanks, (b) (3)-1% USC 198

(L) {3} =50 0SC 302441)
(b) {3} -P.L. BB-36

e R e e e e e e ALl

Bh=36

wp,

-
'.-..lo.........

YT From:] ]
"« Sept: Monday, December 15, 2014 5:01 PM
To:
Ce:
Subject: (U) IV-13-0077: (U) 1 - Data for OIG Investigation
Importance: High

Release 2022-10
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Classification: FTOP-SECRETHSIHNOFORN-

:--o-o---o-ono-..'..o-ooo-co-..-ol. (b} 1)-P.L. 86-3¢

o Attachments allegedly show| |
el Following is a brief description of each artachment:
>0 : p°

_ el
S e

Release 2022-10
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A0
From:L |
wn, qu £: Monday, December 22, 2014 4:05 PM
:?- T°= L I I
& Subject: RE: (U) OIG Investigation - follow-up re:| J P
3 (o) lv” 18 J:" '_?93
: Classification: TOP-SECRET#SHNOFORN- el e
- .
e_ L

I'm having trouble figuring out how to respond to this. It sounds like your person .-

is trying to perform the wrong kind of analysis L may no - ‘e
depends on what you want to find out. .
Thank you,

Release 202290
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-P.L. 8G-36

(o) (3)

4 {U//FOUQ)

From:| |

Sent: Monday, December 22, 2014 2:04 PM
L .TP
Ccil

Subject: (L)) OIG Investigation - follow-up re: | | .

Importance: High
*._ Classification: TOP-SECRETH/SHNOFORN-

You previously provided the attached data to the OIG.

93¢ "1 a-1ghiq
284 25~ 1E) (Q)

(Y1270%

1E) 4}
R ERCH

Jsn 3T

e5L

For the file] Jwwe have someone rev iewing the ddtd ang Ahéy are

cawe®

trying to oS AN

[ I With the little data available«in lhc file (they
said), 1115 d;'ﬂ'lcull for them to make this assessiment, Would you Irlease look at the comments
below and tell us if you have any

additional data that would be helpful to the person reviewing the data. | remember you said

vou did not always forward all of the data because it was so voluminous.

Thus far, upon their preliminary review ---

Release 2022-10
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He=-35

(b) (I =P, 1.,

Subject: RE: (U) OIG Investigation - follow-up re:|

Classification: - FOP-SEERET/SHNOFORN-

—

Release 2022-10
NSA 22931

FY1 = when you initia‘ly provided these files to the 01G, you provided the fellowing information with »
them: ..
EGFF |
CuLE
ok 1>
'I" cQ
b8
R (I\U -4
e an e
From:L J -
Sent: Tuesday, December 23, 2014 10:50 AM T
t'toT?:G -"'..'
Cc: so 0" Q.
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IBY 431 =50 VSC 3024¢4)
(B 43) =P . L. #He-35

&
a
4
0
&
= Thanks very much,
)

Release 202210
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Classified By:
................. Ue-rhie-d- Fl.'om: NSNC M 1-52
Dated: 20070108

s . Declassify On: 20381101

{2} (3)-P.L. 86-36

-
..
.
.
.
.
.
Y.
-

Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Classification: TOP-SECRET/SHIMCONNOFORN-

Redaase 2022-10
NSA 22133
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UNCLASSIFIED

APPENDIX E2

UNCLASSIFIED
Release 2022-10
NSA 22134
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From:

Te: LY

Subject: (U) E2 FW: (U) IV-13-0077: (U) 1 - Data e OIG Trvestigation (o113) »10:00¢ 298

Oate: Tuesdsy, June 30, 2015 12:4¢:56PM  ° e Pt
] . 2313 «dis =35

Amm‘ ' L L I : L ] .. L L L L A

Classification: TOP SECRET/SH//NOFORN- o

Ftorn:|r s = | ' '
Sent: Friday, January 23, 2015 3: ‘.
—- '_1... -.-

Toa#
Ce: e I RO T BT s
Subject: RE: (U) IV-13-0077: (U) 1 - Data for CIG Investigation TS wde -'-"-".-'.-'..-..-..._.,;;_.
Classification: TOP-SECREF/SHNOFORN— g
....... 1 ;"‘

.
.
.
.
.
.
SE-9%8

Two more files analyzed,
l'.l....'..l"‘.l..'..
Tl‘A(]kS'........’...l..'.... .I.II....I.‘ .T
.. .
i
AENANA AN EAI A A ST AIN ARSI AT AR T A SRR AN At e % A
- .
4
-
.
.
.
-
-
-
.
-
.
>
.
:
-
>
-
.
:
.
.
z
.
.
-
.
L
-
-
.
AR R e L L e L R e e A e el e s -
5
.

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108

Reloase 2022-10
NSA 22135
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Declassify On: 20400601

Classification: FTOP-SECRET/SHNOFORN-

Release 2022-10
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APPENDIX E3

Re'esse 2022.10
NSA 22137
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From:

To:

. ]
Subject: . * RE (U) IV-13-0077: (U) 4 - Datp for CIG Irvestigation

Date: . Sunday, February 08, 205 11:01:39 AN

Classification: FOP-SECRETHSHNOFORN

~.‘..o .. .1
:'% My apologies for my recent silence. Work has been very difficult here the last
P couple of weeks. I have come in this weekend to try te finish of f your request.
8 I have examined the three files included for this message.
| TSN
. Thanks, . ..'

B Y L L s D T D E T T (=1 (1)

] £3)-18 USC 793
1(3)=50 USC 3024 (i)
1 (3)-P.L. B6-35

D
e
(b

Release 2022.10
NSA 22132
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SR R e L e Rl

: From:] ]

o ) m 2014 5: ,

. u

£ .o°CC:

. .*. . Subject: (U) IV-13-0077: (U) 4 - Data for OIG Investigation

“ Importance: High

#6-3¢

(L} (3y-P.L.

Classification: FOP-SECRETHSHNOFORN-

Information provided to the OIG:

&) ¢1)
() %}
12} (3)

-18 UBC 738
=50 DSC 30244¢i)

1B} (3)=P.L. B6-5b

Releass 2022-10
NSA 2213
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D) (1)
2103 8 USC 79%
(2) (3)-%0 USC 3024 (1)
(o) (3H-P.L. BE-3E
(Unroton | l.
2 — % . 5 8 8 % 48w
Senior hl\ﬂtws’l .....................................

**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary
action**
Classification: TOP-SECRET/SHNOFORN "

Classified By
Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20381201
Classification: FOP-SECRETH/SHNOFORN
Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20130930

Declassify On: 20391201

Redanse 2022-10
NSA 22140

-(£)

-98 *1°d
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MY(3)=P. L. S6~34

Classification: TOP-SECRET/SHNOFORN-

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400201

Classification: FOP-SECRET/SHNOFORN—

Release 2022-10
NSA 22149
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APPENDIX E4

Re‘ease 2022-10
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From:
To:

j —

Ce:

o * . ¢ TRE: (U) V-13-D077 (U] § - Data for OIG Irwestigation
Surday, Febrsary 06, 2015 11:185:07 AM

Subject:
Date: -‘..‘

_+* Classification: FOP-SECREFH#SHNOFORN-
LTS/ ANF)
é

e 2 A p
{TSAHNR)| —_ . o l
e S-:z::

§|

~ A
~ - - ~
peee, 4 o
% G
(L) (1
(5) 13)-18 USC 798
-
cewe e e "L D) (3)-50 USC 3024(1)
i () (3)=P.L. 36~36
n -
- .
. -
. -
. -
° .
B .
e .
-

{TSI/NF)

Release 202210
NSA 22143
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86-26

by {3)=P.L.

Thanks, ‘-
" L R R L R R Y} :': ‘::‘ ;:" .':

: 5 e
.. .Ovl.ilQQlQl."lQM'QOI‘Q.""UQl'.'NQ."Q'Q.&."&I!. :
R e ———— :
Semt: Monday, December 15, 2014 5:03 PM .
To: -
Ce: .
Subject: (U) 1V-13-0077: (U) 5 - Data for OIG Investigation .
Importance: High R
Classification-FOP-SECRETHSHNOFORN- :

Release 2022-10

NSA 22144
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NSA 22145

Classified By:
:E: 3;’3 vsc e Derived From: NSA/CSSM 1-52
by(3-2.L. 8§-36 Dated.- 20130930 E
Declassify On: 20391201 .
Classification: TOP-SECRET/SINOFORN (b} (M) -F.L. 86-36
Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400201
Classification; FTOP-SECRETHSHNOFORN-
Release 202210
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APPENDIX ES

Reloage 202210
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: e E R YRR RS CEERUEEEEEE B S S S 80-36

To: s pace® DS

Ca ] s 0'® o

Subject: RE: (V) IV-13-0077: (J) 3 - Da for OLG Irvestigation Ll 7

Date: Tuesday, March 17, 2015 12:39:16 P Ny

i . e by 1)
Classification;-FOP-SECRETHSHNOFORN— G
AR (b) (3)-50 USC 3024 (1)
: (b) (3)=P.L. 86=38
My apologies if I overlooked these files and for the delay in answering you: ¢
we've had a hectic week here. Here is my analysis of the data. .
SUMMARY: .
Reiease 2022-10

NSA 22147
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.
Thanks, ‘ , (b} (1)
(b) (3)-F.L. 0¢-36 (b) (3} =18 USC 798
T R R R (b)Y {3) =50 08¢ 302441)
N (b} {3)-P.L. BE=36
>Q‘t“ﬁ0“i"‘l!l.lQQQQ#QD".D!“Q.“‘!6'0“””""
Release 2022-10

NSA 22148
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Rt e e e e e e e R S

To:
Cc

Subject: FW: (U) IV-13-0077: (U) 3 - Data for OI6 drwestigation ~ “* -,

Importance: High

Classification: TOP-SECRET/SHNOFORN—

INSPECTOR GENERAL SENSITIVE INFORMATION: This emaii, including any attachments, is
intended only for authorized recigients. This emall message may contain information that is
confidential, sensitive, and/or protected by Federal law, including the Privacy Act of 1974, as

amended,

1 —

-
-
.
-
.
-
-
.
.
.
.
.. -
’a..'c o
o-a.'...“.

~-{§l (q)

mra

9C-56

We are in the process cf finalizing our report for this investigation and whiie going through your
assessments, | discovered that | may not have received your response/assessment Lo the matter
described in the attached email. If you did assess this matter previously and | somenow overlooked

it, | apologize.

The notes from the Source that accompanied the snapshots are included in the email below.

Again, your time anc expertise In analyzing all of the data we provided to you is essential to the

investigation and greatly appreciated.

V/R,
: . o.o .o .0.0 .- '..0.0
(U seeien | |

Senior Investhigatos
NSA/LSS 0IG, Office of Investigations, D14

(b) {3}~P.L.

88~36

by (1)

(b) (3)~-18 USC 7598

(b) (3}-30 USC M02411)
(b) (3i=P.L. 86~2C

Release 202210
NSA 22149
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From: |

Sent: Monday, December 15, 2014 5:02 .

To:
Cc:

Subject: (U) 1V-13-0077: (U) 3 - Data for OIG Investigation
Importance: High

Classification: FOP-SECREHHSHNOFORN-

by (31 -7, 1.,

86«36

I'he subject provided the following comments regarding the altachments to this email:

(b) (1)

(b) (3)~12 UsC 9%

(b) (3)-50 USC 3024 (1)
th) (3)~P.L. 86-3¢

Release 2022-10
NSA 22150
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(L | ] by 1)

Comicn | e (b) (3)-18 UsC 798
Senior Investizaioe (b) (3)=50 U3C 2024(1)

_NSACSS OIG Omccoﬂn\'ﬂh'E:nT' s, D14 () (3)-P.L. §6-36

T

**PRIVACY SENSH}V[ — any misuse or unauthorized disclosure may ead to disciplinary
action**

Classified By:

- "
.".
e *®

Dated: 20070108
Declassify On: 20390401

(p) (N -2P.L. R6~36

Classification: FOP-SECRETHSHNOFORN- - . .

.
.
.

Classified By

Derived From: NSA/CSSM 1-52
Dated: 20130930

Declassify On: 20400301

Retease 2022-10
NSA 22159
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Classification: FOP-SECRETH/SHINOFORN™

b S Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400301

Classification: FOP-SECREFHSHNOFORN—

Release 2022-10
NSA 22152
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From:
Yo:

Ce:
Subject:

* RE:(U) Iv-13-0077: (V) 1 - D_aq k" OIC Drvestigation
Date: ! Friday, Jacuary 05 2013 3:76:42 PH
MM: 8"

T
b 3

..
S o e e .

 Classification: FOP-SECREFASHNOFORN -

by (1)
(b) [2)~13 UsSC 708
. (b) [2)-30 USC 3024 (1)
}'. T (b} (3)-2.L, BE~36
.- "
"
l;’l
w
m
&
»
1
'
’
’
Pl
-
.1
o
-
.
-
.
-.
"
e
..
’.
..
'.
. -
* . Thanks,

Release 202210
NSA 22152
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. SARBEABLLATARRENTHERETAE A AARA A CARAA AR A AR

26~-36

oY
Vg

OIG Investigation

(L)1

(b) (3)~1§ USC 738

(9) (3)=50 UsSC 3024(4)
"""" (o) 13)-P.L. 06-36

() (3
2
fob)
7]
m.
§:
o
=

I checked with the source of our data to see if they had any additional information
that might be helpful to you (I did not identify you). I provided some of your .

comments to them and they provided their feedback, which | have captured in the 5
following bullets.

Release 2022-10
NSA 221585
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Again, thank you for your time and assistance!

* Senior lavestigator

* NSACSS 01G, Office of lnvmiﬂ»om’ D4

Roleass 2022-10
NSA 22158

V/R, .
T e e :
. Sentt Monday, December 22, 2014 11:41 AM .
.. o* Yo: :
. ® . e ai -
ot S : RE: (U) IV-13-0077: (U) 1 - Data for OIG Investigation -
g vt " .
? Classification: FOP-SECRETHSIHNOFORN— .
o Thank vou for your time and effort on this matter. We greatly appreciate you providing .
a vour preliminary assessment, We look forward to your continued review and assessment of .
the data. .
“.. ' _.....__.,....-0-0- ‘ ﬁgé’g
A rLMMhel Jrecords are of any assistance to you with regard to the anos
S |bx.n if they are, please let me know and I will send youthe § 77 ° ~
e rest of the records assoclated withthaf fild,” * ** " s s v e vttt s
. ', . -5 w Qn
"™, "+ Also, I'll double check with the source of our data and see if any other information P
P o_vailablc] Jfor some of the examples in this file. "R
-. o \f‘fﬁ.- ®0sveere ®s00sa, N -
" (Usreues | J
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I ]
3 *SPRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to
E ° disciplinary acticn**
- -
: From: =
:- -.Q.t.'. Tk > N ] - s 9 AM
L e Tt ]
b Ce:
a Subject: RE: (U) IV-13-0077: (U) 1 - Data for OIG Investigation

v
..

T« " Classification: FOP-SECREFHSHNOFORN-

(b) (1)
tb) (3)~18 USC 735¢&
tbl (3)-2.L. 86-26

work on these in The affernoons after I get through my higher priority
assigned work. This week, however, I have to set this aside in favor of the
dreaded mandatory classes. This is to provide you with some preliminary
results. I am pretty confident about what I have provided below.

week| |
I am will continue Yo

Release 2022-10
NSA 22157
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Thanks,

. SARRPAG N BB R ER NN SRR RH NN AN S SN N CA AN AN e

Q)

nrg-ig)

70

st

36~3€

{3)=F.L.

)

13

(3)%20€ 260 05-1E) (M)

51 81=-(EY Q)

FoL

(mq)

T2t rte0 e onve

...
L L R R e L e e e e e et bbbl

. ~o4, |
. LA I
e
. s e
- -
- -

. . From:|

" Sent: Monday, December 15, 2014 5:01 PM
b To:
" Ce:
T (U) IV-13-0077: {U) 1 - Data for

" Importance: High

"+, Classification: - FOP-SECRETHSIINOFORN™

1G Investigation

e R A iR

Attachments allegedly show] __
Following is a brief description of each attachment:

L L N ]

Release 2022-10
NSA 22158
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Classified By: l_:l

BIE) e Derived From: NSA/CSSM 1-52
(B) :.s_w [Ehal:z:«:-.: Dated: 20070108 .
koo it Declassify On: 20381101

Classification: FOP-SEGRETHSHANOFORN— bh (3)=P.L. 96-36

Release 202210
NSA 22189
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Classified By:

Derived From: NSA/ESSM 1-52
.-+ Dated: 20130930

- *Declassify On: 20391201

CIassnfcation ;ep-sEeREHSWGFeRN—
Classified By:[— 1

.- . L1, Derived From? NSA/CSSM 1-52
I P L L Dated: 20130930
Declassify On: 20391201

Classification: TOP-SECRET/SI/INOFORN

by 13)-P.L. 86=36

Classified By: 5:
TTOEEEECE R AL LR Derved Fl:o-rh.‘ N‘SAIC'ss 1-52
Vo A Dated: 20130930
o ARG Declassify On: 20391201
Classnfucétlor) :FGP—SEG-REFHSWNOFORN— ....

"Wl Classified By:
"*.._ Derived From: NSA/CSSM 1-52
4 Dated: 20130930
- . Declassify On: 20391201

Classification: TOP-SECRETHSHNOFORN-

Classified By 1
Derived From: NSA/CSSM 1-52
Dated: 20130930
Declassify On: 20400101
Classification: FOP-SECRETHSHNOFORN
Reloass 2022410

NSA 22160
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APPENDIX E7

Release 2022-10
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From L L L I ]
2 } CEE

Ce: [ s

. _’-illoll.
Subject:
Date:

RE: (U) IV-13-0077: (V) 6 - Data for OIG Evestigation - SOPe

) 31 -p. L.

Ae&=35

Sunday, February 08, 2015 12:06:12 PM

-".'
.« "

Classification: FOP-SECRET/SHNOFORN

r €//REL) With respect to the SPF|

following comments,

~(S7#5EHREL) The SPF focuses analysis on .

:‘-\
c‘u'-..'o'o‘o.' /0.0, 0 W 5%

o

g

- AN

{545H 2.

.
o9

o~~~
JgowT
—
O T
L
il Al
. 0w
-
s 010
e w
@an
o
1 W3
w0 o
N e
e
-
-

11 (q)

e
.

- 9

Reoloases 202210
NSA 22162
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NSA 22183

Release 202210
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IC/700 s I — —

(o) (L)
{b) (3)~18 LSC 758

Thanks,
{b) (3)-50 USC ¥0Z4(1)

{b) (3)-P.L. §6-36

L L L L Lt e e e e e e R s

-
“
'
o
-
a
Y - .
- ey
~
rx APRENBNE ARG PR 4 e A LAARAR A C SRR LN FT IR AN e
1
e " P sag-y . . - J— -
]

« "+, From:|
Monday, December 15, 2014 5:05 PM

Subject: (U) IV-13-0077: (U) 6 - Data for OIG Investigation - SOPs
Importance: High

Classification: TOP-SECRETHSHMNOFORN-

This is the last email.

Release 202210
NGA 22184



Doc ID: 6789499

in addition to the data files, the 0IG would be interested in your review of the SPF/SOP that

was created at the time the allegations were filed i!h.eDdocumem that is referenced in
the SPF is also, attached) and-the nfodt'recent draft SOP.

. . e ®
1 | izati P AR
- Do you believe the procedures provice proper authonzanonl I e s
v W olke W
% T
: Lad
0-1‘ ;.' o os
5 & I
~ o M
gt & &
A an®
e ) - =
» .. Any other observations/comments regarding the SOPs are appreciated, S —
e 'f' ‘e
. f - N -
A }\gainf your assistance is greatly appreciated. Thank you very much for your time.
.. T . g3, .

. Senior lnvmgl'unz .

" NSA/CSS OIG, Office of Ivestigations, D13= ,

.

- '.
-

-

-
-

**PRIVACY SENSITIVE — any misuse or unauthorized disc‘-os:lr’e-may lead to disciplinary
action** x e

- &
- -
. .
- ..
. -
- *%
.

3 Classified By:

"*.Derived From: NSA/CSSM 1-52

Yo Dated: 20130930

‘Declassify On: 20391201

Classification: FOP-SECRETHSIHNOFORN- ’

Classified By:

Derived From: NSA/CSSM 1-52

Re‘ease 202210
NSA 22165
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Dated: 20070108
Declassify On: 20400201

Classification: FOP-SECREF/SHNOFORN-

Release 2022-10
NSA 22168
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36-36

”"r'ou'l:'-.-.......

Yo:
Ce:
Subject:

Date:

RE: (V) IV-13-0077: (U) 6 - Data for CIG Investigation - S0P
Suncay, February 08, 2015 12:29:06 PN

by 1]

(by [3}=13 USC 798
(b) (3}=50 QsC
) {3} -P.1

-%. 86-36

Classification: FOP-SEERET/SHNOFORM, . - -~ )

T haye seviewed the

3024 (1)

o ieTirRES]

- Thanks,
w
3 1
. .
.-E * v:* P L LR e e e e e A A s e e ]
B Foa,
=
.
.
-
-
.
.
.
.
-
.
.
-
.
.
.-
.
.
.
.
)
-
.
e -
- -
* 4
.
a1
e -
-
L I
-
P -®
‘ o
. .
. .
d .
Q“."z"".’&>"’.”’“.‘.&."l.Iﬂ‘le..'l'“"ﬂ’
. -
. -
-

Release 2062-10
NGA 22187



Do T 67894299
: ]
Subject: (U) IV-13-0077: (U) 6 - Data for OIG Investigation - SOPs

(o= |

Importance: High
Classification: FOP-SECREFHSHNOFORN-

—

** This is the last email.
In addition to the data files, the 0OIG would be interested in your review of the SPF/SOP that
was created at the time the allegations were filed (tt]emducument that is referenced in

< the SPF s also attached) and the most,recent 8/aft SOP.
Do you beligve she"procedures provide proper authorization | 2 |
Any other observations/comments regarding the SOPs are appreciated. —
(L) (3)=18 vac 798
{b) 131 -50 USC 3024(1)
(b)43)-P.L. B&-38

thy (=2,

-~

Yy tl:.gain. your assistance is greatly appreciated. Thank you very much for your time.

.
..
-

L waewor) .

.
.
.
-

" Scaior lovestgator
* NSA/CSS OIG, Office of Tnvestigsiieas, D14

.
-
.
.
-
-

action**
Classified By] ]
Derived From: NSA/CSSM 1-52
Dated: 20130930

Release 2022-10
NSA 22168

**PRIVACY SENSITIVE — any misuse or unauthorized cisfubs.ue may lead to disciplinary
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Declassify On: 20391201

Classification: TOP-SEERETHSHNOFORN—

by (3)=P. L, B6-36

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400201

Classification; TOP-SECRETHSHNOFORN

Recase 202210
NEA 22169
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UNCLASSIFIED

APPENDIX E8

UNCLASSIFED
Rolease 2022-10
NSA 22170
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S | _

Ca Y| e— -
Subject: o RE: (U Dira for OIG Investigation
Date: o Tuesdsy, July 07, 2095 5:01:20 FM
Amchmm:.-. r |
Class.lﬁcation (b) {3)-12 usC 798
- (b) (3)=50 usC 3024 (1)
o (b) (3)-P.L. BE-36

Attached is my analysis of the files you provided and conclusions. Please do not
+ hgsitate to ask for clarifications if I appear to have left out something or if I

. provided an unclear explanation.
S,
o~

. & Thanks,

L

- /

. .' D et e e R R L el
.
-0.’
o,

13)=P,L%, BRE6=-36

(L=}

O NARPEE RN NS AL R A RS A REBRRRERAA A AR A SN
a:® .

“From:| ]
Seit: Thursday, July 02, 2015 1:04 PM

To:
Ce:
Sdbject: RE: (U) Data for OIG Investigation

Classification: TOP-SECRETHSHHNOFORN—
fhank you!

From:

Rolesss 2022-10
NSA 22171
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B} (3)-50 U5SC 3024¢5)
{£1¢3)-P. L., B6-306

.
.
.

.
Classification: - FTOP-SECRETHSHNOFORN-
l-'
L I have not had the opportunity to complete the review due to operational
duties. I will put it on my calendar tc complete next week.
.:‘
+ Thanks,
o
4
’
I‘ D O e  a a  T SSa
* '- .
K]
-
3
4
- ‘. -‘
e .4 .-
< L T T —
T e |
*  Seft: Thursday, July 02, 2015 12:57 PM
« To:
* Cea
. Subject: RE: (U) Data for OIG Investigation
.- ¢ a o) 1y
3 Classification: FTOP-SECRETHSHNOFORN— (&) (31 =18 USC 798
. Good afternoon,

Have you reviewed any of the data]

.
»

Jwe forwarded to you on 1 June
Jhank you,

Rolease 2022-10
NSA 22172
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alfmxl_
Sepior [nveSngator
NSAACSSOIG, Office of Investigatioas, D14

.

i F;i;m: - ”l :
S JTos
- . a:

S . Subject: (U) Data for OIG Investigation
=.*," ‘Importance: High

B€-1315

(b) (3)~F.L.

3t Classification:-FOR-SEGCRETHSIHNORORN—
INSPECTOR GENERAL SENSITIVE INFORMATION: This email, including any attachments, is
intended only for cuthorized recipients. This email message may contain information that is
confidential, sensitive, and/or protected by Federal law, including the Privacy Act of 1974, as
armended.

- Earlier this year, you assisted our office by reviewing data related to an investigation. We previously

ot provided the attached data files to another analyst for review [their comments about the files are

p i) included below, in red) and we would Fke to obtain your analysis, as well, before we bring our
. investigation to closure.

. Pleaselet me know as soon as possible if you are able to review/analyze the data in the file. We
% would like to know

* (usreses —
» Scnwor Investigator
* NSA/CSS 0)G, Office of luvestigations, D14

When the allegations were made to the CIG, the Source of the complaint provided the following
notes about the attached data files

{ei 1)

(D) ¢3)-18 USC 790
The spreadsheets are divided by esvessaseens Y 1 13)-5C USC 3024¢1)

(B3 -P. L. 86 36

Roloase 202210
NSA 22173
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-
Input from thie DIG's other technical expert.
L
o (FSHSHANF)
Rolesse 2022-10

NSA 22174
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Doc ID: 6789499

(b} (X)-18 USC ¢
L) (3)=%0 USC 30
(b} (3)-P.L. 85-3¢

b))

- T
-
.....
..

tb) (3)-P.L. B6-36

Dated: 20070108
Declassify On: 20400601

Classification: FOP-SECRETHSHNOFORN. .

. Classified By
"+ Derived From: NSA/CSSM 1-52
: : Dated: 20130930
.'Dp'classify On: 20400601

Classification: FOP-SECRETH/SHNOFORN-

Classified By:
Derived From: NSA/CSSM 1-52

Redease 2022.10
NSA 22175
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Dated: 20070108
Declassify On: 20400701

Classification: TOP-SEEREFH/SIHNOFORN

Dated: 20130930
Declassify On: 20400701

(b) {3)-P.L, 3636

Classification: FOP-SECRETHSHNOFORN-

: Classified By
. Derived From: NSA/CSSM 1-52
£ Dated: 20070108
."Q.eclassify On: 20400701

Classification: FOP-SECREFHSHNOFORN-

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20130930
Declassify On: 20400701

Redease 2022.10
NSA 22176
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Classification: FOP-SECRETHSHNOFORN-
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APPENDIX F1

Soptember 2022, FOIA Case ¢ 85643 Litigatlion

Approved for Release by NSA on 30
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From: 8 J--o..-.-tllll.lul (b) (3)-r.L. 806~36
Sent: Tuesday, May 07, 2013 232 PM__

Subject: (U) Ongoing incident

(by (1}
(b) (3)~18 usSC 788
(B) (3)-50 usc 302480

Classification: FOP-SEEREFHSHREC TS USATFVYEY— (&) 43} -P. L. 3€-36

(b} (3} ~P.L. $6=3€ .n;

Hello, (b) (6! ¥
~£TS77SHTRECTOUSATFVEY) A few weeks ago we discovered thatI Ii" X
1.

i

1.
W&*&UW)[__________—-———' -

Release 2022-10
NSA 22179
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k) (Hy

(b) (3)-16 USC 793

(b} (3)-50 USC 3024 (%)
o) (3 -P.1. 86-3C

{b) (E)




Doc ID: 6789500

ol (1)

(b} {3)-18 DSC T8

(b} {31 =50 QSC 3024 (1)
(b) {3t~p.L, B5-36

e 99 ~ % =
e *?* - .
e o ® I . "
..
e
..
L
t .
. % -.
- z 2
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. = 3
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. : :
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2 - . .
wyFevey[ - _ —
. .. b ° z
. 2, e . .
. ® . B -
. . . p u
.. ® = : :
. '. o x .
.. . : . e
Y v .
"4 .
s * . -
‘u‘- i
.. ."
. ‘e
- -
thy (1)
(b) (3)~18 USC 9K
(b) (2)-50 USC 3074 (L 3
( (3H-P.L. B6~36
B (6) Release 2022-10

NSA 22181
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)




(b) (M) =P.L. 65-3¢

Doc 1D: 6789500 (b) (62
— {5 HREETO-HUSAFVEY) We belleve that|_Jthinks,
(U/4FOH6) We believe that NSA regulations forbid analystsl |-

.
a -
. ®s
......... ‘.....l.Q.l...‘l.'.....l...l.l.l..'..
=] ¢1)

(o} {3)-18 OSC 738
(U) We would like to request anather review of this matter. (b) (3)-50 DEC 302444)
tb) (3)~P.L. 86-38

Thank you very much,

() 13)=F.L. BE~36

Classified By ]
Derived From: NSA/CSSM 1-52
Dated. 20070108
Declassify On: 20380501

Classification: FOP-SEEREFHSHREE TOUSATTVEY

Roleass 202210
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Doe [D: 6789500

Fromv
Yo!
Subject: RE: (V) Ongoing indcent ®e,

Date: Thursday, May 05, 2013 5:53:19 P e .

Classification: TOP-SECRET/SHNOFORN R A

PR R R B

{(U) | can meet with you on Tuesday the 14th at‘l400. keeps early hours
and is gone for the day, and | will be out tomorrow; | will leave it to her to decide
whether she thinks she should to talk to*you also.

(U HFEUO) | asked| _Jyesterday If he still had a copy ofD email;, he
didn't get back to me about it, and I'll ask again.

(9 ()

1rd-(f) ()

(U/+FOU0O) | have a number of emails to and from the folks in
unfortunately much of the discussion took place over the phone, and there were
also calls/emails/meetings involving our branch chief ivision technical

9E~28

director at which none of us lower down were present, was waiting for.a Y
formal written statement; they kept saying my attempts at that'were too A Sl
technical: and eventually our division tech director was tapped for the'task: A  *, .

few days later we were told thaDhad already decided that whatE[was dolng _ .

was perfectly all right, so the formal writfeh'stdtémehr was never sent. <

message we got was: decision made, it's over We heard about that secohd~fdnd™-

from our managers, however. We asked lfmhad put this in writing, and .
apparently the answer was no - but then, they never got a complaint in writing s
either. The technical director never did send one, and | was told not to do iton’

my own. ¢

pre-{e) (

Yi-90

(U640} So it just sort of fizzled out, but n lajer.and. was, . ... ..
told - again, by management in here - that compliance .
officer), had already decided, and that there was no point in pursuing it any’

further. J

(U/#FOHO) The last email | have from one of the compliance officers is quite
strange. There may have been a serious misunderstanding going on at fhat

point. In any case, I'll send what | have, following this. 2

(U) As for the complaint: .
(U/+FEU0) We believe that for at least the last four monthsmas been
violating USSID SP0018 by collecting or attempting 10 collect U.S. phone numbers

without the proper authorities, and without a foreign intelligence purpose. The
collection or attempted collection was done by]

bn-....‘

ey
(b) (3)-18 USC 798
) 13) -50 U3s
SR ] R —
p g % NSA 22185
(bl 15)




Doc 1D: 6789500

Iby
il

Without appre
approval from an appropriate

1t least the last four months he has been violatin
collecting or attempting to collect

£f ggﬂsm

ithout *.
ol p W ¥ B stam
out a orefén

(U 4FOUO) We believe that since October 2011 he has collected or attempted to
collect a large volume of phone numbers without any foreign Intelligence

purpose.

The collection or attempted collection was done by usin

- -
L |
.

Hell

(U) | have been assigned 1o investigate the matter described in your emaii, below. | would like to

meet with you to discuss further. Are you avallable on Tuesday, 14 May

—_

my office?

(UFFE=OT| see that your email included

the ighotline. | would be happy to meet with
to the two of you to decide if one of you would like meet with me and discus

as a co-subinitt

at 1400 to meet with me in

s well, but in a separate meeting. | will leave it

other, or, if both of you woulc like to meet with me, separately. Please let me know

<, on henalf of the

Relosss 2022-10

NSA 22186
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Doc 1D: 6789500
(b) (3) =P.L. BE-36
Lb) (&)

(U/MFFEE6) in preparation for our meeting, please let me know Whick regulations or Agency
s violated. If you have a copy of the email tha nt tomand

processes you beli
with any other related correspondence or

l.egs.e Ix_s’vyigg thet.as we I., along
cmn writing, please provide

background information you may have. If you referred the mattert
a copy of your referral and their response, if any.

(U} | lock forward to meeting with you. If the date/time | proposed does not work for you, please
propose another date/time and | will check my schedule.

“ ‘ete

*1°4-(E) Q)

9C-I%

fhankyouls.............................. (X ERE
[::::::::]' e g aco?® =z . . P :
(uml _|‘.' ..”,..--‘ :
Sentor luvestigator e &
_NSA/CSS ()iulomuoﬂ-vahng‘ P S
+*pRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary .-'
action** "
Classified By:
Derived From: NSA/CSSM 1-
Dated: 20070108
Declassify On: 20380501
Classification: FOP-SECRETH/SHNOFORN
Releass 2022-10

NSA 22187
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From:
T
Subject:
Date:

« (U) Something ¢'se
*  Wednesday, May 15, 2013 10 35:45 M

Classification: TOP-SECRETHSHNOFORN—

——

(U) Something that | didn't think to state explicitly yesterday:

-
b )
s .
1 .
® -
- 4 -
L -
Ld .. S
- ° o
.. HSHS|'IREI *8 F.‘a" l -
e J ? )| L, -'-.
~ .
I ] ~
L L "M EEEEREE R ENE NN N N N BB B R R N ..'....
- . N
iy __l voorw
w0 i [ = = s <o
L o A O
. ~TS77StTRECTOF . 41
& £ . r_u:x
| [ P I R R R o."- . G
- N R
'2 « " * e ¢vﬁr)
= p o> W
- W’ - o DD
= - % o B e
: 2 2
H ea,
: e % 8 8 " 8 &0 MR L L MR B L ® s 8 " 80N o L R D I R ".‘.
H -s®
: ; s
: : 3 £
. g ®
.. . .
. . -
.. - -
. . :
" -
. . g
l. . .
.. "
.. o 4
I. . »
.
. -
% -
.
*e - —
.l
'.
.l
.* Thanks,
‘.
.
.
.
B e A - A W = e e D S S e -
.
+ (U/ HOUOY

Reloase 2022-10
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O ———— - —

(Y13 =P, L.

86-3¢E

Classified By:

-

Derived From: NSA/JCSSM 1-52

Classification: FOP-SECRETHSHNOFORN—

Dated: 20070108

Declassify On: 20380501

Rolease 2022410
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Subject: L+ () cal data
Date: . May 21, 2043 3:07:00 PM

. -...'. () (1)
3 e, {b) i3)-10 USS T98
i ion " (b} {3)-50 LEC 3024 (1)
_-Classification: TOP-SECREFHSHNOFOQRN— (b1 (3)-50 cec 302
5. R (b {€)
‘?‘ L . ® X - .-'
1| yrsrrshoneroRMl -
Lol . 2
;\: : p— . .-
] AT
Z GSos
8 e e
vee
. L . | |seemed to spend most of yesterday X3 BT
- @ MO
% ‘ Tu
. - n x o

« Thank you, .
y {p} (M) =2.L, B6-26 .
{b) (6)

Rolease 2022-10
NSA 22192
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() (1)

(B) (3)~Li8 USC 792

{b) (3) =50 USC 3024(%)
(L) ¢3)~P. L. 8¢-36

: Classified By
. vreTromT) D.e rived From: NSA/ICSSM 1-52
Dated: 20070108

Declassify On: 20380501
Classification: TOP-SECRETHSHNOFORN-

Relesss 2022-10
NSA 22153
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From:
Yot

Subject (U) Further developeweris
Date: Tuesday, June 18, 2013 1:30:23 PM

“mra-(g) (w

Classification: TOP-SECRET/NOFORN" (b} 431 -F.L. 8636

{e) (5)

98
<

§c-9

LR L L L R L L T L L L L B A

trs/NOFORN) On May 315 ]
- ‘ d
’ BEEE
{SHRE-TFO-HSAFYEY) ~non
[ =85
....l'.ll....lI.tl..a.ll.lo...'\‘.‘l..
has looked at the data also and agrees thatit * | =
specifically targets U.S. comms . e
(U /4+FOU6} His| r
Thanks, w

.llo-.nnoc.no-oo.o-.-.o-.n :

Classified By:
Derived From: NSA/CSSM 1-52

Roloase 2022-10
NSA 22156
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Dated: 20070108
Declassify On: 20380601

Classification-TOP-SEERETNOFORN

Roloase 2022-10
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APPENDIX F6
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-~

b

-

-

(&) (1)

(b) {3) =18 USC 738

(b) 131 =50 USC 302444}
(L) (3}-P.L. B6-36€

D) (3)1~F.L. B6-26

Release 2022
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—FORSECREIAS ANORORN—

-
.
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e .
. -
. -
e .
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. .
. .
L -
. -
. -
- -
(L) 11)
(b) (3} =18 0BT 798
(b) (34-50 USE 30241L)
(B) (33 -P.L. HO-35
..

a6-10b

by (3)~P.L.

b o+ * "

Classified By:

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20380601

Reloase 2022-10
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FOPSECRETSHNOFORN-

(b) (1)
{b) (3)-18 USC 793

(&) (3)-30 USC 3024(1)
b} (3)~P.L. ¥6~1b

Classified By

Derived From: NSA/CSSM 152

P

s Dated 20070108

o} (3)~P.L., §6-3€

Declassify On. 20380601

: ! Release 2022-10
NSA 22200
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by 11}

(b) (3)~18 UsC 796

(b) (3)-5%2 usC 3024 (L)
(&) (3)-P.%. BE-33

Classified By

(o] (3)-P. L. 86-36 Derived From: NSA/CSSM 1-52

Dated. 20070108

Declassify On. 20380€01

N v/

Redeaso 202213
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{v) (1)

by {3)-P.L.

{b) {(3)~18 USC 798
(B) {3)-50 LUSC 3024 (1)

e56-36

ib) (3)~F.L.

36-36

Classified By:

e s 8 e s o s

Derived From: NSA/CSSM 1-52
Dated. 20070108

Declassify On: 20380601

Release 2022-10
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(b) (1)

(b) (3)-18 UsC Y94

(h) (2)-%0 USC 3024(8)
by (3)=P.L. BE-20

iby {3)~-P.L. BE-36

—FOPSECREF5HTNOFORN—

E2 Classified By: l
Derived From: NSA/GSSM |-

cee** """ Dated: 20070108
Declassify On: 20380601

Release 2022-10
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by (23
tb) (3)~18 USC 19¢

%) (3)-D.L. HE-36

(b) (3) ~50 USC 3024 (L)

(b) (3)1=FP.L. 3&-236

Classified By

.o  Rerived Fsom ~NIA 3o
Dated 2007
Declassify On: 2038

Release 2022-10
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-

{z] (1)

(o) 13) =18 DSC 738

{b) (3) =50 LEC 3024 44)
(b) {3)=2. 1. BE~3E

Classified By

() |3)=~P.L.

§6-36

_ Nesived From: NSA*CSSM 1-52
Dated: 20070108
Declassify On: 20380601
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{81 (1)
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(b) (1)

(b) (3)-18 YSC 798

th) (3) =50 USC 3024 (1)
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Releass 202210
NSA 22210




Do ID: 6789500 iy ?

(o))

(by {3)~18 DSC %€

(L) {31 =50 U8C 3024 4{4)
(b)Y {3 -P.L. BR-3¢

Helcase 2022-10
NSA 22211



ORI RTED) SRR el - eDed S asulo
— RSN Y AYN O MO O S

WY 056 €L0ZH0 ven
042202 sy
9 8 (g) ()
182 I8N (£)(Q)
2810 g1~-(5) (@)
(1) (9]

Lol

: SO MERE RO - $0eg SRl
B e

--------------------------------------------------------------




-
.

Dynamic Page ~ ngho.u'mplhlo Classification ks FOP-SECREMCOMNTHRECTO-USAAUS, CANTOBRNE-

{1 ()

‘e
I8N0 0S5~ 1EH(q)

=48 "1

(Fyr208

VED BRI~ Q)

CEN

=1
<

(T

10f4

Releass 202210

NSA/R%ED13 10:47 AM



Dac 1D: 6789500

by 14]
(b) [3}-18 USC 798

50 0S¢ 2024 {4)

(b) {3}
(b) [3)~P.L. BE-26
L
-
1
i
|
i
|

20f4

Releaso 2022-10

NSSZRT013 10.47 AM




Jof4

(b) (1)

(b) (3)~18 UST 798

(b) (3)~%0 UST 3024(4)
b) (3)=r.L. EG-36

Release 202210
NSEF2E22013 10:47 AV



4014

Dynamic Page ~ Highest Possidle Classification mﬂm .

(b) {1}
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Dynamic Page - Highost Poasitis Classification is-TOP-BEGRETHEOMMTHREETO-USAALS CAN-CBR-NE— '
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(o} {3)-P. L, 86-36€
From: ..
Tou o
Subject: T RE()
Date: . Y, 27,2043 12:15:06 PM
- 2

Classification: TOP-SECRETHSHNOFORN

B6=-30

(b} {3)~P.L.

(L) (&)

Right now we don't know for sure who did what, but it has multiple symptoms of . ,,

-;.cn""".'....'..‘-" ][v ;-':-:_.)
R n general, since early last week. If somebody finally tracks this problem —=or
= and finds out he did It, you'll be getting another complaint. LEd
] 1 -5 8
<00 simply can't, ynderstan ive up trying to get it changed. All | can do ;35
I'll get back to you on this if and when &
Thanks & Happy Thanksgiving,
"""""""""""""""""""""" (b) (3)~P.L. B6-36
(U!",“OUQ} -noo..o---'
Redepse 2022-10

NSA 22225



Doe 1D: 6789500

From: ]
Sent: Wedn Nov r 27, 2013 11:38 AM
To:
(V)
‘ -
4 .
’ L
L4 2 Z .
/! Classification: - FOP-SECRETHSHNOFORN-
I‘ - . 3
S Hi *
’ e " ¢ s .
- You previously provided the attached data to the OIG..I
5 ey
- ‘e o " .':
- <<a>
4 ., (&) (1)
. (h) (¥)-18 UsC 738
(L0 l (b) (3)-%0 USC 3024 (L)
'. (b) (3)-P.1, B6-2C

Semor lnvestigator

* NSA/CSS OIG, Office of luvesugatons, DI4

=2pRIVACY SENSITIVE - any misuse or unauthorized disclosure may lead to disciplinary

action**
Classified.B.)::
IR e S SR e e From: NSAICSSM 1-52
2 Dated: 20070108
A Declassify On: 20381101
” Classification—TOP-SECRET/SHNOFORN—

... . s

L

L

L I . el s

S o0

AL I I
..

.-

Classified By:
Derived From: NSA/CSSM 1-52

Rolaasa 2022-10
NSA 22226



Doc TD: 6789500

Dated: 20130830
Declassify On: 20381101

Classification: TOP-SECRET//SHNOFORN—

Reolease 2022-10
NSA 22227



Doc 1D: 6789500

APPENDIX F7

Release 2022-10
NSA 22228



Doc ID; 678
(B) (3) D.L. B6-36

From: : —
Yo: : (b (1)
e C tbl (3)-18 USC 798
Subject: . (U] Tasking/colection dats () (3)-50 USC 3I2241(4)
Date: * Wi Juty 03, 2013 4:18.26 PM (b) (3)-P.1., 06-3¢
Mm: L I N - —
Classiﬁgation: FOP-SECRETHSIHNOFORN— .
You wanted a short/quick list for some of the targeting that's most obvious -
at a glance, correct? :
Any problems/questions/etc, give a yeli... ra 3

{b) (3)-28B TEC 798

{b) (3)-%0 UsC 3024(N)
Thanks (;: (3)~P. %, 66-36

(b} (5)
T --00..'-..l.......l-.u00-..0-.'......'.

D) (5)1=P, L, B6-36
(U #FOHO- T L :
Classified By:
Derived From: NSA/CSSM 1-52
Repase 202210

NSA 22229



Doc ID: 6789500

Dated: 20070108
Declassify On: 20380701
Classification: TOP-SECRET/SHNOFORN—

Release 2022410
NSA 22230



Doc ID: 6789500

APPENDIX F8

Rekease 2022-10
NSA 22231



Doc ID: 6789500

From:

To:

Subject: (U) Data spreadehests .
Date: Monday, Juyy 08, 2013 12:29:41 PN .
Attachments: ..

(b)

(2)-P.L. B6~35

v e e
.
co......
LA
‘.

ClassificationFOP-SECREFH#SHNOFORN—

Notes:

(o) (1)

(D) 13)-1%8 YL 793

(L) (3)=50 USC 3024 (1)
)43 -r. L. 86-36

Release 202210
NSA 22232



Do 11D: 6789500

Thanks,
(b) (3)-P.1., E5-13¢
I I R I I I R I R R )

-

-
€L B> €< 3> €€ 23 €€, D €€ D> << >> ac, S>>

-
¥ e .. (o] 11)
(U/TFOUOr » s (b} 13)-18 USC 738
o, | @i 31-%0 vsc 3024414
) 3} -P.L. £6-36

Classified By

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380701
Classification: TOP-SECRET/SHNOFORN-

Relaase 2022.10
NSA 22233



Doc ID: 6789500

APPENDIX F9

Release 2022.10
NSA 22234



Doc ID: 6789500

Fromm

Yo:

Subject: o FW: (U] Something cise tumad vp
Date: -

o Tty June 20 2015 1:43:4 PM
Attachments?

. e

Classification: FOP-SECRETHSHNOEORN

26-36

) {3)-P.1,,

s, &TMWDPM e
To: | GEX
g . q
e Cg:% | gEEy
"+t * " Shbject: (U) Something efse turned up SBET
U I |
; Py
Classification: FOP-SECREFHSHNOFORN- 283
= We may have to go through everything l’n.‘ fto see If there's anything - ©
- else like this in there, . e
. o) (.) : :
* Thanks, (b) (3)-18 0SC 758 <
) (3)-50 USC 3024(1) . .
(b) (3)=P.L, B6-3€ N, /o
(b) (&) : .
e .. : :
. .. :

Release 202210
NSA 22236



Doc ID: 6789500

- ————— . ————————

by 1 4)

(b {3)-18 USC 748

(b)Y (3)=50 USC 3024 (4)
B4}~ L. R&-58

From:[__
s-ggmmz..mjm TS .
e ] ]

Subject: (U) Spreadshedt” * * =+ v e v, . ., e

(b) (3)~P.1. §6-3¢C

Releass 2022-10
NSA 22236



Doc 1Dz 6789500

(o) il)

(B) (3)-18 USC 193

() (3)=50 usC 30248
(21 (3)~P.L, 36~36

Classification " TOP-SECRET/SI/NOFORN—

R R R R R B) (M) ~P. L, 86-26

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380701

Classification: TOP-SECRET/SHNOFORN—

Roleata 202210
NSA 22237



Doc ID: 6789500

(B) {3)=P.L. BE-3¢ Classiﬁed By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Classification: FOP-SECREF/SHNOFORN—

Release 202210
NSA 22238



Doc 1D: 6789500

APPENDIX F10

Reloase 2022-10
NSA 22239



Doc ID: 6789500

From:

Yo: . (b) (3)-P.L. $6-3¢€
. (U) FY] - . .. ) N A -

Dato: Thurscay, August 01, 2013 2:26:10 PN o8

Classification: FOR-SECRETHSINOFORN-

o) (1)

(b) (3)-18 UsSC 798

(b) (3}=50 USC 2024 (L)
(b) (3)~-P.L, 85-36

(b ()

Thanks,

Reisass 2022-10
NSA 22240




Doc ID: 6789500

(b) (3)-P.L. HE~36

Classified B)l
Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20380801

Classification: TOP-SECRETHSHNOFORN—

Releass 2022-10
NSA 22241



Doc ID: 6789500

APPENDIX F11

Release 2022-10
NSA 22242



Doc [D: 6789200

Froma:
To:
Subject: (U} soreen shot
Date: Tuesday, August 13, 2013 12-41:34 PM .
Attachments: [' o) (1) >
l () (3)-18 USC 798 e
I (k) (3)=50 USC 3024 (1)
(b) (3)-P.L. 86 36
Classification: - FTOP-SECREFHHSHNOFORN— /
If you are unable to view the file, I'll try sending it another way.
Thanks,
< e
w/iFee~ R

Classified By

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380801

ClassificationFOP-SEERETHSHNOFORN—

Release 2022-10
NEA 22243

9¢-99 “1'3-(5) (a)




Doc ID: 6789500

APPENDIX F12

Release 2022-40
NSA 72244



Doc 1D: 6789500

To: =
Subject: PW: (U) shoet Bets
Date: 48:51 PM 2

g
Ciassification: :'FGP'SE'GREH‘SWNGFGRN— :_‘
'm: V .'llorc0-‘-...00.:";:;:-i<o.-.Icolca"""d -
&Mg 1 . ’...'..‘..'..,...',o-.--oc.-::.'-..u
To: % e A
Subject: (L) short lists
s 0'®® 3 A (&) (1)
i i (D) (3)~18 USC 198
. (5) (-0 usc 7404
Classification: FOP-SEGRETHSHNOFORN- (51 (9-20 vsC 3024 (1
s _pm o, B>
rﬂw 000 s evcecracetnineoe A
%
-
From: .-‘

A L L

Relvose 202210
NSA 222458




Doc ID: 6789504

Subject: RE: (U) RE:| | ERREEREEE

Classification: TOP-SECRET/SHNOFORN —

————————— -

L N
ITIETVYEON Y s e
Froml |

I

7,2 04 AM =~

To . ~
: (U) RE: Yellowstone data r
Classification: FOR-SECRETH/SHMNOFORN-- :‘

(2] (3) -

i) (1)
(o] (3)-18 vEC 798
) (3)

€0 USC 3024 (0)
r.L. 86-36

Release 2022-10

NSA 22246



Doc ED: 6789500

Spreadsheets to follow shortly.

_Thanks

. ....'
C...
r 1 .on....'-o.o..nOO.‘.'
- . . (;,;
From: >
: Qlc-n-C‘n.'.t.c..'-.u.o.n.-'l.l.-.--t.t\‘\\i..-?
To: g
Ca @
Subject: RE: (U) RE: T
-~
.-c"""'
CIassnﬁcatuon-TGP-SEGREF#SlﬂNeFeau-.......--
.....oo
‘000-0.--"".. .
| provided your latest information to our technical point-of-contact. e
5E5E
SoTE
N -“
e
- O
e
sl s
o w
@ )0
-hanks, IR TR
wow
N
"

(urere | |

Sewsoe [avestigator
NSA/CSS 016G, Office of Lavestigations, D14

**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead te disciplinary
action**

=1 4= {E) (qQ)

9t =38

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Redease 2022-10
NSA 22247




Doc ID: 6789500

Classification=FOP-SECRET#SHNOFORN—

Release 2022-10
NSA 22248



Doc [D: 6789500

APPENDIX F13

Relowse 2022-10
NSA 22249



Doc ID: 6789500

From:
Sent:
To:
Ce:
Subject: RE. (U) General compliance issues - "-"e-,,' .
ww: .'...ll..ll......"...ll....‘I~ ~
(b)) 13)-P. L. BE-36
Classification: TOP SECRETMNOFORN T .. ..cooerrrrrt""
(b) (3)-P.L. 36-136 o
e\ . b)) (1)
cet e . (b) (3}-18 USC 798
. . Ib) {3} =50 USC 2C23511)
. v . 2 . (b) {3] =P.L, 26-36
There are two incidents involved, so I'll c'oxi‘er them one at a time. .* 2R 3

.
- pe
..
. o

The first involves|
encyclopedia to explain fully, but basically: he tasked |

1 That case is extremely ;omple.x:ar\d would take an

JU.s. phone numbers (most of -

L SN

them by

| — LT consequence of this case will be some changes to the software

to prevent

2nything like this from happening again.|

.

(b)) (3)-PF. L. AE=34

So much, much later... the IG is still investigating and should be wrapping it up soon. And they've -'

been terrific,

bl 12
e (€

‘1b 1A

NS-\ 22250

afidio




.

Doc 1D: 6789500

8636
. . () (3)~18 UsC
Case number two: same branch, same supervisor, different analyst, (B) (3)-50 USC 3024(1)

{D} (2)

{b) (J)-18 USC 198
(D) (3) =50 USC 3024(4)
b)) (3)-P.L

. B6=3s
b) (6)




Doc ID: 6789500
Thank you,

ib) (1) -P.L. B6-35

—

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20130930
Declassify On: 20381101

Classification: FTOP-SECRETHNOFORN—

Redaass 2022.10
NSA 22262



Doc 1D: 6789500

APPENDIX F14

Release 2022-10
NSA 22253



Doc ID: 6789500

R R R R R R T T Y W (N -pP.L. 86-356
From:
Teo: Lot
Subject P (U | oo’ .
Date: mm.mac,zmsrsnsnﬁ'“----..... .
.:’..A '.'1__

(b) (3} =50 USC 302411i)
(b) [3}-P.L. B&-36

Classification: *GP-SEGREFHSWNGFGRN- = e SN

R ]

Sent: Thursday, November 14, 2013 4:03 PM Ll e

.
To: YL ] —
subj“t: U (b) 13) =18 UsSC 793
( (h) (3} =50 USC 302411}

(b) (3} -P.L. 36-3§
Ib) (6}

Classification: FTOP-SECRETHSHNOFORN— .

Release 2022-10
NSA 22254



Doc ID: 6789500

o) (1)
{b) ¢3)-10
(o) (3)-50

(LY (M -P.L.

(b) (6)

UsSC 158
USC 302414
EG=36

S

Relsase 2022.10
NSA 22265

{a)
-(£) (Q)

0 8Y-(g) (q)

-~
b ~2

9€-38 '77a~-(f}
et 06

b ¥4
L4

(

ofc

it

'

;23

(1) (q)




Doc ID: 6789500

by (1)

(b) (3)=18 usc 798

(D) (3)-5C usC 3024(1)
() ()-P.L. 8E~36

NSA 22258

Redease 2022-10



)L}

b} {3)~18 USC 796

ib} {3) -850 UEC 322414)
{21 {3)~2.L. 06-3¢

Do 1D: 6789500

NSA 22257

Re'ease 2022-10




Doc 1D: 6789500

(=) ¢1)

-18
31-3C U3C 3024(i)

UsC 793

L) {3 =P L. 0C-3¢

Redease 2022-10

NSA 22258



Doc 1D: 6789500

by 1)

(b} {I)=18 USC 798

() {3)=50 USC 302441)
(B (3=l L. B6-30

NSA 22258

Relesse 2022-10



Doc [D: 6789500

b)) (L)
{b) (3)-18
) (5) -

(5) (3 -9.5,

UscC 798
UEC 3024(L)
86-36

NSA 22260

Roloaso 202210



Doc 1D: 6789500

{- 3N %)

tb) (3)-18 USC 79+

(5) (3)=5%0 USC 3024(1)
() (=95, ¥o-34

NSA 22261

Relsase 2022-10



Doc 1D: 6789500

{b) {1)

{b){I}-18 usC 796

(B {31 =50 LSC 3025¢d)
{Lh{I)-P.L. B6-36

Refease 2022-10

NSA 22262



Doc ID: 6789500

CRACAC

Nee

o6

........,..-.so'-o

From:| Jiz gt g
Sent: Monday, November 18, 2013 9:21 AM =
E:f :'Q‘n’o.-.-lnl..|o.tl.no-o...-..cl-j
Subject: RE: (U) .
Classification: FOP-SFEREFHSHNOFORN- SR -

TEEEE

oo

..l ;..::R

Release 2022-10
NSA 22263




Doc [D: 6789500

--------
.......................
---------

{by{3)~2.1. B&-16

Classified By} |
Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20400601

Classification: TOP-SECRETH/SHNOFORN —

Reloase 2022-10
NESA 22264



Doc ID: 6789500

APPENDIX F15

Rofease 202210
NSA 22265



Doc ID: 6789300

e L A —

From:
Tou
Subject: o * PV (U) New tasking submitted
Date: ,*° Tuesday, June 30, 2015 1:57:25 PM voTE
i So8E
A O
- L —— ;‘ D ———ee
® iR BT
T Yoia. al?
: Classification: FOP-SECRET/SHNOFORN— L83
From: ———— —
“ Sent: Monday, November 18, 2013 5:02 PM
L Y T
g
i.  Subject: (U) New tasking submitted
£
: » Classification: TOP-SECREF/SHNOFORN—
. Thanks, s
. W) (1)

{p) (3)-18 UsSC 708

5] (3)=50 USC 3d2d (1)
D) (3)-P.L. 86-36

(b) (&)

Releasa 2022-10
NSA 22266




Doc ID: 6789500

From:|__ N |

Sent: Tuesday, November 19, 2013 10:02AM * - . |
To ‘ “n X
Ce "2y

Subject: (U) Re: New tasking submitted ~ * "+ ..,

Classification: FOP-SECREFHSHNOFORN SR T A D

> Will you be able to tell if the tasking record is approved /released? If so,
would you please let us know when/if that happens?

> Also, if approved/released, you should then report your concerns to your
ﬂght and Compliance point-of-contact, or directly to [ ]

9g-%8 "T'aA-(D) (%)

.u'lnlli.lI'll..ll".'.......ll..lll.ll.lll.'.....i.'.‘:

> We will definitely ask about this tasking with regard to the investigation. Is
there a way to send us a copy of the tasking record (as is)? ....and if it ends
up being approved, a copy of the approval record?

Q)
q)
a)
a
Q)

———

The record has not been released; I1'll send notice if there aaoes
are any changes. The attached fileis a copy of the tasking

request; it should open autcmatically in a web browser when
you click on it. Let me know if there are any problems
viewing it. (Side note: I can't imagine what "procedure
troubleshooting” means as tasking justification.)

S0 O~
20L o0 81-

2E-98 "TUa-

{Y)e2oc

Releaso 202210
NSA 22267



Doc 1D 6789500

l | . In future I'll try to avoid mentioning .
details that aren't part’ vf-ar.actyal problem. %o

LOUELAL L
LI ™)
m)
(b)) (3)-18 UsC 798
(b) ()-S50 UEC 302411}

Thanksj
(LY (I ~b.L, 8€~36
(D) 16)

! oee >
! From:] ] "
« Sent:. Thursday, November 21, 2013 4:13 PM .
* Tol: ] x
«  Subfect: (U) New tasking released o
. Classification: TOP-SECRET/HSHNOFORN-

e

. ?

_0’

.l

B4

5

é
" Thanks,

<< >>

<L >

Release 2022-10
NSA 22268




Doc 1D: 6789500

(b} {3} -P.L. B6=-3E

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Classification: TOP-SECRET/SHNOFORN

Reloase 2022-10
NEA 22269



Doc 1D: 6789500

APPENDIX F16

Relgase 2002-10
NSA 22270



Doc [D: 6789500

From:
To:

Sub’ed: vm(l}’)l I ."‘l-........’.

Date: Tuesday, “ove 30, 2015 2:03:24 PM

Attachments: .. g
Classification: TOP-SEERETHSIHNOFORN-

* e Y, & .". @ Ve . M \
Prom: [ 2 m————— == e
Sent: Monday, April 21, 2014 65:44 PM 0 "%
To: .’ -5 ,
su I_(UD T e by {1}

Classification: TOP-SECRETHSINOFORN-

(b) {3)-12 DSC 798
() {3150 USC 3024(i)
{D) {3)~P.L., Bi-1¢

Releasa 2022-10
NSA 22271




Doc ID: 6789500

b)) (3

(b) (3)~18 USC
(b) (3}~50 UK

198

324 (1)

(b) (3} P.L. B85-36
L
<< >> Jo*"
“.
-
-
-
.
-
-
.
.0
Yoy (b 11
Thank you, 3 (D) {3) =28 USC 798
(k) (3)=P.L, 86-34 {b) (3] -30 USC 3024¢i)
by [€) D) {31 -P.L, 85626
(b} (6)
'.....
-------------- L _._._.-:-:.---———-——--——-—-.———-
"2
(U 7FOB0r
‘.
0...'..
l.-
O...‘
.4
-,:'._.
e le;
o:“oio.-oooo.o.o---oo..---o-ooo’o'n‘\

- ———— . — ——————— . WD G - ———————

onday, April 21, 2014 5:04 P!
To:l
Subject: RE: (U) Checking in

Classification:-FOP-SECRETHNOFORN-

.- ..
L L L L B L R O R R

9E-98 ‘T'a- (L)1

Holoase 2022-10
NSA 22272



Doc 11D 6783500

I

.
.
K
.
-
.
-
.
.
. Thank you, o
N S— :
w .'
? ----------------------- - .
s HOUO)-- *
" U/ (b) (1)
- {b) (3) =10 USC 798
o f%e. {b) (3)-%0 LSC 3024 ()
' (b} (3)-P.L. 66-36
<
a
> U/FOH0r

Thank you. I'd like to discuss this with my supervisor. ..let me get back to you very soon -- by

% tombrrow mOorming.
** In the meantime, do you have a copy of the record showing his targeting that you could provice to

e ys?

. (U‘-TO!*)’)‘ |

* Semior Investigator
NSAICSS OIG. Olfice of Investigsiions, D14
**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary

action**

Release 202210
NSA 22273



Doc ID: 6789500

86-3¢

() (3)-P. L.

(b) {€)

From:| I |

%:meulm_l ..................

Subject: (U) Checking in

Classification: TOP-SECRET/NOFORN —

| e e Ty i it R T -

[T—rargeting U.S. comms again. | wasn't sure whether to report it or wait till

.
---------

he actually gets collection (if any)... and also wasn't sure whether to send the

information to you or file a new report with the IG hotline.
Thanks,

O e i i W e e e e o D D D . . e e vy G S —— v

-
-
-
.
-
-
-
-
.
.
.
.
-
e ®
.

O o o o . B . . . — -

Classified By:

Derived From:

NSA/CSSM 1-52
Dated: 20130930

Declassify On: 20390401

Classification:—FOP-SECRETHSHNOFORN-

Classified By:

IL=98 "T'é~(£) Q)

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Ralegse 2022.10
NSA 22274




Doc 1T: 6789500

Classification:—FOP-SECRETHSIHNOFORN—

Release 202210
NSA 222758
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APPENDIX F17

Release 2022-10
NSA 22276



ac D AR50

Ib}{3)=P.L. 8é-35

« From:
* To:
T Ce

§

Classification: TOP-SECRET/SHNOFORN—

ol ]

Dexember 11, 2014°10748 PH

POVETTEleaosnsnsencd

) ()
) (3)~18 USC 798
(b) (3)-50 USC 3024(s)
(B) (3)-P.L. 86-16

Thanks,

2 L e e N L L N L L L

(B (-5, 8633

Reloass 2022.10
NSA 222717




Doc ID: 6789500

T, P €L, P> L, P> CC, >

- ————————————————— —— ————

Ib) {3}-P.L. 86-38

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20130930

Declassify On: 20391201

ClassificationFOP-SECRETHSHNOFORN-

Release 2022-10
NGA 22278



Doc [D: 6789501

APPENDIX H1

Approved for Release by NSA on 30 September 2022, FOIA Case £ BRE4] Litdgation

Reease 202210
NSA 22279



Doc 1D: 6789501

From
To: E (B) i1
W (U) 0..".0.::'..!. ................ l:')“’-l“!‘*..j?r’
Date: Wednasday, Jurw 26, 2013 12:37:35 PR e (b) (3)-5C USC 302414)
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(UAFE6) FYI o eaen e BN
e "
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From:
Teo:

Ces ! L '
Subjget: * (U) RE: Upcated cacument oyt
omi 2 3 -

Attachments

86-36

b} ¢3)=P.L.

Classification: Wﬁﬁ%—%—m

-i‘s&&Lth our or gmal:ev ew
LR LR LR L - AR AR AN a® ot ah

%4
.

N wnth! s ! | was ask to put together a SOP
. memo, here is the draft that was sent to :

(1) (q)

“E=(5) (9)
0s=1(5) (3)
RT-(5) (Q)

S8

9E-98 "I
¥ZOC O8N

6L

{s}

::'} ('ﬁﬁ;‘Fese;— o
.. '.‘ e : .-.3 (;.-s 1., Nb=316 .
tumeer ' 7 R ' :
;: p.s;..“l———"“*"—f—’“ R AT ‘ :
2 -'T-erf_soanwm.& | ;
- cef =T :
° Subject: Updated document (R .
: = % :
© 1 was pleased to meet with both of you this morning; 1 ,however, wish :
. the circumstances were different. Sk .
- Regarding your request for an updated list:
The best I can do would be screen shots and 1 believe that would be
very cumbersome for all concerned. :
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_L'xﬂalsn_:etmuam.snmgaf.me.fﬂore

hide something. o SRR s S
I am still pretty certain of their but they do look scary and
are subject to the most misinterpretation.
The fact they continually show up as hasmade g« «+«+«=+-"
believer of me — they should go until we have a better plan in place.
R,
Unclassified For Offcishtse Onty-
(L) (3)-F.L. E6-2C
{(b) (D)
Unclassified fFer-Official-Use-Only—
Classified By{
Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380601
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§é~36

v
-

b)) (3)-F

From:

Subject: . *  RE: (U) RE: Updated document

Date:  « . Wedresdsy 17, 2014 10:12:55 AM
Attachntents: I ]

" Classification: SECRETHSHRELTO-USA-FVEY SRTE

{U44E48) Sorry it took a while to find my copy,

(UfFEHer

+. " Fromi . (e R |

ol.
o‘.
a‘.

O\o

07 AM

aamocu FW: (U) RE: waa;ed document

Classlflcatlon -SEGR‘E’W:‘SHREL—?&HS#FV‘E*"

'.:'.Hcl}o‘: B

N
s

.
. -

< ‘Would you please provide to me a copy of the SPF:'Ihat is referenced in the altacnhed

\ $PF? I'm trying to consolidate all of the background information onj
* \ realizead | am missing this particular document. Thank you

Jand

, B .

“E:J

W .

e 3
*mta ln\\suywt
N S OIG, Office of Iny ns, D14

aLJon"

From"r ]
F' .

Classification:

;PP;\VACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary
%

) (6]

(b)Y {3)=P. 1.

36-36
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(b) 13)=P.L. 0¢-36

L |

P

' =4577SH After our original review with _| | was ask Lo put together a S0P
memo, here is the drgff thatawas sent to [ ]

‘‘‘‘‘‘

-
----------------

(U0
(L)
(b) (3)=18 USC 798
s (b) 13)=5%0 U3C 302414)
(b) (3)-P.L, B§6-36
(V] et

Classified By:[__|
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20390901

.
.
-
-
.
.
-
.
.
.
®a
.

Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20390901
Classification; SECREFHSIHREETO-USAHVEY-
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From:
To:
Ce:

Subject: JRE: (U) Status? SPF m 1
Date: * Thursdsy, g 03, g .

.
.
L3

Classifi.é.ation:-SEGRETﬂSHmeFORN‘ g

He|oj ' "...

Tham you for your thoughtful response to my questions. The OIG has no requirements for the‘ .

LL ALY

() [3)-P.L.

pebcessing of your SPF, Tt
.‘ . -t
« Would you please ‘et me know when/if you are successful in meeting withli
B | | that action is completed prior to the end of the OIG

o inuesﬁgation,lwmoesurelorrenteomtmourrept;rf tRteretecersereesdctntterrans

- e - V/Rl

.. ll(tm{_ _l ....:-
Sewior [nvestigator SE

% Classification: SECRETHCOMINTHREETO-USAFVEY

Status of SPF and Also, who will be the final approving authority for the SPF/activity described
therein?

—&#445H since the SPT is addressec to] Jmembers under my supervision and the
purpose of the SPF was Instruct the team on internal procedures| concluded that | am the approval
authority. 1can have my division Chief or whomever in my chain approve this protocel of action if
you so order, They were given drafts and copies before | sent this to the team for comment,
However, these types of instructions are typically very much in the noise of activity for them. There

Relesse 202210
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are multiple processes throughout the Agency that senior management relies on front-line leaders
to comply with guidelines in my mind this was one such activity, but | have been known 10 be wrong
before.

~{eiish-Additionally the SPF was to inform and assure my management and those external
stakeholders of the process that; we have a thought out process, two that there are controls in
place, three that there is accountability in the processes, It goes without saying that al any time
anyone in my management chain veto these actions. It was not my intenticn to seek permission on
| Jfrom external organizations that do not perform the work.

Are you seeking the concurrence of all indfvlduals'/'ekmem.s listed in the ‘Distribution’ section of
the SPF? No

—{5454) After some research | could not find a specific written policy that! S, 1 |

I .. 2 ¢ 2 . =

929 0.9 ol X .
Yeeuldage
® .

Our actions toward external groups:
(47454 After discussion with management It was thought that we only needed to work with_—

l -
T T T T T T T T T T T I T T T T T v v
| I | initiated meeting requests to get this setup in April
of this year 2nd it has nat yet been accomplish. [[Jhas not yet responded Lo our repeated request
tor meetings to put this process in place,, « * &

-} Q)
(32929C 280 05-LE} ()

g8 28n g1« (€) ()

9€-96

(UroHe) ot

86-36

(b) (3)-?.L.

*+, Classification: SECREHSHREETO-USA FVYEY

HellaD

About cne month ago you provided the attached draft SPF to the DIG. | would like to know the
status of the SPF,

Also, who will be the final approving authority for the SPF/activity described therein?
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SPF?

Thark you

M) | |
o Semor lovestigator

: rmmmmmm.[m D¢

.
-
.
e -
.
.
-

.es action*®

b) (3)=P.L. B6-36

Are you seeking the concurrence of all individuals/elements listed in the ‘Distribution’ section of the

','."PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary

(9)

e S A R

9C-96

|
Subject: (U) RE: Updated document
‘....‘ '.‘....
A, C\dstﬁcatjon: SECRETHCOMINTHREL TO-USAAUSCAN-GBRNZ:
a1 - 3.
.‘ . i 3. A
Eh Y | J “es ~ s ®a s
-\‘ 9 . : : * 4.
1 =775t} After our original review with Ve eey | was ask to put together a SOP
~ ‘\ memo, here is the draft that was sent to
« 9 "
‘A
-\ (UAfFOuS) {b) (1)
x {b} (31-18 USC 758
2 (b} {3]-30 0SC 3024 (%)
N b} (3)=P,L. 856-26
- 1Y
- .
- L) .
. LA S -
¢ (Qrrous) ek .
N A} . ®
- .

I was pleased to meet with both of you this morning; I ,however, wish

the circumstances were different.
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(b) (N -P.L. 856-38

Regarding your request for an updated list: | |

: I've al‘so ghought some of the more

I ask for ccncurfem;l'.> only to avoid the impression that I am trying to
hide something.
I am still pretty certain of the;r
are subject to the most misinterpretation,

The fact they continually show up as has made a
believer of me — they should go until we have a better plan in place.

but they do look scary and

R,

SERcSss=r==~EESESSSSSSTRENATE

Unclassified For-Official-Use-Only

Yt=3% "T17d-(0) (W

2 Q)

6L 250 AL-(E) Q)

(E)y2068 250 0S-(

SeNL))

IbY (3)=P.1L, 86~36

{b) 16)
...........

Redaase 202210

NSA 22201




Doc 1D: 6789501

Undassmedﬁa—efﬁmuwémr
Classified By:[—___]
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Declasslfy»On_20380601
Classification: 2!

élassiﬁed By:

Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20380701

Classification: SEERETHSHRELTO-USATFVEY-

Classified By ¥ "~

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380701
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P 2 o N c (b) (3)~18 USC 758
L) s Y L e % B L P B SRR L L (b) (3)-50 USC 302414)
NTLORNES CUIES T PRIVEEGED CONINE NI VT (&) (1-2.L. 86-3¢
(>
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A
i

Senior Operations Counsel .

b} {3)=P.L. E§6-2€

(v} {B)
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%—7

- s .F.r.;n;:. PR B B B B B B [_ l
T | Sent: Wednesday, August 24 20113 59 PM
= | To: S
Rl D BRSSO,
~ Cc: e ® 0 0%0 08 2. ""00. P .
2 | subject: RE- (U) FW Feedbackm;nﬁw_e-lbste""--...,_ :
5 | signed By: S ——
es st g9 see s tan B t3)~P.L. B6-306
lis
e} (1) : :

Classification: -SEEREF (b) (3} -18 DaC 798
(b) (3)-50 USC *024(1)
tb) (3) P.L. 85-3¢

PR I.Q..I..l'.I..-I.....'.‘;..Ol ..'... ..l."..l.....'.... . e 0
1 talked toE ‘today about thi¢ issue, and he i ng to.senc you and o
e-mail dfscrwing our K etk . EEERRRRRE B
;ﬁ‘!e}’,'){ whether you .Ha'yg 3{:_0;): of 'any old guidance regardingq::] 2
" {° "I¥ yoir do, ‘can you send fie'a copy rignt .. e
a'ay? o. : apa® s m.u oano®

—
s 11 laskec me for a status this morning), so I
appreciate your efforts to ensure that we are deing this right.

£) (D)

2
J-

9r-98 "1°

..... o"iinal"essae---.. IC!...-.....l.....l....ll.'.-.-"-.
From: )| 2 ....3-,\\\\\..

Sent: Tuesday, Auyst 23, 2011 1:31 PR . e """

To:| | L =
Subject: FW: (U) FW: Feedback from owsite Jwne
Classification: ~SEEREF o .

Fyl..c..o L.
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From: |

Sent: Tuesday, August 23, 2011 1:16 PM *. '°.
To: | S0 Rg 27

Subject: Fw: (U) FW: reedbatk £rom[] website " .

Classification: -SEEREF— DR X PN T "
FYI R LY Yo, E
. .l......:.“ l.
l.“‘.‘..‘. .'

) {3} -F.L. B6~35 3

(b 16) <
----- Original Message----- e &
Fro‘: r.ll.........‘.....'l‘...'...".....-.'.... E_
Sent: Tuesday, August 23, 2011 1:69 PM .-~ : p o
In. » Py - ?

eedbac

Subject: FW: (U) FW:
Classification: SEERETF L

FYI, all please pass around, D Yo

(U FOUS)—

1'd-(£) Q)

i |

e 2
e I
L
g !
e 0
o
[N
=
w
-
=
]
w
Y3
o
1=
m
'
'
.
0
SE~98

sent: Friday, August 19, 2011 9:46 AM

L L R .
MR EE R R R R R L f"lrb
-
A

To: AR

cc: “.......-" .-J':..

Subject: FW: (U) Fw: Feedback from[_]weosite Te o
i (B} 41}
ion: SHLRE— " {B) 13)-18 usC 798
RIRSRLfIrceLion: AT e ’ [B) (33-5C USC 3024(1)
IS ) e (b) (3)-P.L. 86-36
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Thank You,

no-no---.-.o-.o-oo-.--n\\§\§§~
-

-

—-I.‘d.c-nl--nll'--l--n--l::‘ro.ir'.- ;‘

From: ] o

Sent: Thursday, August 18, 2€11 12:11 PM ,,
To:| "2:'.llltl$|||.|||-cs-.....

LR

Subject: (U) FW: Feedback from Uwebsite

.
0.0 "
..
..

Classification: SEEREF~- """ .

This one is for you guys.

|
I '.."0-.1

......5535%55“5~~"~~h~ Lo
L B B BB B R R NP, P .-.-..,......v AR 3
- e
! v " Be
= ‘e\’hn
..... Original Message----- e e e e e e e = s
From: | M | - 2
Sent: Thursday, August 18, 2811 11:58 AM > )
To:ﬂ 1 s H
Cc: ._...'..........-'-,-.\\s\\\~ss~-~:::g'fv ’
Subject: Feedback from‘t:ruebsite IR . :
RO R b r
ClbiSlflC.tiOﬂ: W. a o8 PO PR I ::
. es®?® -
MESSAGE : 4544533 I am the Chief of| .
3
Relvase 2022-10
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Can we meet on this subject please.

Classification: SEEREF—FVEY—
Derived From: NSA/CSSM 1-52
Dated: 28070108
Declassify On: 20360801
Classification: -SEEREF—

(0} (1)

(b) (3) =18 USC 738
(b) (3)~50 USC 3024(4)
(bj {3)-P.L. 8G-26
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£4-34

D} (3) =P, L.

85-3¢

“2.L.

() {3)

{b) (&)

Frome [
To:
Ce . B |

Subject: o+ (V) 1O Incident - IG Irwestigation
Date: . Tuesday, Jne 18, 2013 6:27.00 PM
nmmh High

..'-C.iassiﬁcation: TOP SECRETHSHNOFORN—

Based on our discussion this evening, | am providing the allegations received in the OIG and
some of the other information | have received thus far. | have also included some

background information on the
I FY1. o

"o My hope is to schedule the OIGs interview with the Technical Director : for

*. tomorrow. | will follow-up with you.

Allegations:

. FSHSERELFO-USAMVEYS Since February 2013 and in violation of USSID

SPOOI8 E has allegedly been collecting or attempting to collect U.S. phone

dumbérs without proper authorities and without a foreign intelligence purpose. The
collection or attempted collection was done nsmgl =y

-
.

T TR W%m Since February 2013 and in violationof [

has allegedly been collecting or attempting to collect
hone numbers without approval frém tHe*prog [eas] authoriries, y Without
approval from an appropnatel

Jand without a foreign ntelligence. »

pumosc The collection or attempted collection was done using [ ne

. ‘(WFt“FO‘UW) Since October 2011 and in violation of violation
of USSID SPOOI18, :has ullegcdly collected or anempted to collect a large volume

of phone numbers without any fi
collection was done usi

.ll....-.....--..........-0....I..l-ll....ll."

P..

¢ collecti :

)
q)
i)

9t-98 "1°'a

frivzot 250 0s-1(§

-~

86L 080 pY~1¢E

i)

{

-r(

9€-92 "T'd-(£)(q)

(F) 9208

280 05 (€)@

50 #l-1E) (@

-
- W

LY

1) (q)

4
-
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(U) BACKGROUND INFORMATION
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-

(UA/¥©U0) 10 INCIDENTS - ALLEGATIONS

discovered that|

=¥ On 18 March 2013, it was

-~

..
g%t -oo-».n-&-.o.-totut-. . 1

{b) (1)

(b) (3} -18 usc 798

(b) {3} -50 vSC 3024(4)
(B){3)-¥.L, B6-36

(b) (&)

e n o o VW

g o v

NSA 22305
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Seator Investigator .”"""---...
® e 99 veb
.

D) (3)=P. 5. 86~36

NSA/CSS OIG, Office of lavesugations, D14

"*PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary x

action**

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On; 20380601

Classification: - TOP-SECRET/SHNOFORN—
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From:
To: ®.0 £
Ce: ° S o J

Subject: .t + RE: (U) Collection meeting
Date: +." Wednesday, Jone 26, 2013 5:25:08 FM

.l‘hat is MORE than reasonable IMO. Thank you for consndenhg. and
= for offering it.
-~ T will ask my branch chief to attend -[___|

.oll.ol.‘l..o"".n.o-..-.-.ooc
- .

[L) {3)-P. L, B6-35

If this does not work out satisfactorily, I suppose we have no choice
but to go

for the larger meeting. Not really a bad thing, but it will need some
structure to follow.

The other meeting was essentially, IMO, a free-flow gathering and was
not especially focused.

R,

— i e T i i . IR BB

Undass:ﬁedﬁor-emm

TEEEERERSESSSSS S S S oSSSoraee e
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From:| — = — = —I
Sent; 39 PM =
To: . ‘
Ces - —!
: RE: (U) Collection meeting p
Classification: SECRETHSHREL FO-USAFVEY—
” Thanks, 5 :
ol [ ] 3
az Sent: Wednesday, June 26, 2013 4:01 PM D
To: ------------------------------ %% %% % %% LN -.‘-.:. S b h e '-"
Cc: 2 22 a o Ry se5edsnseqens L e R ] .«\
e 2
Subject: RE: (U) Collection meeting &
(U) Thank you for the note. I agree this needs to be put to bed once .-
and for all. -
=35 | EHSHREL) You are correct in your assumptions:
gy . id not suddenly, or ever, decide .to.lptqr!ti_qqa.lly_tp[ggg.p's
:‘ :? :: ...“.....T Ch R ® LIRS ns. T s .o
2553 * This is a complicated process because the[__] world-has become
s far more complicated from what it was in the old days.

» The documentation is not really there — we were working on it
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when the storm broke.
o Since then, the process is up in the air, so does it require
documentation if it is shut down?

—{S//SH/REL) Let me give you my perspective, and the main reason I do
not want to meet with a group:

- has had months to present [T interpretation of
.+" something [ discovered-and hever bothered to attempt to
" understaind, . """
SONPTRRTES had ample opportunity to set L1 mind at ease; [
AL ioleRy DY CANING THE, Weeks after the initial emails, and
yelling at me ~ I don't appreciate verbal abuse.

I have never been included officially on any of the email

- s B6~3%

N discussions.
2 o I have seen some via indirect channels. They are full of
T allegations and suppositions: . . . . . ..
% = I am not training and encouraging
analysts to do this sort of work, . . ........
» US[——Tnumbers are not knowingly targeted. 2EEE

| | [

250 61-1

. ';]has had, in effect, an uninterrupted run time to present
1 conclusions to a sizeable audience.
o Only today did I get official notification of what the

B6L

9E=08 ‘T &1
(T)pZCT 280 08~

allegations actually are.

* Now I'm expected to explain/defend my actions, from
cold, in front of a group of people?

* I believe that is very, very wrong. I deserve the chance
to meet with knowledgeable persons in a clearly non-
threatening setting to set the record straight.

« I attended a similar large-group meeting some months back.

o Although I was in the room, I had to endure listening to a
load of people talking about me, rather than with me, and
discussing wrong conclusions / reasons for what I had
done.

o Even when I grabbed the floor, it was awkward explaining
anything from such a cold start.

Raelsase 2022-10
NSA 22310



Doc ID: 6789502

U ) I do not wish to attend a meeting in a large forum with [__]
| present — the thought is doubly stressful. I will gladly meet, with
C present, in a smaller setting. :

I've attac'h'éd.la‘ document which contains the allegations and my
response regardihg. them.

-
.

R, =

CEREERswew e LSS S L RN

Undlassified/For Offictat-tise-Onty- E Y

-t

-5 {q)

9€-98 "1

1-F.L. 86-36

o) (3
{z) (&)
.

From:| od T TS

-, .s,.nt:‘Wednes _June 26, 2013 2:11PM ., *
- T . g

. "Subject: RE: (U) Collection meeting
Classification: CONFIBENFALHREL FO-USAFVYEY
«0

| get where you're coming from, but | think a meeting with at least you andDat the same

Rolcase 2022-10
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tme s what | need to get me the facts | ncech“
o

= o =
-V N “o.'o-u.--‘-ol.~o..- ..'
To: N-c..-Ou'-oooncl-ocno’.’-'.'-'o'o'-\‘\\\..h‘

Subject: F\W: (U) Collection meeting

Classification: CONFDENTALHREEFO-USAFVYEY-

Cuf']c._n Mdnager tc thc Dcp‘ny Gene'a' CGunSOES - . . .. '- .- .. .- : .- ‘. .- : A e

CP'CPO:Generacomw'ipzl..'......- PR RO RUB

(U266 My Dropbox
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From{ |

Senty Wedn June 26, 2013 11:30 AM
To:[ - ‘
Ce:l’

Subject: RE: (U) Collection meeting

Iam meeting with and| tomorrow about

some allegations fmade against me by, "
Ihave no desire to attend any meetung-wnth | present and no
dgenda. . X Nt

Re'easa 2022-10
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-2 "TH-(E) (@)

Subject: (U) Collection meeting
Classification: CONFDENTAL/REETFO-USAFVEY
F_..___.Tse”“" Qps Attorney, QGC has asked that | schedule 3 meeting regarding shuy
We were hopmg to schedule this meeting soon but realize with the haliday
coming up getling everyone together may present a challenge. The days 1 am looking at are Friday
1300, 1400 or 1500 and Monday at 1400. Please let me know which time will work best for you
{please just reply tome) and | will try my best to get everyone together. L .00t e
Thank_\‘ .................... .-:
[ 1 .
Office Manager to the Deputy General Counsels . >
Office of General Counsel {D2] JUAHFOHS) My -
Dropbox -
Classified Byi:I :
Derived From: NSA/CSSM 1-52 =
Dated: 20070108 ::
Declassify On: 20380601 =
.

Classification: CONFDENHALREETOUSAFVEY-
Classified By:———::

Derived From: NSA/CSSM 1-52 -
Dated: 20070108 :

Declassify On: 20380601 : :

Classification: GONFHBENTIAL/RETFO-USATFVEY -
Classified By | :

Derived From: NSA/CSSM 1-52 -
Dated:; 20070108 :

Declassify On: 20380601 .

Classification: CONMHDENTALHRETTO-USAFVEY-

Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380601
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Classification:-SECRETHSHREETO-USA FVEY—
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APPENDIX I3
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L | |
Subject: RE: (V) Collection meeting
Dt Tuesclay, July 02, 2013 2:17:25 P¥

Classification:-SECREF/SIHRELETFO-USAFVEY

Thanks 1o everyone for coming to the meeting yesterday. | can't say it was the most fun |'ve
had here, anc¢ we're far from done with the issue, but | think we did get a few things clarified.

(o) (1)

(L) (3)-18%8 UsC 798

(D) (3)-90 USC 3024(4)
(b) () -P.L. B6-3¢

%

-
-
-
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Subject;'RE: (U) Collection meeting g E TR e e
o. "-..." "-..‘.‘ o 0t
. o4, .'."n. S .=.
Classification: UNCLASSIFIED/FER-OF A USE-ONEY:" « - - . Sy
'. - . . - E
+  Ithink I have come up with a time for everyone, Monday July 1¥ from 1530-1 700, The meeting will =
2% be held in the Confgrence Room. _ll.l.hgv?.mis!dkgnly picked a time that will not work for :
o someone, please let me know. R e e
3 =
= . . i
F Thanks for the quick responses! -
9‘ ....‘.--n-oauo..-o.l;-l.l""'.'.........:::::.“
ig [ I ......--""‘~::..:l:$:
53 Office Manager to the Deputy General Counse's SR 1 )l .o . .'%_.,.: :,"_.'._.- :
.., JOffice of General Counsel(D2] , c o v+ """ < _'._-.'- e et ':" -._'
+ (UFFOU0) My Dropbox “**«.., A AgErs oS o
'. ':":..'. -.. .... '..0 Q.
. o ""o.!.‘-.,.'\:4._.‘-"-.¢V"‘ '." R N ‘--:.
+ From:| | B S8 naage o' <+

W 28,2013 a-fgm T
Classification: UNCLASSIFIEDAFOR OF FIGHL-USE-ONLY

.

:&«cnis' Ops Atgwnéy, QAC has asked that | schedule a meeting regardn ‘
J Wearere hoping to schedule this meeting scon but realize with the holiday

coming up getting everyefe together may present a challenge. | would iike 1o know everyone’s
avallability for Moncay & Tuesday of next week. Please let me know 335 s00n as possible because the

next avzilable yme to get everyone together is not until the week of the 8" and this meeting realy

needs to hapfwn before then.

G you may bring one attendee with you.
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Tharks,

L l. .......................................

Office Manager to the Deputy General Counsels b iatadib et

Office of GeneralCounsel(D2) , , ... cceossssessssssvesonsenscecss !

(U#FOUO) My Drophox

Classification: UNCLASSIFIED/HFOR-OFFICIAL USEONEY
Classified By: ]
Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20380701
Classification: SEGREH/SIHRELTO-USA -FVEY
Redegse 2022-10
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