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May 24, 2024 
Ref: DODOIG-2022-000567 

 
If you consider this an adverse determination, you may submit an appeal.  Your appeal, if 

any, must be postmarked within 90 days of the date of this letter, clearly identify the 
determination that you would like to appeal, and reference to the FOIA case number above.  
Send your appeal via mail to the Department of Defense, Office of Inspector General, ATTN: 
FOIA Appellate Authority, Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500,  
via email to foiaappeals@dodig.mil, or via facsimile to 571-372-7498.  However, please note 
that FOIA appeals can only examine adverse determinations concerning the FOIA process.  For 
more information on appellate matters and administrative appeal procedures, please refer to 32 
C.F.R. Sec. 286.9(e) and 286.11(a). 

 
You may contact our FOIA Public Liaison at FOIAPublicLiaison@dodig.mil, or by 

calling 703-604-9785, for any further assistance with your request.  Additionally, you may 
contact the Office of Government Information Services (OGIS) at the National Archives and 
Records Administration to inquire about the FOIA mediation services they offer.  The contact 
information for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, MD 20740-
6001, email at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or 
facsimile at 202-741-5769.  However, OGIS does not have the authority to mediate requests 
made under the Privacy Act of 1974 (request to access one’s own records).   
 

If you have any questions regarding this matter, please contact Mr. Samuel Brostuen at 
703-604-9775 or via email at foiarequests@dodig.mil. 
 

Sincerely, 

       
      Mark Dorgan 
      Director  
      FOIA, Privacy and Civil Liberties Office 
 
Enclosure: 
As stated 
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(U) Recommendations Table
(U)

Management
Recommendations 

Unresolved
Recommendations 

Resolved
Recommendations 

Closed

Director, Critical Technology Protection 
Directorate, Office of the Under Secretary of 
Defense for Intelligence and Security 

None 2 None

National Industrial Security Program Contract 
Classification System Program Manager, Defense 
Counterintelligence and Security Agency

None 1 None
(U)

(U) Note:  The following categories are used to describe agency management’s comments to 
individual recommendations.

• (U) Unresolved – Management has not agreed to implement the recommendation or has not proposed actions 
that will address the recommendation.

• (U) Resolved – Management agreed to implement the recommendation or has proposed actions that will address 
the underlying finding that generated the recommendation.

• (U) Closed – DoD OIG verified that the agreed upon corrective actions were implemented.
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(U) Finding.  The DoD Components Did Not 
Consistently Use the NCCS to Process and Submit 
DoD Contract Security Specifications, DD Form 254

(U) Appendix

(U) Acronyms and Abbreviations

(U) Contents
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Introduction
(U) Introduction

(U) Objective

(U) Background
(U) DoD Contract Security Classification Specification, 
DD Form 254

(U) National Industrial Security Program Contract 
Classification System

 5 (U) The position titles of DoD Component personnel responsible for processing the DD Form 254 varied at each 
DoD Component, including the ISM , director of security, security officer, information security chief, agency security 
officer, chief industrial security, and the senior program analyst.  In this report, we refer to these positions collectively 
as the ISMs.

 6 (U) Presidential Executive Order 12829, “National Industrial Security Program,” January 7, 1993, established 
the NISP to protect classified information that is released to cleared defense contractors, licensees, and grantees of the 
U.S. Government.  The NISP applies to all Executive branch departments and agencies and cleared defense contractors 
within the United States and its territories.  The Defense Counterintelligence and Security Agency administers the NISP 
on behalf of the DoD and 33 non-Defense agencies.
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(U) Three Office of the Secretary of Defense Memorandums 
Require the DoD Components to Use the NCCS When 
Completing the DD Form 254

(U) Office of the Under Secretary of Defense for Intelligence and 
Security 2018 Memorandum

(U) Office of the Under Secretary of Defense for Acquisition and 
Sustainment 2018 Memorandum
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Introduction
(U) Office of the Under Secretary of Defense for Intelligence and 
Security 2020 Memorandum

(U) Roles and Responsibilities of National Industrial Security 
Program Contract Classification System Stakeholders

(U) Office of the Under Secretary of Defense for Intelligence  
and Security

(U) Defense Counterintelligence and Security Agency

 7 (U) DoD Directive 5143.01, “Under Secretary of Defense for Intelligence and Security,” April 6, 2020.
 8 (U) DoD Manual 5220.32, Volume 1, “National Industrial Security Program: Industrial Security Procedures for 

Government Activities,” December 10, 2021.
 9 (U) DoD Instruction 5220.22, “National Industrial Security Program,” December 10, 2021.  On June 20, 2019, the Defense 

Security Service was renamed the Defense Counterintelligence and Security Agency.  
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(U) DoD Components

(U) DoD Policy and Federal Regulations for Safeguarding 
Classified Information

 10 (U) DoD Directive 5100.01, “Functions of the Department of Defense and Its Major Components,” September 17, 2020, 
defines the “DoD Components.”
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Introduction
(U) DoD Instruction 5220.22 and DoD Manual 5220.32, Volume 1, 
National Industrial Security Program 

(U) Federal Acquisition Regulation Subpart 4.4, Safeguarding 
Classified Information Within Industry 
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(U) Finding 

(CUI) The DoD Components Did Not Consistently Use 
the NCCS to Process and Submit DoD Contract Security 
Specifications, DD Form 254

 11 (U) Due to personnel turnover, the DCSA had three different NCCS program managers assigned from FY 2017 through 
FY 2021.  The first program manager was assigned from the end of FY 2017 through the end of FY 2020, the second program 
manager from the end of FY 2020 until the beginning of FY 2021, and the third program manager from the beginning of 
FY 2021 through present.
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OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)
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(CUI) The DoD Components Did Not Consistently Use 
the NCCS to Process DD Form 254s

 12 (U) The decision to shutdown the NCCS occurred after the completion of our fieldwork. 
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(CUI) 

(CUI) 

(CUI) 

CUI

CUI

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)
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(CUI) 

(CUI) 

(CUI) 

CUI

CUI

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), 
(b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)
(E)

OSD/JS (b)(5), (b)(7)(E)
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(CUI) Four DoD Components Used the NCCS to Process 
DD Form 254s

(U) The OUSD(I&S) Intended to Give the DoD Components 
Time to Prepare Prior to the FAR Update Requiring the Use 
of the NCCS to Process the DD Form 254 

 18 (U) The  ISM uses PeopleSoft and the  ISM uses the Contract Management System to process DD Form 254s.
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OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)
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OSD/JS (b)(5), (b)(7)(E)
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(U) The DCSA NCCS Program Manager Did Not 
Coordinate With the DoD Components to Develop and 
Finalize Implementation Plans for the DoD Components 
to Begin Using the NCCS to the Process DD Form 254
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OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)
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(U) The DCSA Program Executive Officer Temporarily Shut 
Down the NCCS to Correct Deficiencies in the NCCS 
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OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)
(E)

OSD/JS (b)(5), (b)(7)
(E)
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(CUI) The DoD Components Are at Risk of Unauthorized 
Disclosure of Classified Information, Technologies, 
and Materials

(U) Recommendations
(U) Recommendation 1
(U) We recommend that the Director of the Critical Technology Protection 
Directorate, Office of the Under Secretary of Defense for Intelligence and Security, 
update DoD Manual 5220.32, Volume 1, “National Industrial Security Program: 
Industrial Security Procedures for Government Activities,” effective August 1, 2018, 
to reflect Federal Acquisition Regulation Subpart 4.4, “Safeguarding Classified 
Information Within Industry,” requiring the use of the National Industrial Security 
Program Contract Classification System.

(U) Management Actions Taken
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(U) Recommendation 2
(U) We recommend that the program manager of the Defense Counterintelligence 
and Security Agency National Industrial Security Program Contract Classification 
System coordinate with the DoD Components to develop and finalize an 
implementation plan in accordance with the Office of the Under Secretary of 
Defense for Intelligence and Security memorandum “Use of the National Industrial 
Security Program Contract Classification System,” February 8, 2018, and to use the 
National Industrial Security Program Contract Classification System in accordance 
with Federal Acquisition Regulation Subpart 4.4, “Safeguarding Classified 
Information Within Industry.”

(U) Management Actions Taken
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(U) Appendix 

(U) Scope and Methodology 

(U) DoD Component Selection
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OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)
(5)  (b)(7)(E)
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(U) Data Collection
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(U) Use of Computer-Processed Data

(U) Use of Technical Assistance
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(U) Prior Coverage
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Acronyms and Abbreviations
(U) Acronyms and Abbreviations

DoDAAC DoD Activity Address Code

DoDM DoD Manual

FAR Federal Acquisition Regulation

ISM Industrial Security Manager (lowercase in text)

NCCS National Industrial Security Program Contract Classification System

NISP National Industrial Security Program

OUSD(I&S) Office of the Under Secretary of Defense for Intelligence and Security

CUI

CUI

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)

OSD/JS (b)(5), (b)(7)(E)





Whistleblower Protection

Whistleblower Protection safeguards DoD employees against  
retaliation for protected disclosures that expose possible fraud, waste,  

and abuse in Government programs.  For more information, please visit  
the Whistleblower webpage at http://www.dodig.mil/Components/

Administrative-Investigations/Whistleblower-Reprisal-Investigations/
Whisteblower-Reprisal/ or contact the Whistleblower Protection  
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil

For more information about DoD OIG 
reports or activities, please contact us:

Congressional Liaison 
703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

DoD OIG Mailing Lists 
www.dodig.mil/Mailing-Lists/

Twitter 
www.twitter.com/DoD_IG

DoD Hotline 
www.dodig.mil/hotline
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